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FORM FOR VERIFICATION
OF PRESENCE AT THIS PROGRAM

Pursuant to the Rules pertaining to the Mandatory Continuing Legal Education Program for
Attorneys in the State of New York, as an Accredited Provider of CLE programs, we are
required to carefully monitor attendance at our programs to ensure that certificates of
attendance are issued for the correct number of credit hours in relation to each attendee’s
actual presence during the program. Each person may only turn in his or her form—you
may not turn in a form for someone else. Also, if you leave the program at some point
prior to its conclusion, you should check out at the registration desk. Unless you do so, we
may have to assume that you were absent for a longer period than you may have been,
and you will not receive the proper number of credits.

Speakers, moderators, panelists and attendees are required to complete attendance
verification forms in order to receive MCLE credit for programs. Faculty members and
attendees, please complete, sign and return this form to the registration staff before you
leave the program.

PLEASE TURN IN THIS FORM AT THE END OF THE PROGRAM.

Food, Drug & Cosmetic Law Section Annual Meeting
Hot Topics in FDA Law
January 17, 2019 | New York Hilton Midtown, New York City

Name:

(please print)
| certify that | was present for the entire presentation of this program

Signature: Date:

Speaking Credit: In order to obtain MCLE credit for speaking at today’s program, please complete
and return this form to the registration staff before you leave. Speakers and Panelists receive
three (3) MCLE credits for each 50 minutes of presenting or participating on a panel. Moderators
earn one (1) MCLE credit for each 50 minutes moderating a panel segment. Faculty members
receive regular MCLE credit for attending other portions of the program.
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This program is offered for educational purposes. The views and opinions of the faculty expressed
during this program are those of the presenters and authors of the materials, including all materials
that may have been updated since the books were printed or distributed electronically. Further, the
statements made by the faculty during this program do not constitute legal advice.
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ACCESSING THE ONLINE
ELECTRONIC COURSE MATERIALS

Program materials will be distributed online in PDF format. It is strongly recommended that
you save the course materials in advance, in the event that you will be bringing a computer
or tablet with you to the program.

Printing the complete materials is not required for attending the program.

The course materials may be accessed online at:
https://www.nysba.org/FDCMaterialsAM2019

A hard copy NotePad will be provided to attendees at the live program site, which contains
lined pages for taking notes on each topic, speaker biographies, and presentation slides or
outlines if available.

Please note:

e You must have Adobe Acrobat on your computer in order to view, save, and/or
print the files. If you do not already have this software, you can download a free
copy of Adobe Acrobat Reader at https://get.adobe.com/reader/

e If you are bringing a laptop, tablet or other mobile device with you to the program,
please be sure that your batteries are fully charged in advance, as electrical outlets
may not be available.

e NYSBA cannot guarantee that free or paid Wi-Fi access will be available for your use
at the program location.
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MCLE INFORMATION

Program Title: Food, Drug & Cosmetic Law Section Annual Meeting Program
Date/s:January 17, 2019 Location: New York, NY

Evaluation:
This evaluation survey link will be emailed to registrants following the
program.

Total Credits: 5.5 New York CLE credit hours

Credit Category:
5.5 Areas of Professional Practice

This course is approved for credit for both experienced attorneys and newly admitted
attorneys (admitted to the New York Bar for less than two years). Newly admitted
attorneys participating via recording or webcast should refer to
www.nycourts.gov/attorneys/cle regarding permitted formats.

Attendance Verification for New York MCLE Credit
In order to receive MCLE credit, attendees must:
1) Sign in with registration staff

2) Complete and return a Form for Verification of Presence (included with course
materials) at the end of the program or session. For multi-day programs, you will
receive a separate form for each day of the program, to be returned each day.

Partial credit for program segments is not allowed. Under New York State Continuing
Legal Education Regulations and Guidelines, credit shall be awarded only for attendance at
an entire course or program, or for attendance at an entire session of a course or program.
Persons who arrive late, depart early, or are absent for any portion of a segment will not
receive credit for that segment. The Form for Verification of Presence certifies presence for
the entire presentation. Any exceptions where full educational benefit of the presentation
is not received should be indicated on the form and noted with registration personnel.

Program Evaluation

The New York State Bar Association is committed to providing high quality continuing legal
education courses, and your feedback regarding speakers and program accommodations is
important to us. Following the program, an email will be sent to registrants with a link to
complete an online evaluation survey. The link is also provided above.



ADDITIONAL INFORMATION AND POLICIES

Recording of NYSBA seminars, meetings and events is not permitted.

Accredited Provider

The New York State Bar Association’s Section and Meeting Services Department has been
certified by the New York State Continuing Legal Education Board as an accredited provider of
continuing legal education courses and programs.

Credit Application Outside of New York State
Attorneys who wish to apply for credit outside of New York State should contact the governing
body for MCLE in the respective jurisdiction.

MCLE Certificates

MCLE Certificates will be emailed to attendees a few weeks after the program, or mailed to those
without an email address on file. To update your contact information with NYSBA, visit
www.nysba.org/MyProfile, or contact the Member Resource Center at (800) 582-2452 or
MRC@nysba.org.

Newly Admitted Attorneys—Permitted Formats

Newly admitted attorneys (admitted to the New York Bar for less than two years) may not be
eligible to receive credit for certain program credit categories or formats. For official New York
State CLE Board rules, see www.nycourts.gov/attorneys/cle.

Tuition Assistance

New York State Bar Association members and non-members may apply for a discount or
scholarship to attend MCLE programs, based on financial hardship. This discount applies to the
educational portion of the program only. Application details can be found at
www.nysba.org/SectionCLEAssistance.

Questions

For questions, contact the NYSBA Section and Meeting Services Department at
SectionCLE@nysba.org, or the NYSBA Member Resource Center at (800) 582-2452
(or (518) 463-3724 in the Albany area).
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NYSBA 2019 ANNUAL MEETING

Food, Drug and Cosmetic Law Section

Hot Topics in FDA Law
Thursday, January 17, 2019 |1:00 p.m. - 6:00 p.m.

New York Hilton Midtown | Gibson Room, Second Floor
5.5 Credits

5.5 Areas of Professional Practice
This program is transitional and is suitable for all attorneys including those newly admitted.

Agenda
1:00 p.m. - 1:10 p.m. Welcoming Remarks
Brian J. Malkin, Section Chair | Arent Fox LLP, Washington, DC
1:10 p.m.-2:25 p.m.  Overview of Biologic Policy Initiatives

¢ What's new with specialty medications? (an examination of the biologics/biosimilars industry)

e Update on gene therapy

e Approvals in Europe/UK

e Payment models in the US and access to therapy

¢ Obstacles for future development of novel gene therapy products, including scientific, regulatory,
and financial

¢ Wholesaler's perspective on their role with the supply chain including the payer community, as well
as biological product supply chair evolution

Panelists: Ronald W. Lanton, lll, Esq. (Panel Chair)
Frier Levitt Government Affairs, LLC, Pine Brook, NJ
Sheila M. Arquette, R.PH.
Executive Director, National Association of Specialty Pharmacy, Washington, DC
Kelly A. Ryan
Senior Director, State Advocacy PARMA, Albany, NY
Timothy Ward
President, Hercules Pharmaceuticals, Inc., Port Washington, NY
(1.5 Credits in Areas of Professional Practice)

2:25p.m.-2:30 p.m. Refreshment Break
2:30 p.m. - 3:45p.m. Medical Device Hot Topics: New Regulatory Models in Lab Developed Tests and Digital Health

¢ Insights on FDA's 2018 “technical assistance” to Congress for LDT regulation
o New York State laboratory test oversight and FDA third party review framework

e FDA's evolving regulatory approach to digital health technologies
o Intersecting issues in diagnostics and digital health

Panelists: Bethany J. Hills, Esq. (Panel Chair)
Mintz Levin, New York, NY

Aaron Josephson, M.S.
ML Strategies, LLC, Washington, DC

Lesley R. Maloney
Head of US Regulatory Policy, Roche Diagnostics, Washington, DC
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3:45 p.m. - 3:50 p.m.
3:50 p.m. -4:15 p.m.

Moderator:

Panelists:

4:15 p.m. - 4:40 p.m.

Speaker:

4:40 p.m. - 5:05 p.m.

Speaker:

5:05p.m.-5:10 p.m.
5:10 p.m. - 5:35 p.m.

Moderator:

Speaker:

5:35 p.m. - 6:00 p.m.

Moderator:

Speaker:

6:00 p.m. - 6:15 p.m.
6:30 p.m. —7:30 p.m.

Howard A. Zucker, M.D., JD
Commissioner, New York State Department of Health, Albany, NY

(1.5 Credits in Areas of Professional Practice)
Refreshment Break

Blockchain in Healthcare
How Blockchain Can Be Used to Comply With the Drug Supply Chain Security Act

Larissa C. Bergin, Esq.
Jones Day, Washington, DC

Combiz Richard Abdolrahimi, Esq.
Deloitte & Touche LLP, New York, NY

Colleen M. Heisey, Esq.
Jones Day, Washington, DC

(0.5 Credits in Areas of Professional Practice)
GDPR Compliance: What You Need to Know

Amy B. Goldsmith, Esq. (invited)
Tarter Krinsky & Drogin, New York, NY

(0.5 Credits in Areas of Professional Practice)
Helsinn v. Teva and Secret Prior Art

When are secret sales and offers for sale prior art? How confidential agreements with third parties
may invalidate your patents

Janet B. Linn, Esq.
Tarter Krinsky & Drogin LLP, New York, NY

(0.5 Credits in Areas of Professional Practice)
Refreshment Break
Animal Testing Legislation

Thomas A. Cohn, Esq.
Director and Senior Counsel, Avon USA, New York, NY

Sharon A. Blinkoff, Esq.
Lock Lorde LLP, New York, NY

(0.5 Credits in Areas of Professional Practice)
Talcum Powder Products Litigation

Jennifer Orendi, Esq.
Managing Attorney, Dalimonte Rueb Litigation Group LLP, Washington, DC

Victoria J. Maniatis, Esq.
Sanders Phillips Grossman, LLC, Garden City, NY

(0.5 Credits in Areas of Professional Practice)

Food Drug & Cosmetic Law Section Annual Meeting, Business Meeting and Strategic Planning

Off-Site Reception

Arent Fox LLP (next door to the Hilton)
1301 Avenue of the Americas, 42" Floor
New York, NY 10019

This program is co-sponsored by the New York Bar Foundation. ""THE NEW YORK

SECTION CHAIR

BAR FOUNDATION

Brian J. Malkin, Esq. | Arent Fox LLP | Washington, D.C.



NEW YORK STATE BAR ASSOCIATION

Lawyer Assistance
Program 800.255.0569 m

Q. What is LAP?

A\. The Lawyer Assistance Program is a program of the New York State Bar Association established to help attorneys, judges, and law
students in New York State (NYSBA members and non-members) who are affected by alcoholism, drug abuse, gambling, depression,
other mental health issues, or debilitating stress.

Q. What services does LAP provide?
A. Services are free and include:

e Early identification of impairment

e Intervention and motivation to seek help

e Assessment, evaluation and development of an appropriate treatment plan

e Referral to community resources, self-help groups, inpatient treatment, outpatient counseling, and rehabilitation services

e Referral to a trained peer assistant — attorneys who have faced their own difficulties and volunteer to assist a struggling
colleague by providing support, understanding, guidance, and good listening

e Information and consultation for those (family, firm, and judges) concerned about an attorney

e Training programs on recognizing, preventing, and dealing with addiction, stress, depression, and other mental
health issues

Q. Are LAP services confidential?

A. Absolutely, this wouldn't work any other way. In fact your confidentiality is guaranteed and protected under Section 499 of
the Judiciary Law. Confidentiality is the hallmark of the program and the reason it has remained viable for almost 20 years.

Judiciary Law Section 499 Lawyer Assistance Committees Chapter 327 of the Laws of 1993

Confidential information privileged. The confidential relations and communications between a member or authorized
agent of a lawyer assistance committee sponsored by a state or local bar association and any person, firm or corporation
communicating with such a committee, its members or authorized agents shall be deemed to be privileged on the
same basis as those provided by law between attorney and client. Such privileges may be waived only by the person,
firm or corporation who has furnished information to the committee.

Q. How do | access LAP services?
A. LAP services are accessed voluntarily by calling 800.255.0569 or connecting to our website ﬁww.ngsba.org/lad

Q. What can | expect when | contact LAP?

A. You can expect to speak to a Lawyer Assistance professional who has extensive experience with the issues and with the
lawyer population. You can expect the undivided attention you deserve to share what's on your mind and to explore
options for addressing your concerns. You will receive referrals, suggestions, and support. The LAP professional will ask
your permission to check in with you in the weeks following your initial call to the LAP office.

Q. Can | expect resolution of my problem?

A. The LAP instills hope through the peer assistant volunteers, many of whom have triumphed over their own significant
personal problems. Also there is evidence that appropriate treatment and support is effective in most cases of mental
health problems. For example, a combination of medication and therapy effectively treats depression in 85% of the cases.



http://www.nysba.org/lap

Personal Inventory

Personal problems such as alcoholism, substance abuse, depression and stress affect one’s ability to
practice law. Take time to review the following questions and consider whether you or a colleague
would benefit from the available Lawyer Assistance Program services. If you answer “yes” to any of
these questions, you may need help.

1. Are my associates, clients or family saying that my behavior has changed or that |
don’t seem myself?

Is it difficult for me to maintain a routine and stay on top of responsibilities?
Have | experienced memory problems or an inability to concentrate?

Am | having difficulty managing emotions such as anger and sadness?

i & W N

Have | missed appointments or appearances or failed to return phone calls?
Am | keeping up with correspondence?

6. Have my sleeping and eating habits changed?

7. Am | experiencing a pattern of relationship problems with significant people in my life
(spouse/parent, children, partners/associates)?

8. Does my family have a history of alcoholism, substance abuse or depression?
9. Do I drink or take drugs to deal with my problems?

10. In the last few months, have | had more drinks or drugs than | intended, or felt that
| should cut back or quit, but could not?

11. Is gambling making me careless of my financial responsibilities?

12. Do | feel so stressed, burned out and depressed that | have thoughts of suicide?

There Is Hope

CONTACT LAP TODAY FOR FREE CONFIDENTIAL ASSISTANCE AND SUPPORT
The sooner the better!

1.800.255.0569




NEW YORK STATE BAR ASSOCIATION

[ As a NYSBA member, PLEASE BILL ME $25 for Food,
Drug, and Cosmetic Law Section dues. (law student rate is
$12.50)

1 wish to become a member of the NYSBA (please see
Association membership dues categories) and the Food, Drug,
and Cosmetic Law Section. PLEASE BILL ME for both.

[J I'am a Section member — please consider me for appoint-
ment to committees marked.

Name

Address

City State Zip

The above address is my L1 Home [ 0ffice L] Both

Please supply us with an additional address.

Name

Address

City State Zip

Office phone (_____ )

Home phone (______ )

(—)

Fax number

E-mail address

Date of birth / /

Law school

Graduation date

States and dates of admission to Bar:

Food, Drug, and Cosmetic Law Section Committees

Please designate in order of choice (1, 2, 3) from the list below, a
maximum of three committees in which you are interested. You
are assured of at least one committee appointment, however, all
appointments are made as space availability permits.

Biologics Law (FOOD1700)

Includes biologics, biosimilars, vaccines, & blood
Cosmetic Law (FOOD1800)

Diversity & Inclusion Committee (FOOD2500)
Drug Law (FOOD1400)

Includes prescription new drugs & generic drugs, OTC
drugs

Food Law (FOOD1200)

Includes dietary supplements & human & animal food
Medical Device Law (FOOD1300)

Includes medical devices & radiation-emitting devices
Tobacco Law (FOOD2400)

FDA-regulated products & related issues

Animal Health Law (FOOD2000)

Note: does not include animal food, see food law

JOIN OUR SECTION

2019 ANNUAL MEMBERSHIP DUES
Class based on first year of admission to bar of any state.
Membership year runs January through December.

ACTIVE/ASSOCIATE IN-STATE ATTORNEY MEMBERSHIP

Attorneys admitted 2011 and prior $275
Attorneys admitted 2012-2013 185
Attorneys admitted 2014-2015 125
Attorneys admitted 2016 - 3.31.2018 60
ACTIVE/ASSOCIATE OUT-OF-STATE ATTORNEY MEMBERSHIP
Attorneys admitted 2011 and prior $180
Attorneys admitted 2012-2013 150
Attorneys admitted 2014-2015 120
Attorneys admitted 2016 - 3.31.2018 60
OTHER

Sustaining Member $400
Affiliate Member 185
Newly Admitted Member* FREE
DEFINITIONS

Active In-State = Attorneys admitted in NYS, who work and/or reside in NYS

Associate In-State = Attorneys not admitted in NYS, who work and/or reside in NYS
Active Out-of-State = Attorneys admitted in NYS, who neither work nor reside in NYS
Associate Qut-of-State = Attorneys not admitted in NYS, who neither work nor reside in NYS

Sustaining = Attorney members who voluntarily provide additional funds to further
support t%e work of the Association

Affiliate = Person(s) holding a JD, not admitted to practice, who work for a law school or bar association
*Newly admitted = Attorneys admitted on or after April 1, 2018

Please return this application to:

MEMBER RESOURCE CENTER,

New York State Bar Association, One Elk Street, Albany NY 12207
Phone 800.582.2452/518.463.3200 © FAX 518.463.5993

E-mail mrc@nysba.org ® www.nysba.org







Overview of Biologic Policy Initiatives

Ronald W. Lanton, lli, Esq.
Frier Levitt Governmental Affairs, LLC | Pine Brook, NJ

Sheila M. Arquette, R.PH.
National Association of Special Pharmacy | Washington, DC

Mary Jo Carden
Academy of Managed Care Pharmacy | Washington, DC

Timothy Ward
Hercules Pharmaceuticals, Inc. | Port Washington, NY

Kelly A. Ryan
State Advocacy PhRMA | Albany, NY






NATIONAL ASSOCIATION OF
SPECIALTY PHARMACY

Sheila Arquette, RPH

Executive Director

Who is NASP?

* The National Association of Specialty Pharmacy- NASP
(www.naspnet.org) is the only national association representing all
stakeholders in the specialty pharmacy industry.

* The core mission of NASP is to provide educational programs to
pharmacists and other healthcare professionals and to promote specialty
pharmacist certification for those working in specialty pharmacy.

* NASP is committed to educating and advocating on behalf of its multi-
stakeholder membership to ensure specialty }k)latlents receive high quality
patient care services from the pharmacy of their choosing and to
transform the delivery of specialty healthcare through active engagement
with improving the patient experience, enhanced clinical outcomes and by
fostering the education and certification of pharmacists focused on
specialty drug /disease management.

1/4/2019



* NASP provides an online education center, with over 45 continuing
pharmacy education programs, hosts an annual educational conference and
expo that offers education sessions and continuing education credits, and is
the only organization that offers a certification program for specialty
pharmacists.

* NASP members include the nation's leading independent specialty
pharmacies, pharmaceutical and biotechnology manufacturers, group
purchasing organizations, patient advocacy groups, integrated delivery
systems and health plans, technology and data management vendors,
wholesalers/distributors and practicing pharmacists

* With over 100 corporate members and 1,500 individual members, NASP is
the unified voice of specialty pharmacy in the United States.

* Not all NASP members are pharmacists but all in some way touch the
specialty pharmacy patient along the patient care journey.

What is a Biosimilar?

* A biosimilar Lgalsq known as follow-on biOlOfiC or subsequent entry biologic) is a biologic medicine that
is almost an identical copy of an original product that is manufactured by a ditferent company.

* Biosimilars are officially approved versions of original "innovator" products and can be manufactured when
the original product’s patent expires.

* Reference to the innovator product is an integral component of the approval.

* Unlike with generic copies of the more common small molecule drugs, biologics generally exhibit high
molecular complexity and may be quite sensitive to changes in manufacturing processes.

* Biosimilars must maintain consistent quality and clinical performance throughout their lifecycle.

* TFollow-on manufacturers do not have access to the originator's molecular clone and original cell bank, to the
exact fermentation and purification process, or to the active drug substance, but they have access to the
commercialized innovator product.

* Overall, it is harder to establish interchangeability between biosimilars and innovators than it is among fully
synthesized or semisynthesized generic copies of “brand name drugs . That is why the name "biosimilar" was
coined to differentiate them from small-molecule generics.

* A simple analogy, often used to explain the difference, is to compare wine with soda pop. It is harder to say
objectively that two bottles of wine made from the same grape variety from two wineries are "sufﬁcientl?f
interchangeable," because of differences in yeast strain, weather, conditions, and year of grape harvest, than
it is to say that two bottles of orange soda pop coming from two different bottling facilities are "sufficiently
interchangeable" because they contain the same flavoring powder.

1/4/2019



Biosimilar Overview
* Legislation
* The Biologics Price Competition and Innovation Act of 2009 (BPCI Act) was
originally sponsored and introduced in 2007, by Senator Edward Kennedy (D-MA).
* [t was formally passed under PPACA in 2010

e The BPCI Act created an abbreviated approval pathway for biological products that
are demonstrated to be highly similar (biosimilar) to 'DA approved biological
product.

* The BPCI Act aligns with the FDA's longstanding policy of permitting appropriate
reliance on what is already known about a drug, thereby saving time and resources
and avoiding unnecessary duplication of human or animal testing.

* Provides 12-year patent protection on data exclusivity

 Established 351(k) filing process vs 351(a) application filing

* Single reference product against which a proposed biosimilar product is compared

* The global biosimilars market was $1.3 billion in 2013

* 12 biologic products with global sales >$67 billion may face
biosimilar competition by 2020

* U.S. is behind Europe and Asia in biosimilar regulations and number
of approved products

* The “Purple Book” lists biological products, including any biosimilar
and interchangeable biological products, licensed by FDA under the
Public Health Service Act.

* DA approval does not mean a product will launch immediately;
there may be substantial delays in launch due to patent law disputes

1/4/2019



* Products may be approved as biosimilar to the reference product or as
interchangeable
¢ Interchangeable product is a biosimilar product that meets additional requirements
outlined by the BPCI Act. As part of fulfilling these additional requirements,
information is needed to show that an interchangeable product is expected to
produce the same clinical result as the reference product in any given patient.

¢ only a biologic that has been apﬁrqved as an interphan%eable may be substituted for
the reference product without the intervention of the health care provider who
prescribed the reference product.

* Percentage price reduction for biosimilars so far has been less than for
small molecule drug generics

* Prices likely to decrease as the number of' launched biosimilars increases

* Utilization will depend on price, reimbursement methodology, payor
considerations, patient and prescriber comfort level with biosimilars,
patient cost share

U.S. Approved Biosimilars
Date of Biosimilar FDA Approval Original Product

March 6, 2015 filgrastim-sndz/Zarxio filgrastim/Neupogen

April 5, 2016 infliximab-dyyb/Inflectra infliximab/Remicade

August 30, 2016 etanercept-szzs/Erelzi etanercept/Enbrel

September 23, 2016 adalimumab-atto/Amjevita adalimumab/Humira

April 21,2017 infliximab-abda/Renflexis infliximab/Remicade

August 25, 2017 adalimumab-adbm/Cyltezo adalimumab/Humira

September 14, 2017 bevacizumab-awwb/Mvasi bevacizumab/Avastin

December 1, 2017 trastuzumab-dkst/Ogivri trastuzumab/Herceptin

December 13, 2017 infliximab-qbtx/Ixifi infliximab/Remicade

May 15, 2018C epoetin alfa-epbx/Retacrit epoetin alfa/Procrit

June 4, 2018 pegfilgrastim-jmdb/Fulphila pegfilgrastim/Neulasta

November 28, 2018 rituximab-abbs/Truxima rituximab/Rituxan

December 18, 2018 Trastuzumab-pkrb/Herzuma Trastuzumab/Herceptin .
m
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Opportunities for Specialty Pharmacy

* Most cost effective alternatives for patients with larger cost share
liabilities
» Improved affordability may increase patient access to biologic drug
treatment
* Increased compliance and adherence
» Enhanced clinical outcomes

» Medication Resource for prescribers and patients

e Data collection

Payor Response

e Uptake has been slow
* Biosimilar pricing has only been 10-15% less than the reference product
* The Rebate Effect

e Other Confounding factors:
» Patient and prescriber education and acceptance

» According to a 2014 survey, almost 30% of people living with a diagnosis said that their medicinal choice
was highly influenced by the drug manufacturer’s identity.

* Prescribers may see biosimilars as extra work: review clinical data, discuss substitution with
pharmacists, work through potential coverage barriers,

e Extrapolation issue
* granting a clinical indication to a medication without its own or new clinical safety and efficacy
studies to support that indication”. Whether biosimilars can be prescribed for off-label indications,
that are oke(?/ed for the reference drug, is a grey area. If insurers, hospitals and pharmacies are forced
to cover and stock both the reference molecule as well as the biosimilar counterpart this nullifies the

cost benefits from prescribing the biosimilar.
e Product switching
» Will stable patients level of disease control be compromised and the resulting impact 4

1/4/2019



Contact Information

Sheila Arquette, RPh
Executive Director
sarquette@naspnet.org
703.842.0122
www.naspnet.org
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AMCP Activity on
Biosimilars

Overview and Strategy

Mary Jo Carden, RPh, JD
mcarden@amcp.org
Vice President, Government and Pharmacy Affairs
Academy of Managed Care Pharmacy
Alexandria, Virginia

January 17, 2019

AMCP is the nation’s leading professional association
dedicated to increasing patient access to affordable
medicines, improving health outcomes and ensuring the

wise use of health care dollars.

Through evidence- and value-based strategies and
practices, the Academy’s 8,000 pharmacists, physicians,
nurses and other practitioners manage medication
therapies for the 270 million Americans served by health
plans, pharmacy benefit management firms, emerging
care models and government.

1/11/2019
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AMCP Biosimilars Position

» Pathway — expedited FDA approval process

» Naming — same government-approved name/INN as
reference product
> Interchangeability — FDA should implement a 2-step process
that determines:
> (1) biosimilarity
> (2) interchangeability
» Clinical Trials — FDA case-by-case determination

Overview of Actions on
Biosimilars

» Brief history of biosimilar policy

» Notable federal and state action on
biosimilars

» AMCP activity
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Notable Recent Actions on Biosimilars

Medicare Part D “donut hole FDA guidance on procedures to
closes” and adds biosimilars move insulin and other products
as covered drugs under the 351" biologics pathway

Jan. 2019
B B
Jan. 2019 :

L | United States-Mexico-Canada
Food and Drug Administration Agreement (USMCA) changes biologic
(FDA) proposal to update the term exclusivity in Canada to 10 years from 8
“biologic product” years—could take effect in 2020 upon
approval by each country

“I am worried that there are either deliberate
or unintentional efforts by branded
companies to create confusion. . .”

The messages “can potentially undermine
consumer confidence in biosimilars in ways
that are untrue.”

FDA Commissioner Scott Gottlieb
Interview with the Washington Post

Rowland, C. ‘Marketers are having a field day’: Patients stuck in
corporate fight against generic drugs. Wash. Post. January 9, 2019.
. Accessed January 11, 2019.
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Biosimilars Action Plan — FDA released July 2018

» Key Elements

» Improving the efficiency of the biosimilar and interchangeable product
development and approval process

» Maximizing scientific and regulatory clarity for the biosimilar product
development community

» Developing effective communications to improve understanding of
biosimilars among patients, clinicians, and payors

» Supporting market competition by reducing gaming of FDA requirements
or other attempts to unfairly delay competition.

» Finalizing or Revising Guidance central to FDA’s plan

FDA Biosimilar Action Plan

» Strategies include:
» Combating unfair practices in intellectual property law and the REMS
program which lead to decreased access to samples for approval testing,
» Streamlining the regulatory and approval processes that FDA has direct
jurisdiction over

» Moving some biologics and biosimilars from Medicare Part B to Part D,

» AMCP supports this move, which we discussed in our comments to the HHS Drug
Pricing Blueprint RFI
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State Biosimilar Legislation

Biosimilar and Interchangeable Drug
Products Legislation and Laws
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State Activity on Biosimilars and
Interchangeables

©®Began legislating in 2013 before any applications for biosimilar approval were
Ofiled in the U.S. — first one not approved until March 2015

®Most states do not recognize interchangeable products as defined by the BPCIA
®may be substituted by pharmacist without intervention of the provider

®Requires electronic communication not all pharmacies/prescribers linked in
®EHR - and won't be for a while — other means require more pharmacist time

©®Added requirements could impact prescriber/patient confidence in the products
®and slow and or stop market uptake of biosimilars

©ORequire use of the Orange Book instead of the Purple Book designated by FDA
Das the resource for biosimilarity and interchangeability evaluations

AMCP Activity




BBCIC Surveillance —Leveraging Sentinel Capabilities

The AMCP Biologics and Biosimilars Collective Intelligence Consortium’s strategy
provides a unique opportunity for Managed Care to support public knowledge of biologic
and biosimilar drugs with robust science.

BBCIC leverages Improves the efficienc: [ Coordinating Center (CC) ‘ 1- CC submits ﬂ, o

the Sentinel and cost-effectiveness of - ' (@ complier progeann]
- " .

Initiative post-marketed F

observational studies.
Data Partner 1 \

ta Partr e
and run query agai
===k

BBCIC actively monitors : Anonymous data from
biosimilars and ~150 million patients

I et e T

innovators

artners return
BBCIC is a multi- N Diverse expertise allows ‘ i
stakeholder for a larger voice with -= =i
collaboration more credibility

A forum for collaboration between managed care organizations, integrated
delivery networks, PBMs, pharma companies and research institutions

Acaderny of
WWww.amop.org P | Mamaged Care
Pharmacy®

Biosimilars Resource Center

< BIOSIMILARS

& RIGULATIONS

Unbiased. Factual. NC 1) A@

Up-to-Date. HATIONAL COMMUNTY
PHARMACIETS ASSOC
Announcing a new biostmilrs

AQ s
Cc;:,(_ 2

PHAR

ggg‘{pnfjp 57 d LEGISLATIVE MAP

View bepalation in your state

Learn v,

NEWS AND PERSPECTIVES
FDA Approves Erels, STAY INFORMED
First Biosimilar fj;:rli-r:m with the latess

Etanercept

1/11/2019
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» AMCP should partner with FDA and others
to provide education on safety and efficacy
of biosimilars and interchangeable biologic
products

AMCP’S » Focus on education that

interchangeability does not require
Path physician consultation by a pharmacist

» FDA should release interchangeability
Forward guidance with reasonable standards

» AMCP should promote the work of BBCIC
and its role in gathering real-world
evidence on biologics and biosimilars

Academy of
P Miriaged Care
Pharmacy®

Why is Education Important?

What We Don’t Know Will Hurt Us

Uncertainty about safety and efficacy among
consumers and providers stymie adoption

We’ve seen this before: Lack of understanding resulted in slow initial adoption of
generics in the 1980s
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Supply Chain
for Biosimilars

Ethical, Secured & Accredited




o Hercules®,

your trusted distributor

,/“

8
lis

Executive Summary Y )

* Licensed, regulated & authorized entities may only conduct transactions between
themselves with the concurrent responsibilities that (i) they ensure counterparties are
licensed and authorized, (ii) the goods are moved and stored pursuant to their
environmental threshold, (iii) inspected at each step to ensure ‘suspect product’ and
‘illegitimate product’ does not enter into our supply, (iv) that the transactional
information is documented and retrievable pursuant to regulatory requirements. This
ensures that all medicine dispensed or administered to patients are of the utmost
quality.

* Overlapping federal and state regulations combined with industry accreditation
combine to set the standards.

o Hercules

your trusted distributor



Definitions

Definition of Biologics

Biologics include a wide range of products such as vaccines, blood and blood components,
allergenics, somatic cells, gene therapy, tissues, and recombinant therapeutic proteins.’

Biologics can be composed of sugars, proteins, or nucleic acids or complex combinations of
these substances, or may be living entities such as cells and tissues.’

Biologics are isolated from a variety of natural sources - human, animal, or microorganism - and
may be produced by biotechnology methods and other cutting-edge technologies.’

Gene-based and cellular biologics, for example, often are at the forefront of biomedical research,
and may be used to treat a variety of medical conditions for which no other treatments are
available.’

Biologics is one of the fastest growing sectors of cancer treatment?

o Hercules



Definitions

Definition of Biosimilars

Biosimilar is a copy of a commercially available biologic (reference product*) that is
no longer protected by patent*

* It has undergone rigorous analytical and clinical assessment in comparison to its
reference product*

e It is highly similar to and has no clinically meaningful differences from an existing
FDA-approved reference product?

* It has been approved by a regulatory agency according to a specific pathway for
biosimilar evaluation4

*A reference product is the single biological product, already approved by FDA, against which a proposed
biosimilar product is compared?.

o Hercules



Importance of Biosimilars

* Biological products often represent the cutting-edge of biomedical research and, in time, may offer the

most effective means to treat a variety of medical illnesses and conditions that presently have no other
treatments available’.

* As the costs of biologics are high, biosimilars offer the potential of greater choice and value, increased
patient access to treatment, and the potential for improved outcomes3.

* Biosimilars may provide an important tool for providers participating in value-based care initiatives,
resulting in cost savings and efficiencies in the delivery of high-value care through expanded use of
biologic treatment and supportive care agents during episodes of cancer care?

Footnote:

1 “ What Are "Biologics" Questions and Answers”, US Food & Drug Administration
https://www.fda.gov/aboutfda/centersoffices/officeofmedicalproductsandtobacco/cber/ucm133077.htm
2 "Biosimilar and Interchangeable Products”, US Food & Drug Administration.

https://www.fda.gov/Drugs/DevelopmentApprovalProcess/HowDrugsareDevelopedandApproved/ApprovalApplications/TherapEUticBiologicApplications/Biosi
milars/ucm580419.htm#biological

3 Patel K, Arantes L, et al. The role of Biosimilars in value-based oncology care. Dove Press Journal: Cancer Management and Research 2018:10.
4 Patel K. “Biosimilars in the USA and Part B Drug Prices"

o Hercules



Regulatory Structure

Laws, Regulations & Standards impacting the Drug Supply Chain

Industry

Federal

o Hercules

your trusted distributor



Federal Regulation

Drug Supply Chain Security Act (DSCSA)
* Title IT of the Drug Quality and Security Act (DQSA)

o Herculw

your trusted distributor



Subchapter H - Pharmaceutical Distribution Supply Chain

21 USC § 360eee DEFINITIONS

“AUTHORIZED” “TRADING PARTNER”
21 USC § 360eee (2) 21 USC § 360eee (23)

o Hercules

your trusted distributor



“Authorized

Manufacturer / Repackager

21 USC 8 360eee (2)(a)

* Manufacturer or repackager, having a valid
registration in accordance with section 360 of
this title.

Wholesale Distributor
21 USC § 360eee (2)(b)

* Wholesale Distributor, having a valid license
under State law or section 360eee-2 of this title,
in accordance with section 360eee—-1(a)(6) of
this title, and complying with the licensure
reporting requirements under section 353(e) of
this title

Third party logistics provider (3PL)
21 USC § 360eee (2)(c)

* A third-party logistics provider, having a
valid license under State law or section 360eee-
3(a)(1) of this title, in accordance with section
360eee—1(a)(7) of this title, and complying with
the licensure reporting requirements under
section 360eee-3(b) of this title

Dispenser

21 USC § 360eee (2)(d)

* A dispenser, having a valid license under State
law

o Hercules



“Trading Partner’

Trade, Transactions & incidents to trade and transactions must occur
amongst and between authorized trading partners

21 USC § 360eee (23)

(23) Trading partner - The term “trading partner” means:

(A) a manufacturer, repackager, wholesale distributor, or dispenser from whom a manufacturer,
repackager, wholesale distributor, or dispenser accepts direct ownership of a product or to whom a

manufacturer, repackager, wholesale distributor, or dispenser transfers direct ownership of a
product

(B) a third-party logistics provider (does not take ownership of the product, nor have
responsibility to direct the sale or disposition of the product”)

(24) Transaction (A) In general The term “transaction” means the transfer of product between
persons in which a change of ownership occurs.

o Hercules



“Trading Partner’

“not later than January 1, 2015, the trading partners of a

[ | may be only authorized trading partners”

Manufacturers 21 USC § 360eeel(b)(3)

Wholesale Distributors 21 USC § 360eeel(c)(3)

Dispensers 21 USC § 360eeel(d)(3)

Repackager 21 USC § 360eeel(e)(3)

o Hercules
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Transition to State Regulation

Authorized Trading Partners

21USC353(e) Licensing and reporting requirements for
wholesale distributors; fees; definitions

(1)Requirement. - Subject to section 360eee-2 of this title:

(A)In general. - No person may engage in wholesale distribution
of a drug subject to subsection (b)(1) in any State unless such
person -

(1) (I) is licensed by the State from which the drug is distributed; or
II) ...

(ii) if the drug is distributed interstate, is licensed by the State into
which the drug is distributed if the State into which the drug is
distributed requires the licensure of a person that distributes drugs
into the State.

o Hercules
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"‘Dispenser’

21USC360eee(3) Dispenser The term “dispensexr” - (A) means a ... pharmacy ... or any other
person authorized by law to dispense or administer prescription drugs, and the affiliated
warehouses or distribution centers of such entities under common ownership and control that do not
act as a wholesale distributor; and

Example~ Pharmacy (Alabama)
Under Alabama law pharmacies shall register biennially and receive a permit from the board. Ala.Code 1975 § 34-23-30.

Example~ Dispensing Physician

General Authority (Arkansas) A dispensing physician is a physician licensed under the Arkansas Medical Practices Act, 817-
95-201 et seq., 817-95-301 et seq., and 817-95-401 et seq., who purchases legend drugs to be dispensed to his or her patients
for the patients' personal use and administration outside the physician's office. A.C.A. 817-95-102. A physician's license is
required.

Specific Authority (Florida) " ... a practitioner authorized by law to prescribe drugs may dispense such drugs to her or his
patients in the regular course of her or his practice in compliance with this section”. West's F.S.A. 8465.0276 (1)(a). A dispensing
practitioner must register with her or his professional licensing board as a dispensing practitioner. West's F.S.A. 8465.0276
(2)(a). A dispensing license is required in addition to a general medical license.

Example~ Administering Physician (North Carolina)

Under North Carolina law, the practice of medicine includes ... administer[ing] any drug or medicine .... N.C. Gen. Stat. §90-1.1.
Administer is defined as the direct application of a drug to the body of a patient .... N.C. Gen. Stat. 890-85.3. Must have a valid
North Carolina Medical License. N.C. Gen. Stat. 890-1.1. A general medical license is required.
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Track & Trace Documentation

21USC360eee(25) Transaction history The term “transaction
history” means a statement in paper or electronic form,
including the transaction information for each prior transaction
going back to the manufacturer of the product.

21USC360eee(26) Transaction information. The term
“transaction information” means:

(B) the proprietary or established name or names of the
product;

(B) the strength and dosage form of the product;
(C) the National Drug Code number of the product;
(D) the container size;

(E) the number of containers;

(F) the lot number of the product;

(G) the date of the transaction;

(H) the date of the shipment, if more than 24 hours after the
date of the transaction;

(I) the business name and address of the person from whom
ownership is being transferred; and

(J) the business name and address of the person to whom
ownership is being transferred.

(27) Transaction statement. The “transaction statement” is a
statement, in paper or electronic form, that the entity
transferring ownership in a transaction—

21USC360eee(27) Transaction statement. The “transaction
statement” is a statement, in paper or electronic form, that the
entity transferring ownership in a transaction—

(B) is authorized as required under the Drug Supply Chain
Security Act;

(B) received the product from a person that is authorized as
required under the Drug Supply Chain Security Act;

(C) received transaction information and a transaction
statement from the prior owner of the product, as required
under section 360eee-1 of this title;

(D) did not knowingly ship a suspect or illegitimate product;

(E) had systems and processes in place to comply with
verification requirements under section 360eee—1 of this title;

(F) did not knowingly provide false transaction information;
and

(G) did not knowingly alter the transaction history.
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Suspect Product Analysis

21USC360eee(c)(4) ) Verification ... a wholesale
distributor shall have systems in place to enable
the wholesale distributor to comply with the
following requirements:

(A) Suspect product

(i1)Cleared product Illegitimate product

21USC360eee(21) Suspect product

The term “suspect product” means a product for which
there is reason to believe that such product -

(B) is potentially counterfeit, diverted, or stolen;

(B) is potentially intentionally adulterated such that
the product would result in serious adverse health
consequences or death to humans;

(C) is potentially the subject of a fraudulent
transaction; or

(D) appears otherwise unfit for distribution such that
the product would result in serious adverse health
consequences or death to humans.

o Hercules

your trusted distributor



lllegitimate Product

21USC360eee(8) Illegitimate product. The
term “illegitimate product” means a product
for which credible evidence shows that the
product -

(R) is counterfeit, diverted, or stolen;

(B) is intentionally adulterated such that the
product would result in serious adverse health
consequences or death to humans;

(C) is the subject of a fraudulent transaction; or
(D) appears otherwise unfit for distribution
such that the product would be reasonably
likely to result in serious adverse health
consequences or death to humans.

21USC360eee(c)(4)(B)

(i) [for an] illegitimate product, the wholesale
distributor shall ... -

(I) quarantine such product ... ;
(II) disposition the illegitimate product ...;

(III) ...assist a trading partner to disposition an
illegitimate product not in the possession or control of
the wholesale distributor; and

(IV) retain a sample... as necessary and appropriate.

(ii) Making a notification... the wholesale distributor
shall notify the Secretary and ... trading partners ...
[within ]24 hours

(iii) Responding to a notification ...
(v) Records

A wholesale distributor shall keep records of the
disposition of an illegitimate product for not less than
6 years after the conclusion of the disposition.
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Accreditation

Industry Standards Set By the National
Association of Boards of Pharmacy (NABP)
through its The Verified-Accredited Wholesale
Distributors® (VAWD®) accreditation

r:l,pu OF frry .
S &
*

f NATIONAL ASSOCIATION OF
¥ BOARDS OF PHARMACY
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Refrigeration

HDA

Product

Information

Company Name: |My!an Pharmaceuticals

[ Application:

ANDA

Standard Pharmaceutical Product Information (Rx Product Only)
Introduction Type: [ | [¢IFinal Version

Date: [10/242018

Special Handling and Storage Requirements®

Application Number for NDAJANDA/BL A/Med Device |206938

Rx Product Proprietary Name

|Glatiramer Acetate Injection, 40 mg/mL Prefilled Syringe

KEEP REFRIGERATED (2° to 8°C/36° to 46°F ) AND PROTECT FROM
LIGHT

26505 b. Contact for temperature excursion questions:

NDC: [0378-6961-12 | UPC: [00303786961122 |

CVX Code: [ | mMvxcode: | |

Description: |Glatlrarner Acetate Injection, 40 mg/mL Prefilled Syringe |

Active Ingredients: |G\at\ramerAcetate ‘

URL for Additional Product Information: Ihttp//www mylan.com/ ‘

Address: |781 Chestnut Ridge Road | Address 2: | |
City: |M0rgantown ‘ State: |W\/ ‘ Zip:

Key Contact: |Custcmer Relations ] Email: |ou5t0mer service@mylan.com |

Name: \Customer Relations |

800.796.9526

Phone Number:

Fax: |304.285.6418

For Generic Drug Products

Number: [800 796 9526 |

Is this product to be shipped to customers on ice? l:l
is this product to be shipped to customers on dry ice? l:l

Does supplier meet DSCSA definition of manufacturer ?

Is product exempt from DCSA? |NO |

I. Orange Book Rating|AP Il: Brand Name |Copaxone®
lll. Generic Equivalent For Brand nfa

Drug Supply Chain Security Act (DCSA) Information c. Special Regulations for product in Certain States?

L 1

DUNS: |059295980

‘ Special returns requirements for this product? I:I

If yes, select exemption lN/A

|

Other Exemption-Write In |

Is product Repackaged? [No

Is product sold by manufacturer's exclusive distributor? No

Are any waivers granted for product ID/barcode?

Is the Product...

Schedule No.?
Controlled Substance Code:

Hazardous Material/Cytotixic Agent

Is ltem....

If Unit Dose, is item bar coded to unit dose for
hospital scanning?

Is it reverse numbered?

| if yes, was product purchased direct from mfr.? NAA

Legend Device? Unit of Sale What is NDC Selling Unit?

State Control? o DBottIe 1 carton of 12 syringes

ARCOS Reportable [¢#]Box/Carton

Co-Licensed DAWDME

Conitroiled Substance? %Glasa Minimum Order Quantity? Yes
Tube

[ ]vial Liquid Single
D\/\al Liquid Multi
DV\aI Powder Single
[ ]vial Powder Multi

D Other

Rec. sell unit to customer?

If yes, attach documentation from FDA

Order Information

If yes, how many of which package type?

l:l Inner/Carton/Pack
Case

Pharmacy Order / Bill Unit

Other Product Information
Size/Strength/Form:

[

d. Store prduct (unit of sale) upright?

Protect product (unit of sale) from light?
e. Shelf life [24 | Months

[ 1

Initial Shelf life at launch (if different):

Iltem and Packaging Information

Weight Depth Height Width: Volume #
LBS: (Cube) Pieces:
Item:‘ 0.27 H 320 H 6.24 H 273 ”5451264“ 1
Box/
Carton
Case
556

et S O

UPC: Case: ‘70303786961123
Carton: ‘N/A

|
|
11 H 19.09 H 8.34 H 13.26 ”2111.132“ 36 ]
|
|

Cost Information

Regular Cost Per Invoice Cost Federal Excise

Wholesaler Use Only: |12. 40 mg/mL, Injection | Unit of Sale ($)  (WAC) ($) * Tax Per Unit of
Vendor # | | R"ing unit to pharmacy: Product Shape: [N/A | | H1950 ”
| Each p
: roduct Color ~ [N/A
Whis. Code #: | | S . [ | Ao ie: | |
Fineline Code: | | Dl\/hllniter Product Imprint ‘N/A |

*Please provide any additional information on page 2.

See new p. 3 for Designated Drop Ship Only.

Attach copy of SAFETY DATA SHEET (SDS) or non hazar letter, PACKAGE INSERT, LABEL AND PHOTO OF PRODUCT PAKCAGING and BARCODE

Signature: |

KEEP
REFRIGERATED
(2° to 8°C/36° to 46°F)
AND PROTECT
FROM LIGHT.
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Policies & Procedures

Hercules Pharmaceuticals, Inc. Policies and
Procedures, Section 9.3.2.1.4

“Logistics personnel shall use adequate shipping containers,
pursuant to Section 9.2.1., and time-in-transit metrics to
ensure products that require specific conditions stay within
required parameters during shipment ..."

o Hercules
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TECHNOLOGIES

1+29CEH0 '+80  , Cold Pack-out

Place Items In Order As Follows:
A. The product load (3), centered inside the base (2).

B. Temperature indicator (7) directly on top of the product. (OPTIONAL STEP)

C. Two layers of bubble wrap (4) on top of the product load (3) and temperature indicator (7).

D. One refrigerated 620E gel pack (8) on top of the bubble wrap (4).

E. One frozen 620E gel pack (5) on top of the previously placed refrigerated 620E gel pack. (8).

F. Fill all void space with bubble wrap (4) (not shown).

G. Lid (6) on top of the base (2) and tape closed the outer corrugated box (1).

INITIAL REFRIGERANT CONDITIONING AT PACK OUT Bill of Materials
Liquid item # aty.
e o KT888-CISU 1
Shipper components are Pre-Conditioned at Room Temperature 620€ 2
LENGTH WIDTH HEIGHT *Note: Removing a frozen 620E
SHIPPING e . X gel pack from a typical -20°C
SYSTEM O.D. .98 Hat e freezer & staging in a room

(303.27 mm) (303.27 mm) (302 mm) temperature (~22°C) ~U

T T — 75" 75" 375" environment for ~30 minutes
C (190.5mm) (190.5mm) (95.25mm) prior to pack-out will bring the
frozen gel pack to the desired
SHIPPING SYSTEM WEIGHT -5°Cto 0°C.
WI/O PRODUCT LOAD 3.95 Ibs. (1.79kg) DESIGNS ARE THE EXCLUSIVE PROPERTY OF COLD CHAIN TECHNOLOGIES

SUMMARYEXCERPT - REF ONLY -
o Hercules

your trusted distributor
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Ethical, Secured &
Accredited Supply
Chain for Biosimilars

Together, we can do things better
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Charting New Courses:
FDA's Approaches to LDTs & Digital Health

New York State Bar Association Annual Meeting
January 17, 2019

Aaron Josephson
Senior Director — ML Strategies
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Hot Topics in Device Regulation & Oversight

LDTs  Collaborative Communities
Digital Health * Device Shortages
510(k) Modernization « Servicing/Remanufacturing

De Novo Proposed Rule ¢ Quality
Progressive Approval » Cybersecurity
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LDTs
Important Considerations
 According to FDA:
— A laboratory developed test (LDT) is a type of in vitro diagnostic
(IVD) test that is designed, manufactured and used within a single
laboratory
— The FDA does not consider diagnostic devices to be LDTs if they
are designed or manufactured completely, or partly, outside of the
laboratory that offers and uses them
IVL

Abbreviated History

* 1976: Medical Device Amendments to Federal Food, Drug, and Cosmetic Act
included IVDs in definition of device; FDA begins exercising enforcement
discretion

» 1988: CLIA gives CMS authority to regulate labs (focus on ability of lab to
perform accurate and reliable testing)

* 2014: FDA draft guidance announces end to enforcement discretion for most
LDTs; Congress and industry urge FDA not to finalize guidance and instead
seek legislative solution

» 2017: Diagnostic Accuracy and Innovation Act (DAIA) discussion draft released
* August 2018: FDA sent “technical assistance” to Congress

» December 2018: Verifying Accurate Leading-edge IVCT Development (VALID)
Act discussion draft released
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DAIA FDA Technical Assistance
*  Would create new medical product category (In Vitro Clinical « Legislation should include authority for:
Tests — IVCTs) separate from devices, drugs, biologics; would
create new IVCT Center at FDA — Precertification
» FDA oversight: design, development, validation, manufacturing — Third Party Review
« Standard: reasonable assurance of analytical validity and — Collaboration
clinical validity for intended use
. Premarket submission requirement based on risk of test; no * Concemns:
predicates — Burdensome to create new Center
* Quarterly summary reports of malfunctions; individual adverse — Automatic decisions (e.g., 60d to agree with sponsor
event reports required for events involving death or imminent proposed classification) v
public health threat
. : . — Grandfathered tests being out of agency’s reach for
Would require new regulations to be promulgated enforcement even if they do not demonstrate analytical
« Compliance phased-in; grandfather period for tests introduced or clinical validity
>3 months before enactment " .
— Agency prefers transition that does not require
= FDA can withdraw tests, conduct inspections, order recalls operating two regulatory schemes simultaneously
« User fees capped at 30% of program cost — User fees should be negotiated and without artificial
cap

VALID Act

Keeps definition of IVCTs

Does not mandate creation of new Center within FDA

Allows for precertification, Third Party Review, and Collaborative Communities

Grandfathered tests must be labeled to indicate their grandfather status; developers must meet

other criteria

Gives FDA authority to request information about any IVCT that FDA believes may not be
analytically or clinically valid, does not perform as intended, or presents a safety issue

— FDA can order the developer cease distribution and/or order a recall

Allows “mitigating measures”

Requires FDA to develop recommendations for a user fee program

— Must consult with Congress, health care providers, patient and consumer advocacy groups, regulated

industry
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Precertification for LDT Developers

— Methods, facilities, and controls

—How procedures for analytical and

—Raw data for one of each type of

No premarket review if IVCT
developer is precertified

Precertification based on:

us_‘,ed to devel_op IVCTs conform [CELLRA
with QS requirements NGE]

clinical validation provide a
reasonable assurance of such

IVCT developed by the developer

VL

Third Party Review

Would apply to review of applications for precertification, applications for premarket approval,
and inspections

Mirrors existing Third Party Review scheme for 510(k)s
FDA website lists all third party reviewers and performance data
Allows FDA to leverage trusted entities, saving time and resources

Example of third party review paradigm — New York State Department of Health (NYSDOH)

Risk category Initial Approval Review Priority
Yes

High None Yes High
Moderate Yes Conditional®2 Yes Medium
Low Yes Full12 No3 n/a

1 Provided the laboratory holds the appropriate permit category.
2 The Department reserves the right to withhold approval at its discretion.
3 The Department reserves the right to review all applications at its discretion.

IVL
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Politics
* House Energy & Commerce Committee — new leadership
— Rep. Frank Pallone (D-NJ) chairman
— Rep. Anna Eshoo (D-CA) likely chair of health subcommittee; Medtech Caucus, critical of
safety issues
— Democrats generally not fans of: precertification, third party review
» Senate Health, Education, Labor, and Pensions (HELP) Committee — same
leadership
— Sen. Lamar Alexander (R-TN); Sen. Patty Murray (D-WA)
* Generally:
— Republicans concerned about regulation limiting patient access and innovation
— Democrats concerned about accurate tests
IVL

Digital Health: New Paradigm

Current framework Proposed framework

* Regulation of product * Regulation of product

- New products/product developer
versions may trigger FDA  Streamlined or no review of
premarket review new products/product
requirements versions

 Quality system evaluated in * Premarket excellence
postmarket inspections appraisal
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Digital Health Precertification
* Problem: no expertise or capacity at FDA to review complex digital health

technologies, including software; FDA says software does not fit in existing
regulatory model due to fast development/iteration cycles

* Solution: Precertify developers based on culture of quality and organizational
excellence

» Scope: any organization that intends to develop or market regulated software in
the U.S.
* Four components of the new program
— Excellence Appraisal and Precertification
— Review Pathway Determination
— Streamlined Premarket Review Process

— Real World Performance

Excellence Appraisal and Precertification "
* 5 Excellence Principles to be evaluated (proposed):

—Product Quality

—Patient Safety

—Clinical Responsibility

—Cybersecurity Responsibility

—Proactive Culture
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Review Pathway Determination

* Premarket review based on:
— Precertification status
— Precertification level

o Level 1: low-risk devices generally marketed by companies with little or no experience

o Level 2: low- and moderate-risk devices generally marketed by companies with a proven
track record

— Device risk, which accounts for:
o Significance of the information provided by the device (software) to the health care decision
o State of health

o Software function

IVL
Streamlined Premarket Review Process
* Understand the product

— FDA works with developer iteratively to understand details of software
functions

—How: Interactive demonstration? Submission of software wireframe?
* Premarket review

— Analytical performance, clinical performance, safety measures

—How: Screen sharing, access to development environment, testing logs?
* Marketing authorization

—Decision made, documented, and communicated
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Real World Performance

* FDA: excellent organizations consistently collect and analyze post-
launch data from diverse sources to inform their operations and
decision making, from quality control to product development for
new market segments

* Real World Performance Analytics: systematic computational

analyses of all data relevant to the safety, effectiveness, and
performance of marketed software

— Real World Health Analytics; e.g., human factors/usability, clinical safety, health
benefits

— User Experience Analytics; e.g., user satisfaction, issue resolution, user engagement

— Product Performance Analytics; e.g., cybersecurity, product performance

. VL
Risks

* Heavy reliance on postmarket monitoring to identify trouble spots but
immature postmarket data collection and surveillance apparatus

» Patient confidence
* Liability
 Political

— October 10, 2018 letter to FDA from Sens. Warren, Murray, and Smith with questions about:

o Legal authority
o Data requirements to demonstrate excellence
0 Third parties conducting pre-cert assessments

o FDA postmarket oversight of software (e.g., inspections)
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EDA's views on the Diagnostic Accuracy and Innovation Act (DAIA)

These comments are intended only to provide technical assistance and are by no means to be
interpreted as any kind of approval or endorsement of the legislation by the Department of Health
and Human Services and its agencies or the Administration.

The FDA supports the goal of legislation to create a predictable path to market for all in vitro clinical
tests (IVCTs) that is a risk-based approach consistent with the least burdensome principle for regulation
and assuring necessary safeguards for consumers.

Patients and health care providers need accurate, reliable, and clinically valid tests to make good health
care decisions. Inaccurate or false test results, or accurate measurements with an invalid claim regarding
the test results’ relationship to a disease, can lead to patient harm. While excessive oversight can
discourage innovation, inadequate and inconsistent oversight in which different test developers are
treated differently can also discourage innovation by making it difficult for high-quality test developers
to compete with poorer performing counterparts.

To achieve this goal, FDA believes it is necessary to create pathways that are efficient and achieve
reasonable assurance of analytical and clinical validity, without imposing unnecessary burdens.

SECTION. 1. SHORT TITLE;
TABLE OF CONTENTS

(a) This Act may be cited as the
(b) Table of Contents. — The table of contents of this Act is as foIIows

Sec. 1. Short title; table of contents
Sec. 2. Definition

Sec. 3. Regulation of In Vitro Clinical Tests
Sec. 587. Definitions
Sec. 587A. Applicability
Sec. 587B. Premarket review
Sec. 587C. Priority review
Sec. 587D. Precertification
Sec. 587E. Mitigating measures
Sec.587F. Risk Redesignation
Sec. 587G. Advisory Committees
Sec. 587H. Request for informal feedback
Sec. 5871. Registration and Notification
Sec. 587J. Quality System Requirements
Sec. 587K. Labeling Requirements
Sec. 587L. Adverse event reporting
Sect. 587M. Corrections and Removals
Sec. 587N. Restricted in vitro clinical tests
Sec. 5870. Appeals
Sec. 587P. Accredited persons
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Sec.
Sec.
Sec.
Sec.
Sec.

Sec.
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587Q. Standards

587R. Investigational use

587S. Emergency Use Authorization

587T. Collaborative communities for in vitro clinical tests
587U. CTIS

587V. Preemption

587W. User Fees

Sec. 4. Transition

Sec. 5. General applicability

Sec. 6. Antimicrobial susceptibility tests

Sec. 7. Combination products.

Sec. 8. List of adulteration, misbranding, and prohibited acts/general enforcement provisions

SEC. 2. DEFINITION.

(a) Section 201 of the Federal Food, Drug, and Cosmetic Act (21 U.S.C. § 321) is
amended—

(1) by adding at the end the following:

“(ss)

“(1) The term “in vitro clinical test” means—

“(A) a test intended to be used in the collection, preparation, analysis, or in vitro
clinical examination of specimens taken or derived from the human body for the
purpose of

“(i) identifying, diagnosing, screening, measuring, detecting, predicting,
prognosing, analyzing, or monitoring a disease or condition, including a
determination of the state of health; or

“(ii) selecting, monitoring, or informing therapy or treatment for a disease or
condition;

“(B) a test protocol for a use described in subparagraph (A);
“(C) a test platform for use in or with a test described in subparagraph (A);

“(D) an article for taking or deriving specimens from the human body for a
purpose described in subparagraph (A);

“(E) software for a purpose described in subparagraph (A), excluding software
specified under section 520(0) as not within the definition a device under this Act;
or

“(F) subject to paragraph (2), a component, part, or accessory of a test described
in this paragraph, whether alone or in combination, including but not limited to
reagents, calibrators, and controls.
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“(2) Notwithstanding paragraph (1), the following articles, if intended to be used as
components, parts, or accessories of an in vitro clinical test, are not in vitro clinical
tests:

“(A) Blood, blood components, and human cells or tissues, from the time of
donation or recovery of such article, including determination of donor eligibility,
as applicable, until such time as the article is released into interstate commerce as
a component, part, or accessory of an in vitro clinical test by the establishment
that collected such article;

“(B) Articles used for invasive sampling;
*(C) General purpose laboratory equipment; and

“(D) Avrticles used solely for personal protection during the administering,
conducting, or otherwise performing test activities.

(2) by adding at the end of subsection (g) the following:

“(3) The term “drug’ does not include an in vitro clinical test as defined in this section.”;
and

(3) in subsection (h), by striking *“section 520520(0)” and inserting the following:
“section 520(0) or an in vitro clinical test as defined in subsection(ss).”.

(b) Section 351 of the Public Health Service Act (42 U.S.C. § 262) is amended by adding at the
end of subsection (i)(1) the following:

“The term “biological product’ does not include an in vitro clinical test as defined in
section 201(ss) of the Federal Food, Drug, and Cosmetic Act (21 U.S.C. § 321(ss)).”.

SEC. 3. REGULATION OF IN VITRO CLINICAL TESTS.
The Federal Food, Drug, and Cosmetic Act (21 U.S.C. § 301 et seq.) is amended—

(a) by amending the title of Chapter V to read as follows “Drugs, Devices, and In Vitro
Clinical Tests”; and

(b) by adding at the end of Chapter V the following:
“Subchapter J—In Vitro Clinical Tests
“SEC. 587. DEFINITIONS.
“In this part—

“(1) ANALYTICAL VALIDITY The term *analytical validity’ means, the ability of an in
vitro clinical test to adequately identify, measure or detect a target analyte or substance
that such test is intended to identify, measure, or detect. For articles for taking or deriving
specimens from the human body under section 201(ss)(1)(DD) of this Act, analytical
validity means a reasonable assurance that such article performs as intended and, will
support the analytical validity of tests with which it is used.,.

“(2) CLINICAL USe. The term “clinical use” means the operation, application, or
functioning of an in vitro clinical test in connection with human specimens, including
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patient, consumer, and donor specimens, for the purposes specified in section
201(ss)(1)(A).

“(3) CLINICAL VALIDITY. The term “clinical validity’ means the ability of an in vitro
clinical test to adequately achieve the purpose for which it is intended as described under
section 201(ss)(1)(A).

“(4) COMPREHENSIVE TEST INFORMATION SYSTEM. The term ‘comprehensive test
information system’ means an on-line database that the Secretary may use to store and
provide information about in vitro clinical tests to developers and the general public, as
described in section [CTIS].

“(5) CROSS-REFERENCED TEST. The term ‘cross-referenced test’ means an in vitro
clinical test that —

“(A) references in its labeling the trade name or intended use of another medical
product that is not an in vitro clinical test; or

“(B)is referenced by trade name or intended use in the labeling of another medical
product that is not an in vitro clinical test.

“(6) DEVELOPER. The term ‘developer’ means a person who—

“(A) develops an in vitro clinical test, including by designing, validating,
producing, manufacturing, remanufacturing, propagating, or assembling the kit of
an in vitro clinical test,

“(B) imports an in vitro clinical test, or

“(C) modifies an in vitro clinical test initially developed by a different person in a
manner that changes any of the notification elements specified in paragraph (12)
that define a test group, performance claims, or, as applicable, safety of such in
vitro clinical test, or adversely affects performance of the in vitro clinical test.

“(7) HIGH Risk. The term *high-risk’, with respect to an in vitro clinical test or category
of in vitro clinical tests, means that—

“(A)subject to subparagraph (B), an undetected inaccurate result from such in
vitro clinical test, or such category of in vitro clinical tests----

“(i) when used as intended, would likely cause serious or irreversible harm or
death to a patient or patients, or would otherwise cause serious harm to the
public health; and

“(ii) the likelihood of adverse patient impact or adverse public health impact
caused by such an inaccurate result is not remote.

“(B) An in vitro clinical test is not a high risk in vitro clinical test if mitigating
measures are established and applied to sufficiently mitigate the risk of inaccurate
results as described in subparagraph (A), taking into account—
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“(i) the degree to which the technology for the intended use of the in vitro
clinical test is well characterized, and the criteria for performance are well
established to be sufficient for the intended use; and

“(ii) the clinical circumstances (including clinical presentation) under which
the in vitro clinical test is used, and the availability of other tests (such as
confirmatory or adjunctive tests) or relevant material standards.

“(8) INVITRO CLINICAL TEST. The term “in vitro clinical test’ has the meaning set forth
in section 201(ss).

“(9) Low-Risk. The term ‘low-risk’, with respect to an in vitro clinical test or category of
in vitro clinical tests, means that an undetected inaccurate result from such in vitro
clinical test, or such category of in vitro clinical tests, when used as intended—

“(A) would cause minimal or no harm or disability, or immediately reversible
harm, or would lead to only a remote risk of adverse patient impact or adverse
public health impact; or

“(B) (i) could cause non-life threatening injury or injury that is medically
reversible, or delay necessary treatment; and

“(ii) mitigating measures are sufficient to prevent such inaccurate result,
detect such inaccurate result prior to any adverse patient impact or adverse
public health impact, or otherwise sufficiently mitigate the risk associated
with such inaccurate result.

“(10) MITIGATING MEASURES. The term ‘mitigating measures’ ---

“(A) means requirements that the Secretary determines, based on available
evidence, are necessary ---

“(i) for an in vitro clinical test, or a category of in vitro clinical tests, to meet
the relevant standard for its intended use as defined in paragraph (11), or

“(ii) to mitigate the risk of harm ensuing from a false result or
misinterpretation of any result; and

“(B) includes applicable requirements regarding labeling, advertising, website
posting of information, testing, clinical studies, postmarket surveillance, user
comprehension studies, training, conformance to standards, and performance
criteria.

(11) RELEVANT STANDARD. The term ‘relevant standard’, with respect to an in vitro
clinical test, means a reasonable assurance of analytical and clinical validity, except that
such term —

“(A)with respect to provisional approval under [Section X], means a reasonable
assurance of analytical validity and probable clinical validity;

“(B)with respect to test platforms as defined in [Section X], means a reasonable
assurance of analytical validity; and

“(C)with respect to articles for taking or deriving specimens from the human body
for purposes described in section 201(ss)(1)(A)(i) or (ii) as defined by [Section
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X], means a reasonable assurance of analytical validity and, where applicable,
safety.

“(12) TEST GROUP. The term ‘test group’ means one or more tests that have the
following notification elements in common—

“(A) substance or substances measured by the in vitro clinical test, such as
analyte, protein, or pathogen;

“(B) type or types of specimen or sample;
“(C) test method;

“(D) test purpose, as described in section 201(ss)(1)(A), such as screening,
predicting, or monitoring;

“(E) disease or condition for which the in vitro clinical test is intended for use;
“(F) intended patient population; and

“(G) context of use, such as in a clinical laboratory, in a health care facility,
prescription home use, over-the-counter use, or direct-to-consumer testing.

“(13) TeST PLATFORM. The term “test platform’ means hardware, including software used
to effectuate the hardware’s functionality, intended to be used with other in vitro clinical
tests in the generation of a test result.

“(14) VALID SCIENTIFIC EVIDENCE. The term “valid scientific evidence’ means evidence
from which it can fairly and responsibly be concluded by qualified experts that the
relevant standard has been met for an in vitro clinical test for its intended use, including
(depending on the characteristics of the in vitro clinical test, its intended use, the
existence and adequacy of warnings and other restrictions, and the extent and nature of
clinical experience relevant to its use) ---.

“(A) clinical studies;
“(B) evidence or data from peer-reviewed literature;
“(C) reports of significant human experience with an in vitro clinical test;

“(D) bench studies, well-documented case studies or case histories conducted by
qualified experts;

“(E) clinical data, data registries, or postmarket data;

“(F) data collected in countries other than the United States if such data are
demonstrated to be adequate for the purpose of making a regulatory determination
under the relevant standard in the United States; and

“(G) where appropriate, clinical practice guidelines, consensus standards and
reference standards.

“(15) FIRST-OF-A-KIND. The term ‘first-of-a-kind’ means an in vitro clinical test that has a
combination of the notification elements under paragraph (12) that makes up a test group
that differs from the combination in any legally available test group.
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“(16) WELL-CHARACTERIZED. The term ‘well-characterized” means well-established and
well-recognized by the scientific or clinical community, if adequately evidenced by one or
more of the following:

“(A) Literature;

“(B) Practice guidelines;

*(C) Consensus standards;

“(D) Recognized standards of care;

“(E) Technology in use for many years;

“(F) Scientific publication by multiple sites;

“(G) Wide recognition or adoption by the scientific or clinical community; and
“(H) Real world data.”

“SEC. 587A. APPLICABILITY.
“(a) IN GENERAL. —
“(1) Score. An in vitro clinical test —

“(A) shall be subject to the requirements of this subchapter, except as set forth in
this section;

“(B) that is offered for clinical use is deemed to be introduced into interstate
commerce for purposes of enforcing the requirements of this Act; and

*(C) subject to any exemption or exclusion in this section, shall not be subject to
any provision or requirement of this Act other than this subchapter unless such
other provision or requirement—

“(i) applies expressly to in vitro clinical tests; or

“(ii) applies with respect to —
“(I) all articles regulated by the Secretary through the Food and Drug
Administration;
“(I1) a subset of such articles that includes in vitro clinical tests; or

”(iii) describes the authority of the Secretary when regulating such articles or
subset of articles.

“(2) LABORATORIES AND BLOOD AND TISSUE ESTABLISHMENTS.

“(A) Nothing in this subchapter shall be construed to change or modify the
authority of the Secretary with respect to laboratories or clinical laboratories
under section 353 of the Public Health Service Act, or any regulations
promulgated thereunder.



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

“(B) In implementing this subchapter, the Secretary shall, to the greatest extent
possible, unless necessary to protect public health, avoid undertaking
programmatic regulatory functions separately being undertaken by the Secretary
under section 353 of the Public Health Service Act, or any regulations
promulgated thereunder.

*(C) Nothing in this subchapter shall be construed to change or modify the
authority of the Secretary with respect to laboratories, establishments or other
facilities engaged in the propagation, manufacture, or preparation, including but
not limited to filling, testing, labelling, packaging, and storage, of blood, blood
components, human cells, tissues or tissue products under this Act or Section 351
of the Public Health Service Act.

“(3) PRACTICE OF MEDICINE. —

“(A) Nothing in this subchapter shall be construed to limit or interfere with the
authority of a health care practitioner to prescribe or administer any legally
marketed in vitro clinical test for any condition or disease within a legitimate
health care practitioner-patient relationship.

“(B) This paragraph shall not limit any authority of the Secretary to establish and
enforce restrictions on the sale or distribution, or in the labeling, of an in vitro
clinical test that are part of a determination of precertification, established as a
condition of approval, or promulgated through regulations or otherwise.

“(C) This section shall not be construed to alter any prohibition on the promotion
of unapproved uses of legally marketed in vitro clinical tests.

“(4) SPECIAL RULE. —

“(A) Notwithstanding the exemptions from premarket review set forth in
subsections (b), (c), (d), (e), (F), (g), (h), and (K) of this section, an in vitro clinical
test shall be subject to the requirements of section [premarket review] if the
Secretary determines, in accordance with subparagraph (B), that—

“(i) there is insufficient valid scientific evidence that an article for taking or
deriving specimens from the human body for the purposes specified in section
201(ss) performs as intended, will support the analytical validity of tests with
which it is used, or, where applicable, is safe for use

“(i)there is insufficient valid scientific evidence to support the analytical
validity or the clinical validity of such in vitro clinical test;

“(iii)such in vitro clinical test is being offered by its developer with materially
deceptive or fraudulent analytical or clinical claims; or

“(iv)there is a reasonable potential that such in vitro clinical test will cause
death or serious adverse health consequences, including by causing the
absence, delay, or discontinuation of appropriate medical treatment.

“(B) PROCESS. —
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“(i) If the Secretary has reason to believe that one or more of the criteria set
forth in subparagraph (A) apply to an in vitro clinical test, the Secretary may
request the developer to submit information pertaining to such criteria and to
establishing the basis for any claimed exemption from premarket review.

“(ii) Upon receiving a request for information under subparagraph (B)(i), the
developer shall submit the information within 30 days of the request.

“(iii) The Secretary shall review the information submitted within 30 days of
its receipt. If the Secretary makes one or more of the findings specified in
subparagraph (A), the developer shall promptly submit an application for
premarket review, which submission shall be made no later than 90 days from
such finding.

“(iv) If an application for premarket review is pending in accordance with
clause (iii), the in vitro clinical test may continue to be marketed for clinical
use while the application is pending, unless the Secretary issues an order to
the developer to immediately cease distribution of the test in the best interest
of the public health, which order may also direct the developer to immediately
notify health professionals and other user facilities to cease use of such in
vitro clinical test.

“(v) If the developer fails to submit an application for premarket review of a
test as required under clause (iii), or if the Secretary determines not to approve
an application submitted under this paragraph, the Secretary may issue an
order as described in clause (vi).

“(vi) If the Secretary makes one of the findings specified in subparagraph (A)
with respect to an in vitro clinical test, the Secretary may issue an order
requiring the developer of such in vitro clinical test, and any other appropriate
person (including a distributor or retailer of the in vitro clinical test)—

“(I) to immediately cease distribution of such in vitro clinical test pending
approval of an application under section [587B - premarket review]; and

“(11) to immediately notify health professionals and other user facilities of
the order and to instruct such professionals and facilities to cease use of
such in vitro clinical test.

Such order shall provide the person subject to the order with an
opportunity for an informal hearing, to be held not later than 10 days after
the date of the issuance of the order, on the actions required by the order
and on whether the order should be amended to require a recall of such in
vitro clinical test. If, after providing an opportunity for such a hearing, the
Secretary determines that inadequate grounds exist to support the actions
required by the order, the Secretary shall vacate the order.

“(vii) If the Secretary determines that an order issued under clause (vi) should
be amended to include a recall of the in vitro clinical test with respect to
which the order was issued, the Secretary shall amend the order to require a
recall. The Secretary shall specify a timetable in which the in vitro clinical test
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recall will occur and shall require periodic reports to the Secretary describing
the progress of the recall.

“(viii) Any order issued under this paragraph with respect to an in vitro
clinical test shall cease to be in effect if such test is granted approval under
sections [premarket review, provisional approval], provided that the in vitro
clinical test is developed and offered for clinical use in accordance with such
approval.

“(5) EMERGENCY USE.—

“(A) IN GENERAL.—The exemptions set forth in this section shall not apply to
any in vitro clinical test that is eligible for an emergency use authorization under
section 564.

“(B) TESTS OFFERED FOR CLINICAL USE UNDER AN EXEMPTION PRIOR TO A
DECLARATION.—

“(i) (1) Subject to subclause (I1), an in vitro clinical test that would be
eligible for an emergency use authorization under section 564 that
is offered for clinical use under an exemption in
[APPLICABILITY SECTION] prior to a declaration under section
564(b) affecting such test may continue to be offered for clinical
use after such declaration only after it has been approved under
section [premarket review] or granted an emergency use
authorization under section 564.

“(11) However, if an application for approval is submitted under
section [premarket review, (b)] or a request for emergency use
authorization is submitted under section 564 not later than [5] days
after a declaration, such test described in subclause (I) may be
offered for clinical use until the application or request is denied.

“(ii) The Secretary, in collaboration with the developer and other affected
entities, as appropriate, shall take necessary actions to ensure such tests
are no longer distributed or offered for clinical use until they receive the
required approval or authorization.

“(b) COMPONENTS, PARTS, AND ACCESSORIES. —
“(1) EXEMPTION. —

“(A) Subject to paragraph (b), an in vitro clinical test that is a component, part, or
accessory within the meaning of section 201(ss)(1)(E), is exempt from the
requirements of this subchapter and this Act, subject to the limitation described in
subparagraph (B), if it is intended for further development under paragraph (2).
Test platforms, articles for taking or deriving specimens from the human body,
and software, as defined by subparagraphs (B) through (D) of section 201(ss)(1)
are not considered to be components, parts, or accessories and are not eligible for
this exemption.

“(B) Notwithstanding subparagraph (A), an in vitro clinical test that uses a
component, part, or accessory described in such subparagraph shall be subject to

.10



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

the requirements of this subchapter and this Act, including requirements relating
to the establishment and use of supplier controls, unless such in vitro clinical test
is otherwise exempted under this section.

“(2) FURTHER DEVELOPMENT. — An in vitro clinical test that is a component, part, or
accessory as described in paragraph (1) intended for further development if—

“(A) itis intended solely for use in the development of another in vitro clinical
test and

“(B) if introduced or delivered for introduction into interstate commerce after the
date of enactment of this [subchapter/bill name], the labeling of such in vitro
clinical test bears the following statement: “This product is intended solely for
further development of an in vitro clinical test and is exempt from FDA
regulation. This product must be evaluated by the in vitro clinical test developer
in accordance with supplier controls if it is used with or in the development of an
in vitro clinical test.”

“(c) GRANDFATHERED TESTS. —

“(1) EXEMPTION. — An in vitro clinical test that meets the criteria set forth in paragraph
(2) is exempt from premarket review under section [x], the labeling requirements under
section [x], and the quality system requirements under section [x], and may be lawfully
marketed subject to the other requirements of this subchapter and other applicable
requirements of this Act, if—

“(A) Each test report template under section [LABELING] bears a statement of
adequate prominence that reads as follows “This in vitro clinical test was
developed and first introduced prior to [90 days prior to date of bill enactment]
and has not been reviewed by the Food and Drug Administration”; and

“(B) The developer of such in vitro clinical test maintains documentation
demonstrating that such test meets and continues to meet the criteria set forth in
paragraph (2), which documentation shall be available to the Secretary upon
request.

“(2) CRITERIA FOR EXEMPTION. — An in vitro clinical test is exempt as specified in
paragraph (1) if it—

“(A) was developed by a laboratory certified by the Secretary under section 263a
of title 42 that meets the requirements for performing high-complexity testing for
use only within that certified laboratory and was first offered for clinical use or
otherwise introduced or delivered for introduction into interstate commerce by
that laboratory 90 days or more before the date of enactment of [subchapter/bill];]

“(B) does not have an approval under section 515, a clearance under section
510(k), an authorization under 513(f)(2), or an approval under 520(m);

“(C) is not modified on or after the date that is 90 days before the date of enactment of
this [bill/subchapter] by its initial developer (or another person) in a manner such that it
is a new in vitro clinical test according to [section I(1) (Modified Tests)].“(3) (A) When
a person modifies its own or another person’s in vitro clinical test that is exempt under

11
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this subsection and makes a determination that it is not a new in vitro clinical test
according to section I(1) [(Modified Tests)],section I(1) [(Modified Tests)], the person
must document the modification(s) and basis for such determination and provide it to the
Secretary upon request or inspection.

“(d) TESTS EXEMPT FROM 510(k) [PRIOR TO ENACTMENT OF
[SUBCHAPTER/BILLNAME] —

“(1) EXEMPTION. — An in vitro clinical test is exempt from the requirements of
section [premarket review], and may be lawfully marketed subject to the other
requirements of this subchapter and other applicable requirements of this Act, if it meets
the criteria for exemption described in paragraph 2.

“(2) CRITERIA FOR EXEMPTION. — An in vitro clinical test is exempt from the
requirements of section [premarket review] if—

“(A) such test was offered for clinical use prior to the effective date of this
[subchapter/bill], and was exempt from submission of a report under section
510(k) of the Act [21 U.S.C. 360(Kk)] pursuant to [the FDCA] (including class Il
510(k)-exempt devices and excluding class | reserved devices); or

“(B) such test was not offered for clinical use prior to the effective date of this
[subchapter/bill name] and—

“(i) is not a test platform as defined in [DEFINITIONS]; and

“(ii) falls within a category of tests that was exempt from submission of a
report under section 510(k) [21 U.S.C. 360(k)] prior to the effective date of
this [subchapter/bill name] (including class 11 510(k)-exempt devices and
excluding class | reserved devices).

“(3) EFFECT ON SPECIAL CONTROLS.—For any in vitro clinical test, or category of in vitro
clinical tests, that is exempted from premarket review based on the criteria in paragraph
(2), any special control that applied to a device within a predecessor category
immediately prior to the date of enactment of this subsection shall be deemed a
mitigating measure applicable to an in vitro clinical test within the successor category, ,
except to the extent such mitigating measure is withdrawn or changed in accordance with
section [mitigating measures].

“(e) Low-RISK TESTS. —

“(1) EXEMPTION. — An in vitro clinical test is exempt from the requirements of section
[premarket review], and may be lawfully marketed subject to the other requirements of
this subchapter and other applicable requirements of this Act, if such test is listed, or falls
within a category of tests that is listed, as a low-risk test in the list that the Secretary
maintains on the website of the Food and Drug Administration pursuant to paragraph (2).

“(2) Li1sT oF Low-RIsK TESTS.

“(A) The Secretary shall maintain, on the website of the Food and Drug
Administration, a list of in vitro clinical tests, or categories of in vitro clinical
tests, that have been designated as low-risk in accordance with this paragraph.

12
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“(B) The list required under this paragraph shall include all tests or categories of
tests that meet the criteria under subsection (d) for tests exempt from section
510(k) (including class Il exempt devices and excluding class | reserved devices).

“(C) Notwithstanding subchapter 11 of chapter 5 of title 5, the Secretary may
designate an additional in vitro clinical test, or category of in vitro clinical tests,
as low-risk by adding it to the list required under this paragraph upon the initiative
of the Secretary or in response to a request by any person. In determining whether
an additional in vitro clinical test, or category of in vitro clinical tests, should be
designated as low-risk, the Secretary shall consider—

“(i) whether such test, or category of tests, meets the definition of ‘low-risk’
set forth in section [x]; and

“(ii) such other factors as the Secretary may deem relevant.
“(f) MANUAL TESTS. —

“(1) EXEMPTION. — An in vitro clinical test that is designed, manufactured, and used
within a single laboratory certified by the Secretary under section 263a of title 42 that
meets the requirements for performing high-complexity testing is exempt from the
requirements of this subchapter and this Act, if

“(A) it meets the criteria for exemption described in paragraph (2); and
“(B) it is not intended—

“(i)for detecting HIV, or for measuring an analyte that serves as a surrogate
marker for screening, diagnosis, or monitoring or monitoring therapy for
acquired immune deficiency syndrome (AIDS);

“(ii) for testing donors, donations, and recipients of blood, blood components,
human cells, tissues, cellular-based products, or tissue-based products; or

“(iii)for testing maternal or fetal specimens in determining hemolytic disease
of the fetus and newborn.]

“(2) CRITERIA FOR EXEMPTION. — An in vitro clinical test is exempt as specified in
paragraph (1) if its output is the result of manual interpretation (meaning direct
observation) by a qualified laboratory professional, without the use of automated
instrumentation or software for intermediate or final interpretation, and is either

“(A) not a high-risk test; or

“(B) a high-risk test that the Secretary determines through issuance of a notice in
the Federal Register is appropriate to be exempted and that meets one of the
following conditions—

“(i) no component, part, or accessory of such test, including any reagent, is
introduced into interstate commerce under the exemption for tests intended for
further development under subsection (b)(1), and the article for taking or
deriving specimens from the human body complies with the requirements of
this Act; or
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“(ii) the test has been developed in accordance with Section 5871 [QS,
supplier controls].

“(g) TESTS FOR RARE DISEASES. —

“(1) EXEMPTION — An in vitro clinical test is exempt from premarket review under
section [x], and may be lawfully marketed subject to the other requirements of this
subchapter and other applicable requirements of this Act, if—

“(A) it meets the criteria for exemption under paragraph (2); and

“(B) The developer maintains documentation demonstrating that such test meets
and continues to meet the criteria set forth in paragraph (2), which
documentation—

“(i) shall be available to the Secretary upon request; and

“(i1) may include literature citations in specialized medical journals,
textbooks, specialized medical society proceedings, governmental statistics
publications, or, if no such studies or literature citations exist, credible
conclusions from appropriate research or surveys.

“(2) CRITERION FOR EXEMPTION. The criteria for the exemption under this subsection
from premarket review are—

“(A) fewer than 8,000 individuals per year in the United States would be subject
to testing using such in vitro clinical test;

“(B) such in vitro clinical test is not cross-referenced; and
“(C) such in vitro clinical test is not for a communicable disease
“(h) CusTOM TESTS AND LOW-VOLUME TESTS. —

“(1) EXEMPTION. — An in vitro clinical test is exempt from premarket review under
section [x], the quality system requirements under section [x], and the notification
requirement in section [x], and may be lawfully marketed subject to the other
requirements of this subchapter and other applicable requirements of this Act, if —

“(A) The developer maintains documentation demonstrating that such test meets
and continues to meet the applicable criteria set forth in paragraph (2), which
documentation shall be available to the Secretary upon request; and

“(B) The developer informs the Secretary, on an annual basis, in a manner
prescribed by the Secretary in Level 2 guidance, that such in vitro clinical test was
introduced into interstate commerce.

“(2) CRITERIA FOR EXEMPTION. — An in vitro clinical test is exempt under paragraph (1)
if—
“(A) It is not included in a test menu, template test report, or other promotional
materials, and is not otherwise advertised;

“(B) It is developed or modified in order to comply with the order of an individual
physician, dentist, or other health care professional (or any other specially
qualified person designated under regulations promulgated by the Secretary); and
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“(C) Itis either

“(i) a custom test to diagnose a unique pathology or physical condition of a
specific patient named in the order for which no other in vitro clinical test is
commercially available in the United States, and is not used for other patients;
or

“(ii) a low-volume test offered to no more than 5 patients per year.
“(i) PuBLIC HEALTH SURVEILLANCE. —

“(1) EXEMPTION. — An in vitro clinical test that is intended solely for use by a
public health laboratory in public health surveillance, as described in paragraph
(2), is exempt from the requirements of this subchapter and this Act.

“(2) CRITERIA FOR EXEMPTION. — An in vitro clinical test is intended solely for
use in public health surveillance under paragraph (1) if it is intended solely for use
on systematically collected samples for analysis and interpretation of health data
essential to the planning, implementation and evaluation of public health practice,
where such practice is closely integrated with the dissemination of these data to
public health officials and linked to the prevention or control of disease or other
public health threat. An in vitro clinical test that is either intended for use in
making clinical decisions for individual patients or other purposes not described
in the preceding sentence or whose individually identifiable results may be
reported back to an individual patient or the patient’s healthcare provider, even if
also intended for public health surveillance, is not intended solely for use in
public health surveillance under paragraph (1).

“(j) LAW ENFORCEMENT. — An in vitro clinical test that is intended solely for use in
forensic analysis or other law enforcement activity is exempt from the requirements of this
subchapter and this Act. An in vitro clinical test that is intended for use in making clinical
decisions for individual patients or other purposes not described in the preceding sentence, or
whose individually identifiable results may be reported back to an individual patient or the
patient’s healthcare provider, even if also intended for law enforcement purposes, is not intended
solely for use in law enforcement under this subsection.

“(k) PRECERTIFIED TESTS. — An in vitro clinical test that is precertified under section
[precertification] is exempt from the requirements of section [premarket review].

“(I) MODIFIED TESTS.—

“(2) An in vitro clinical test that is modified, by the initial developer or a different person,
is a new in vitro clinical test subject to all applicable provisions of sections XXX — XXX
[IVCT sections of FDCA] if the modification—

“(A) changes any of the elements specified in section 587(12) that define a
test group,

“(B) changes performance claims made with respect to such in vitro clinical
test;

“(C) causes an in vitro clinical test to no longer comply with applicable
mitigating measures or restrictions;
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“(D) adversely affects performance of the in vitro clinical test; or

“(E) as applicable, affects the safety of an article for taking or deriving
specimens from the human body for a purpose described in section 201(ss).

“(2) When a person modifies an in vitro clinical test that was developed by
another person, such modified test is exempt from the requirements of this
subchapter and this Act provided that such person shall document the
modification that was made and the basis for determining that the modification,
considering the changes individually and collectively, was not a type of
modification described in paragraph (1) and shall provide such documentation to
the Secretary upon request or inspection.

“(m) INVESTIGATIONAL Use.——An in vitro clinical test for investigational use is exempt from
the requirements of this subchapter and this Act other than the requirements of and under section
[investigational use], and may be lawfully marketed subject to such requirements.

“(n) GENERAL EXEMPTION AUTHORITY.——The Secretary may, by order published in the
Federal Register following notice and an opportunity for comment, exempt a class of persons
from any section under this subchapter upon a finding that such exemption is appropriate in light
of public health and other relevant considerations.

“(0) REGULATIONS.- The Secretary is authorized to issue regulations to implement this
subchapter.

“SEC. 587B. PREMARKET REVIEW

“(a) GENERAL REQUIREMENT. — No person shall introduce or deliver for introduction into
interstate commerce any in vitro clinical test, unless an approval of an application filed pursuant
to subsection (b), including an approval under section [587C — priority review/provisional
approval] is effective with respect to such in vitro clinical test or such in vitro clinical test is
exempt from the requirements of this section under section [587A — applicability].

“(b) APPLICATION FOR PREMARKET APPROVAL. —

“(1) Any person may file with the Secretary an application for premarket approval for an
in vitro clinical test.

“(2) An application submitted under paragraph (1) shall include—

“(A) The information required in 21 CFR 814. 20(a), (b)(1), (2), (3)(iii), (iv), (v),
(vi), (8), (10), (12), which shall be interpreted to apply to in vitro clinical tests,
until such time as regulations requiring comparable information are in effect with
respect to in vitro clinical tests, at which time an application submitted under
paragraph (1) shall include the information required under such regulations;

“(B) General information regarding the test, including a description of its intended
use; an explanation regarding how the test functions and significant performance
characteristics; a risk assessment of the test; and a statement attesting to the
truthfulness and accuracy of the information submitted in the application;

.16



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

“(C) Except for test platforms, information regarding the methods used in, or the
facilities or controls used for, the development of the test to demonstrate
compliance with the applicable quality system requirements set forth in section

[QS].

“(D) Information demonstrating compliance with any applicable standards
established or recognized under section [standards], or established or recognized
under section 514 [prior to the date of enactment of this [subchapter/bill name],
and any applicable mitigating measures established under section [mitigating
measures].

“(E) Valid scientific evidence from nonclinical laboratory studies involving the
test, or in the case of a test platform or article for taking or deriving specimens
from the human body, with a representative test or tests covering all intended test
methodologies that include the test platform or collection article, to support
analytical and clinical validity, which shall include—

“(i) summary information for all supporting validation studies performed and
a statement that studies were conducted in compliance with applicable good
laboratory practices under part 58 of title 21 of the Code of Federal
Regulations which shall be interpreted to apply to in vitro clinical tests; and

“(ii) raw data for tests that are high-risk, cross-referenced, or first-of-a-kind,
unless the Secretary determines otherwise; with raw data for all other tests
available upon the Secretary’s request;

“(F) For in vitro clinical tests for which clinical validity is included in the relevant
standard, valid scientific evidence from clinical investigations with the test
involving human subjects to support clinical validity, which shall include—

“(i) raw data for tests that are high-risk, cross-referenced, or first-of-a-kind,
unless the Secretary determines otherwise; with raw data for all other tests
available upon the Secretary’s request;

“(ii) information on clinical investigations involving human subjects
including statements that any clinical investigation involving human subjects
was conducted in compliance with: (1) institutional review board regulations
in 21 CFR part 56, which shall be interpreted to apply to in vitro clinical tests,
(1) informed consent regulations in 21 CFR part 50, which shall be
interpreted to apply to in vitro clinical tests, and (I11) investigational use
requirements in section [investigational use], as applicable;

“(G) To the extent the application seeks authorization to make modifications
within the scope of the approval, a change protocol that includes validation
procedures and acceptance criteria for specific types of anticipated modifications
that could be made to the test under an approved application;

“(H) For an article for taking or deriving specimens from the human body, and for
any in vitro clinical test that includes such article, safety information, as
applicable, including but not limited to biocompatibility, sterility, human factors
studies and user studies, and information regarding the types of tests that could be
used with the article;
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“(I) For a test platform, and for any in vitro clinical test that includes a test
platform, data, as applicable, to support software validation, electromagnetic
compatibility, and electrical safety, or information demonstrating compliance with
applicable recognized standards addressing these areas;

“(J) Proposed labeling, in accordance with the requirements in section [labeling];
and

*“(K) Such other information as the Secretary may require through guidance.

“(3) Upon receipt of an application meeting the requirements set forth in paragraph (2),
the Secretary —

“(A) may on the Secretary’s own initiative, or

“(B) may, upon the request of an applicant unless the Secretary finds that the
information in the application which would be reviewed by a panel substantially
duplicates information which has previously been reviewed by a panel appointed
under section [513], “refer such application to the appropriate panel under section
[513] for study and for submission (within such period as he may establish) of a
report and recommendation respecting approval of the application, together with
all underlying data and the reasons or basis for the recommendation.

“(4) If, after receipt of an application under this section, the Secretary determines that any
portion of such application is deficient, the Secretary shall provide to the applicant a
description of such deficiencies and identify the information required to correct such
deficiencies.

“(c) AMENDMENTS TO AN APPLICATION. —

“(1) An applicant may amend an application or supplement to revise or provide
additional information.

“(2) An applicant shall amend an application or supplement to provide additional
information if such information could reasonably affect an evaluation of whether the
relevant standard has been met, or could reasonably affect the statement of
contraindications, warnings, precautions, and adverse reactions in the proposed labeling.

*(3) The Secretary may request that an applicant amend an application or supplement
with any information necessary for the review of the application or supplement.

“(d) ACTION ON AN APPLICATION FOR PREMARKET APPROVAL. —

“(1) Review. As promptly as possible, but in no event later than [X] days after an
application is accepted for submission, unless an extension is necessary to review major
amendments under subsection (c), the Secretary, after considering any applicable report
and recommendation submitted under paragraph (b)(3), shall —

“(A) Issue an order approving the application if the Secretary finds that all of the
grounds for approval in paragraph (2) are met; or

“(B) Deny approval of the application if he finds that one or more grounds for
approval in paragraph (2) are not met.
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“In making the determination whether to approve or deny the application, the Secretary
shall rely on the intended use included in the proposed labeling, if such labeling is not
false or misleading based on a fair evaluation of all material facts.

“(2) APPROVAL OR DENIAL OF AN APPLICATION. —

“(A) The Secretary shall approve an application under this section if the Secretary
finds that there has been an adequate showing of the following—

“(i) The relevant standard is met;

“(i1) Compliance with applicable quality system requirements set forth in
section [QS] or as otherwise specified in a condition of approval;

“(iii) The application does not contain a false statement of material fact;

“(iv) Based on a fair evaluation of all material facts, the proposed labeling is
truthful and non-misleading and complies with the requirements in section
[labeling];

“(v) The applicant permits authorized FDA employees or persons accredited
under this [subchapter/bill name] an opportunity to inspect at a reasonable
time and in a reasonable manner the facilities and all pertinent equipment,
finished and unfinished materials, containers, and labeling therein, including
all things (including records, files, papers, and controls) bearing on whether an
in vitro clinical test is adulterated, misbranded, or otherwise in violation of
this Act, and permits authorized FDA employees or persons accredited under
this Act to view and to copy and verify all records pertinent to the application
and the in vitro clinical test;

“(vi) The test conforms in all respects with any applicable performance
standards established under section [standards] and complies with any
applicable mitigating measures established under section [mitigating
measures];

“(vii) All nonclinical laboratory studies that are described in the application
and that are essential to show that the test is analytically and clinically valid,
were conducted in compliance with the good laboratory practice regulations in
21 CFR part 58, which shall be interpreted to apply to in vitro clinical tests;

“(viii) All clinical investigations involving human subjects described in the
application subject to the institutional review board regulations in 21 CFR part
56 and informed consent regulations in 21 CFR part 50, each of which shall

be interpreted to apply to in vitro clinical tests, were conducted in compliance
with those regulations such that the rights or safety of human subjects were
adequately protected; and

“(ix) Such other showings as the Secretary may require.

“(B) An order approving an application may require conditions of approval for the
in vitro clinical test, including conformance with performance standards
established under section [standards] and compliance with restrictions established
under section [restrictions].

19



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

“(C) For a first-of-a-kind test, an order approving an application may impose
requirements for the test group, including conformance with performance
standards established under section [standards], compliance with restrictions
established under section [restrictions], and compliance with mitigating measures
established under section [mitigating measures]. An approval order for a first-of-
a-kind test shall indicate whether subsequent tests in that test group may meet an
exemption set forth in section [applicability].

“(D) The Secretary shall publish the approval order on a website of the Food and
Drug Administration and make publicly available a summary of the data used to
make the decision, except for information restricted from disclosure pursuant to

another statute.

“(3) REVIEW FOR DENIALS AND APPROVALS OF APPLICATION. An applicant whose
application has been denied approval may, by petition filed on or before the [X] day after
the date upon which he receives notice of such denial, obtain review in accordance with
section [appeals], and any interested person may obtain review, in accordance with
section [appeals], of an order of the Secretary approving an application.

“(e) PROVISIONAL APPROVAL. If the Secretary, after reviewing an application submitted under
this section, determines that the applicant has not demonstrated a reasonable assurance of clinical
validity, but that the application meets the requirements for provisional approval under section
[387C(e)], the Secretary may grant the application provisional approval under section [387C(e)]
without regard to whether the application has been designated for priority review under section
[387C(c)]. The Secretary shall not grant provisional approval in accordance with this subsection
without first notifying the applicant and obtaining authorization from the applicant to so act.

“(f) SUPPLEMENTS TO AN APPLICATION.—

“(1) Risk ANALYSIS. Prior to implementing any modification to an in vitro clinical test,
the holder of such approved application shall perform a risk analysis in accordance with
section [QS].

“(2) SUPPLEMENT REQUIREMENT.—

“(A) Except as provided in subparagraph (B), or otherwise specified by the
Secretary, the holder of an approved application shall submit and receive approval
of a supplement before implementing a modification to an approved test.

“(B) The holder of an approved application may implement the following
modifications to a test without prior approval of a supplement, provided the
holder does not add a manufacturing site, or change activities at an existing
manufacturing site, and subject to the requirements of subparagraphs (C) and

(D)—

“(i) Modifications included in and implemented in accordance with an
approved change protocol;

“(ii) Modifications that

“(1) do not change any of the elements specified in section 587(12) that
define a test group;
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“(11) do not change performance claims for the in vitro clinical test; or,
“(111) do not change, as applicable, safety of the in vitro clinical test;
“(IV)) do not adversely affect performance of the in vitro clinical test; and

“(V)) do not cause an in vitro clinical test to no longer comply with
applicable mitigating measures or restrictions; or

(iii) Labeling changes that are appropriate to address a safety concern.

“(C) A modification described in clause (i) and clause (ii) of subparagraph (B)
shall be reported in the next annual report for the test under subsection (h)
following the date on which an in vitro clinical test with such modification is
introduced into interstate commerce. Such report shall include a description of the
modification, and, as applicable, a summary of the analytical and clinical validity,
and acceptance criteria.

“(D) A modification referenced in clause (iii) of subparagraph (B) shall be
reported to the Secretary within 30 days of the date on which an in vitro clinical
test with such modification is introduced into interstate commerce. Any such
report shall include—

“(i) A summary of the relevant change or changes;
“(ii) The rationale for implementing such change or changes; and
“(iii) A description of how the change or changes were evaluated.

“Upon review of such report and a finding that the relevant modification is
inconsistent with the standard specified under clause (iii) of subparagraph (B), the
Secretary may require a supplement under subparagraph (A).

“(3) CONTENTS OF SUPPLEMENT. Unless otherwise specified by the Secretary, a
supplement under this subsection shall include—

“(A) For modifications other than manufacturing site changes, a description of the
modification, summary or raw data, as applicable, to demonstrate that the relevant
standard is met, acceptance criteria, and any revised labeling.

“(B) For manufacturing site changes, the information required in subparagraph
(A) and information regarding the methods used in, or the facilities or controls
used for, the development of the test to demonstrate compliance with the
applicable quality system requirements set forth in section [QS].

“(4) ArPROVAL. The Secretary shall approve a supplement if—

“(A) the data, if applicable, demonstrate that the modified test meets the relevant
standard; and

“(B) the holder of the approved application has demonstrated compliance with
applicable quality system and inspection requirements, where appropriate.

“(5) ADDITIONAL DATA. The Secretary may require, when necessary, additional data to
evaluate the modification of the test.
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“(6) CONDITIONS OF APPROVAL. An order approving a supplement may require conditions
of approval for the in vitro clinical test, including conformance with performance
standards established under section [standards] and compliance with restrictions
established under section [restrictions].

“(7) PUBLICATION. The Secretary shall publish notice of the supplemental approval order
on FDA'’s website.

“(8) REVIEW OF DENIAL. An applicant whose supplement has been denied approval may,
by petition filed on or before the [X] day after the date upon which he receives notice of
such denial, obtain review in accordance with section [appeals], and any interested person
may obtain review, in accordance with section [appeals], of an order of the Secretary
approving a supplement.

“(9) WITHDRAWAL AND TEMPORARY SUSPENSION OF APPROVAL.

“(1) The Secretary may, after providing due notice and an opportunity for informal
hearing to the holder of an approved application, issue an order withdrawing approval of
the application of an in vitro clinical test if the Secretary finds that —

“(A) The grounds for approval in subsection (d)(2) are no longer met; or

“(B) There is a there is a reasonable likelihood that the in vitro clinical test would
cause death or serious adverse health consequences, including by causing the
absence, delay, or discontinuation of appropriate medical treatment.

“(2) An order withdrawing approval shall state each ground for withdrawal and shall
notify the holder of such withdrawn approval.

*(3) The Secretary shall publish the withdrawal order on the website of the Food and
Drug Administration.

“(4) If, after providing an opportunity for an informal hearing, the Secretary determines
there is a reasonable likelihood that the in vitro clinical test would cause death or serious
adverse health consequences, including by causing the absence, delay, or discontinuation
of appropriate medical treatment, the Secretary shall by order temporarily suspend the
approval of the application. If the Secretary issues such an order, the Secretary shall
proceed expeditiously under paragraph (1) to withdraw such application.

“(h) ANNUAL REPORT.

(1) Unless the Secretary specifies otherwise, the holder of an approved application shall
submit an annual report each year at a time designated by the Secretary in the approval
order. Such report shall—

“(A) identify all modifications that an approved application holder has made to
any test, including any modification that requires a supplement under subsection

(f); and

*(B) include any other information required by the Secretary.

*(2) This annual report requirement shall not apply to in vitro clinical tests that are
deemed to have a premarket approval based on a prior clearance under section 510(k) or
prior authorization under section 513(f).
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“(i) SERVICE OF ORDERS. Orders of the Secretary under this section shall be served (1) in person
by any officer or employee of the Department of Health and Human Services designated by the
Secretary, or (2) by mailing the order by registered mail or certified mail or electronic equivalent
addressed to the applicant at the last known address in the records of the Secretary.

“SEC. 587C. PRIORITY REVIEW
“(a) IN GENERAL.

“(1) An in vitro clinical test that is otherwise required to have approval under section
[premarket review] may be designated by the Secretary for priority review in accordance
with this section. An application for in vitro clinical test that has been so designated may
be granted provisional approval under subsection (e) or approval under subsection (f), in
accordance with the requirements of this section.

“(2) An in vitro clinical test for which provisional approval or approval has been granted
under this section, and for which such approval is in effect, is exempt from the
requirement to obtain premarket approval under section [premarket review].

“(b) ELIGIBILITY.-- An in vitro clinical test is eligible for designation, review, and provisional
approval or approval under this section if—

“(1) The test provides or enables more effective treatment or diagnosis of life-threatening
or irreversibly debilitating human disease or conditions compared to existing approved or
precertified alternatives; and

“(2) Itis a test -
“(A) that represents a breakthrough technology;
“(B) for which no approved or precertified alternative exists;

“(C) that offers a clinically meaningful advantage over existing approved or
precertified alternatives, including the potential, compared to existing approved or
precertified alternatives, to reduce or eliminate the need for hospitalization,
improve patient quality of life, facilitate patients” ability to manage their own care
(such as through self-directed personal assistance), or establish long-term clinical
efficiencies; or

“(D) the availability of which is in the best interest of patients or public health.
“(c) DESIGNATION.

“(1) REQUEST. Except as provided in section [387(e) — provisional approval under
premarket review], to receive provisional approval or approval under this section, an
applicant must first request that the Secretary designate the in vitro clinical test for
priority review. Such a request shall include information demonstrating that the test is
eligible for designation under subsection (b).

“(2) DETERMINATION. Not later than 60 calendar days after the receipt of a request under
paragraph (1), and prior to acceptance of an application for provisional approval or
approval, the Secretary shall determine whether the in vitro clinical test that is the subject
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of the request meets the criteria described in subsection (b). If the Secretary determines
that the test meets the criteria, the Secretary shall designate the test for priority review.

“(3) REviEw. Review of a request under paragraph (1) shall be undertaken by a team that
is composed of experienced staff and senior managers of the Food and Drug
Administration.

“(4) WITHDRAWAL.

“(A) The designation of an in vitro clinical test under this subsection is deemed
to be withdrawn, and such in vitro clinical test shall no longer be eligible for
review and approval under this section, if—

“(i) the test is deemed not approved under subsection (e)(10);

“(ii) provisional approval for the test is withdrawn under subsection (e)(8);
or

“(iii) an application for approval under subsection (f) for the test is denied.

“(B) The Secretary may not withdraw a designation granted under this subsection
based on the subsequent approval or precertification of another test that--

“(i) is designated under this section; or
“(ii) was given priority review under section 515C.”
“(d) EXPEDITED DEVELOPMENT AND PRIORITY REVIEW.

“(1) For purposes of expediting the development and review of in vitro clinical tests
under this section, the Secretary may take the actions and additional actions set forth in
section 515B(e) when reviewing such tests under subsection (e) or (f).

“(2) Any reference or authorization in section 515B(e) with respect to a device shall be
deemed a reference or authorization with respect to an in vitro clinical test for purposes
of this section.

“(e) PROVISIONAL APPROVAL AND APPROVAL.

“(1) APPLICATION FOR PROVISIONAL APPROVAL. Unless otherwise specified by the
Secretary, sections [premarket review; (b)(2)(A) - (F), (H)-(K), (b)(3)] apply to
applications under this subsection for designated in vitro clinical tests.

“(2) AMENDMENTS. Unless otherwise specified by the Secretary, section [premarket
review; (c)] applies to amendments to applications under this subsection.

“(3) AcTIoN. Unless otherwise specified by the Secretary, sections [premarket review;
(d)(1) and (d)(2)(A), (D)] apply to the review, and approval or denial, of applications
under this subsection.

“(4) SuppLEMENTS. Unless otherwise specified by the Secretary, section [premarket
review; (ff)] applies to supplements to applications under this subsection.

“(5) CONFIRMATORY POSTMARKET OBLIGATIONS. As set forth in the provisional
approval order issued under paragraph (1), the applicant shall—

24



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

“(A) Submit within a specified timeframe to the Secretary, and receive approval
for, a proposal regarding developing and completing required postmarket studies;
and

“(B) Complete the required postmarket studies within the timeframe specified in
the provisional approval order, which shall not exceed three years from the date of
approval, unless an extension has been granted by the Secretary.

“(6) EXPIRATION. Provisional approval under paragraph (1) shall expire on—

“(A) the date that is specified in the provisional approval order, except that if an
application for approval is submitted three months before this date in accordance
with subparagraph (8)(B), on the date that the Secretary makes a decision on such
application;

“(B) the date that is specified in an order issued by the Secretary that amends the
provisional approval timeframe, except that if an application for approval is
submitted three months before this date in accordance with subparagraph (8)(B),
on the date the Secretary makes a decision on such application; “(C) the date on
which provisional approval is withdrawn under paragraph (11) of this subsection.

“(7) LABELING. Any in vitro clinical test that is provisionally approved shall include in
labeling a statement that the test is “provisionally approved with confirmatory postmarket
obligations.”

“(8) APPLICATION FOR APPROVAL.

“(A) Any holder of a provisional approval may submit an application for
approval, which shall contain the information required under section [587B(b)].
Such application may incorporate by reference information from the application
for provisional approval for that in vitro clinical test.

“(B) An application for approval under this paragraph shall be submitted at least
three months before the date that provisional approval expires under subparagraph
(A) or (B) of paragraph (6).

“(C) Applications for approval shall be reviewed in accordance with the
procedures and requirements of section [premarket review — 387B(b)—(d), (f)],
subject to any actions or additional actions taken by the Secretary under
subsection (d). In reviewing such an application, the relevant standard shall be a
reasonable assurance of analytical and clinical validity.

“(9) REVIEW FOR DENIALS AND APPROVALS OF APPLICATION. An applicant whose
application has been denied provisional approval or approval under this subsection may,
by petition filed on or before the [X] day after the date upon which he receives notice of
such denial, obtain review in accordance with section [appeals], and any interested person
may obtain review, in accordance with section [appeals], of an order of the Secretary
approving an application.

“(10) TesT DEEMED NOT APPROVED. A test for which provisional approval has been
granted under this subsection shall be deemed not approved on—
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“(A) The date that provisional approval expires under paragraph (6), unless an
application for approval under paragraph (8) has been approved prior to such date;

“(B) The date on which a denial of approval order is issued under paragraph
(8)(C), if the applicant does not appeal the order under subsection (f)(4) and if
such denial occurs prior to the date of expiration of provisional approval; or

“(C) The date on which the Director of the Center for Devices and Radiological
Health or the Director of the Center for Biologics Evaluation and Research,
whichever is appropriate, issues a decision on an appeal regarding an application
for approval, if such decision occurs prior to the date of expiration of provisional
approval.

“(11) WITHDRAWAL.

“(A) The Secretary may, based on new valid scientific evidence and after
providing due notice and an opportunity for an informal hearing, issue an order
withdrawing the provisional approval of an in vitro clinical test under this
subsection if the Secretary determines that—

“(i) the test no longer meets the relevant standard; or
“(ii) the test presents an unreasonable risk to human health.

“(B) An order withdrawing approval shall state each ground for withdrawal and
shall notify holders of such applications that they may, by petition filed on or
before the [thirtieth] day after the date upon which he receives notice of such
withdrawal, obtain review under section [appeals].

“(C) The Secretary shall provide notice of the withdrawal order on the website of
the Food and Drug Administration.

“(f) ANNUAL ReEPORT. Unless otherwise specified by the Secretary, section [premarket
approval; (g)] requiring annual reports applies to in vitro clinical tests provisionally approved or
approved under this subsection.

“(g) SERVICE OF ORDERS. Orders of the Secretary under this section shall be served (1) in person
by any officer or employee of the Department of Health and Human Services designated by the
Secretary, or (2) by mailing the order by registered mail or certified mail or electronic equivalent
addressed to the applicant at his last known address in the records of the Secretary.

“(h) STATUTORY CONSTRUCTION—The term “approval” when used throughout this title
generally does not include provisional approval and does include approval under paragraph (8)
of subsection (e).

“SEC. 587D. PRECERTIFICATION.
“(a) IN GENERAL. —
“(1) Any eligible person may seek precertification in accordance with this section.

“(2) An in vitro clinical test is exempt from premarket review under section 587A if its
developer is precertified under this section and the in vitro clinical test—
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“(A) is an eligible in vitro clinical test under subsection (b)(2); and

“(B) falls within the scope of a precertification order issued under this section,
and such order is in effect.

“(b) ELIGIBILITY. —

“(1) ELiGIBLE PERSON. — As used in this section, the term “eligible person” means an in
vitro clinical test developer unless, at the time such person seeks or would seek
precertification, the person—

“(A) has been found to have committed a significant violation of this Act or the
Public Health Service Act, except that this subparagraph shall not apply if—

“(i) such violation occurred more than five years prior to the date on which
such precertification is or would be sought;

“(ii) such violation has been resolved; or

“(iii) such violation is not pertinent to any in vitro clinical test within the
scope of the precertification that such person seeks or would seek; or

“(B) has been disqualified by the Secretary on the basis of actions or omissions
that raise serious questions regarding whether the eligibility of such person would
be in the interest of public health, such as—

“(i) making false or misleading statements about matters relevant under this
subchapter;

“(ii) failing to maintain required certifications under section 353 of the Public
Health Service Act (42 U.S.C. 263a); or

“(iii) violating any requirement of this Act or the Public Health Service Act,
where such violation exposes persons to serious risk of illness, injury, or
death.

“(2) ELIGIBLE IN VITRO CLINICAL TEST.—An in vitro clinical test is eligible under
subsection (a)(2) for exemption from premarket review under section 587A except as
provided in this paragraph.

“(A) An in vitro clinical test is not eligible for an exemption from premarket
review if it is—
“(i) a component, part, or accessory of an in vitro clinical test as described
under section 201(ss)(1)(E);
“(ii) a test platform under section 201(ss)(1)(B);

“(iii) an article for taking or deriving specimens from the human body under
section 201(ss)(1)(C);

“(iv) software under section 201(ss)(1)(D), unless such software itself
identifies, diagnoses, screens, measures, detects, predicts, prognoses,
analyzes, or monitors a disease or condition, including a determination of the
state of health, or itself selects, monitors, or informs therapy or treatment for a
disease or condition;
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“(v) a first-of-a-kind in vitro clinical test;
“(vi) a test system for home use;
high risk in vitro clinical test; or

“(vii) an in vitro clinical test, including reagents used in such tests, intended
for use—

“(I)  inthe collection, manufacture, or use of blood and blood
components intended for transfusion or further manufacturing use or the
recovery, manufacture, or use of human cells, tissues, and cellular and
tissue-based products intended for implantation, transplantation, infusion,
or transfer into a human recipient, including tests intended for use in
determination of donor eligibility, donation suitability, and compatibility
between donor and recipient;

“(I1) in the diagnosis, monitoring, or treatment of hemolytic disease of
the newborn, including tests intended for use in determination of
compatibility between mother and newborn; or

“(11) in the diagnosis or monitoring of human retroviruses or human
retrovirus infection.

*(B) For a cross-referenced in vitro clinical test or a direct-to-consumer in vitro
clinical test, such test shall be eligible for precertification only upon a
determination by the Secretary that eligibility is appropriate on the basis of the
mitigating measures applicable to such test. Notwithstanding subchapter 11 of
chapter 5 of title 5, any determination by the Secretary under this subparagraph—

“(i) shall take effect if it is published in the Federal Register with an
accompanying rationale; and

“(ii) may be revoked if the Secretary publishes a proposed revocation in the
Federal Register, provides an opportunity for comment, and publishes a final
revocation after consideration of the comments.

“(c) APPLICATION FOR PRECERTIFICATION. —

“(1) IN GENERAL -- A person seeking precertification [ ][] shall submit an application
under this subsection, which shall contain the information specified under paragraph (2).

“(2) CONTENTS OF APPLICATION -- An application for precertification shall
contain—

“(A) A statement identifying the scope of the proposed precertification, which
shall be no broader than a single technology (i.e., test method) and a single
medical subspecialty (such as would be described by the combination of a test
purpose and disease or condition), consistent with the procedures for analytical
validation and clinical validation included in the application;

“(B) Information showing that the person seeking precertification is an eligible
person under subsection (b)(1);
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“(C) Information showing that the methods used in, and the facilities and controls
used for, the development of all eligible in vitro clinical tests within the proposed
scope of precertification conform to the quality system requirements of section
[quality systems];

“(D) Procedures for analytical validation, including all procedures for validation,
verification, and acceptance criteria, and an explanation as to how such
procedures, when used, provide a reasonable assurance of analytical validity of all
eligible in vitro clinical tests within the proposed scope of precertification;

“(E) Procedures for clinical validation, including all procedures for validation,
verification, and acceptance criteria, and an explanation as to how such
procedures, when used, provide a reasonable assurance of clinical validity of all
eligible in vitro clinical tests within the proposed scope of precertification;

“(F) A notification under section [x] for each in vitro clinical test that would be
precertified under the application for precertification and would be introduced or
delivered for introduction into interstate commerce upon the issuance of the
precertification order;

“(G) Information concerning one or more representative in vitro clinical tests,
including—

“(i) The information specified in [premarket submission content
requirements] for the representative in vitro clinical test or tests, except that
raw data shall be provided for any such in vitro clinical test unless the
Secretary determines otherwise;

“(ii) An explanation of how the representative in vitro clinical test or tests
adequately represent the range of procedures included in the application under
subparagraphs (C), (D), (E), and (F);

“(iii) A narrative description of how the procedures included in the application
under subparagraphs (C), (D), (E), and (F) have been applied to the
representative in vitro clinical test or tests; and

*(H) Such other information relevant to the subject matter of the application as the
Secretary may require.

“(d) ACTION ON AN APPLICATION FOR PRECERTIFICATION. —

“(1) As promptly as possible, but in no event later than __ days after receipt of an
application under subsection (c), the Secretary shall—

“(A) Issue a precertification order granting the application, which shall specify the
scope of the precertification, if the Secretary finds that all of the grounds in
paragraph (3) are met; or

“(B) Deny the application if the Secretary finds (and sets forth the basis of such
finding as part of or accompanying such denial) that one or more grounds for
granting the application specified in paragraph (3) are not met.

“(2) If, after receipt of an application under this section, the Secretary determines that any
portion of such application is deficient, the Secretary shall provide to the applicant a
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description of such deficiencies and identify the information required to correct such
deficiencies.

“(3) The Secretary shall grant an application under this section if, on the basis of the
information submitted to the Secretary as part of the application and any other
information before him or her with respect to such applicant, the Secretary finds that—

“(A) There is a showing of reasonable assurance of analytical validity for all
eligible in vitro clinical tests within the proposed scope of the precertification, as
evidenced by the procedures for analytical validation;

“(B) There is a showing of reasonable assurance of clinical validity for all eligible
in vitro clinical tests within the proposed scope of the precertification, as
evidenced by the procedures for clinical validation;

*(C) The methods used in, or the facilities or controls used for, the development
of all eligible in vitro clinical tests within the proposed scope of the
precertification conform to the requirements of section [quality systems];

“(D) Based on a fair evaluation of all material facts, the applicant’s labeling and
advertising is not false or misleading in any particular;

“(E) The application does not contain a false statement of material fact;
“(F) There is a showing that the representative in vitro clinical test or tests—

“(i) meets the standard for approval under section [premarket review
standard]; and

“(ii) adequately represent the range of procedures for analytical validation and
clinical validation included in the application; and

“(G) The applicant permits authorized employees of the Food and Drug
Administration or persons accredited under this Act an opportunity to inspect at a
reasonable time and in a reasonable manner the facilities and all pertinent
equipment, finished and unfinished materials, containers, and labeling therein,
including all things (including records, files, papers, and controls) bearing on
whether an in vitro clinical test is adulterated, misbranded, or otherwise in
violation of this Act, and permits such authorized employees or persons
accredited under this Act to view and to copy and verify all records pertinent to
the application and the in vitro clinical test;

“(4) An applicant whose application has been denied may, by petition filed on or before
the date that is 30 calendar days after the date upon which such applicant receives notice
of such denial, obtain review thereof in accordance with section [appeals].

“(e) DURATION; SUBSEQUENT SUBMISSIONS. —

“(1) A precertification order under subsection (d)(1)(A) shall remain in effect until the
earliest of—

“(A) the expiration of such precertification order under paragraph (2); or
“(B) the withdrawal of such precertification order under subsection (h).

.30



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

“(2) A precertification order under subsection (d)(1)(A) shall expire on the date that is
two years after the date that such order is issued, except that if an application for renewal
under paragraph (3) has been received not later than __ days prior to the expiration of
such order under this paragraph, such order shall expire on the date on which the
Secretary has granted or denied the application for renewal.

“(3)(A) Any person with a precertification order in effect with respect to development of
in vitro clinical tests may seek renewal of such order provided that —

“(i) such person is an eligible person under subsection (b)(1); and
“(ii) none of the information specified in subsection (c)(2) has changed.

“(B) An application for renewal under this paragraph shall include information
concerning one or more representative in vitro clinical tests in accordance with
subsection (¢)(2)(G), except that such representative test or tests shall be different
from the representative test or tests included in any prior application.

*(C) The Secretary’s action on an application for renewal of precertification under
this paragraph shall be conducted in accordance with subsection (d), and any
order resulting from such application shall be treated as a precertification order
for purposes of this subchapter.

“(4) SUPPLEMENTS; REPORTS. —

“(A) Except as provided in subparagraph (B), any person with a precertification
order in effect may seek a supplement to such order upon a change or changes to
the information provided in the application for precertification under
subparagraphs (C), (D), and (E) of subsection (c)(2), provided that such person is
an eligible person under subsection (b)(1) and that such change does not expand
the scope of the precertification. A supplement may contain only information
relevant to the change or changes. The Secretary’s action on a supplement shall
be in accordance with subsection (d), and any order resulting from such
supplement shall be treated as an amendment to a precertification order that is in
effect.

“(B) If a change or changes described in subparagraph (A) is made in order to
address a potential risk to public health by adding a new specification or test
method, the person may immediately implement such change or changes and shall
report such changes or changes to the Secretary within 30 days.

“(i) Any report to the Secretary under this subparagraph shall include—
“(1) A summary of the relevant change or changes;
“(11) The rationale for implementing such change or changes; and
“(111) A description of how the change or changes were evaluated.

“(ii) Upon review of such report and a finding that the relevant change or
changes are inconsistent with the standard specified under this subparagraph,
the Secretary may require a supplement under subparagraph (A).

31



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

“(f) MAINTENANCE REQUIREMENTS. — For the duration of a precertification under
subsection (e)(1), a holder of a precertification order shall—

“(1) use the procedures included in the relevant application, supplement, or report under
subsections (b) and (e);

“(2) ensure compliance with any applicable mitigating measures;

*(3) maintain, and provide to the Secretary upon request, records related to any
precertified in vitro clinical test that are pertinent to matters under this Act; and

“(4) Comply with the notification requirements under section [notification] for each
precertified in vitro clinical test.

“(9) TEMPORARY HOLD. —

“(1) Upon one or more findings under paragraph (3), the Secretary may prohibit any
holder of a precertification order from introducing into interstate commerce an in vitro
clinical test that was not previously the subject of a notification under section
[notification] (referred to in this subsection as a “temporary hold”).

“(2) Such temporary hold shall be removed upon resolution of the relevant finding or
findings under paragraph (3).

“(3) GROUNDS FOR TEMPORARY HoLD. — A temporary hold under this subsection may be
instated upon a finding or findings that the holder of a precertification order—

“(A)is not in compliance with any maintenance requirements under subsection (f);

“(B)labels or advertises one or more in vitro clinical tests with false or misleading
claims; or

“(C)is no longer an eligible person under subsection (b)(1).

“(h) WITHDRAWAL. — The Secretary may, after due notice and opportunity for informal
hearing, issue an order withdrawing a precertification order if the Secretary finds that

“(1) the application, supplement, or report under subsections (b) or (e) contains false or
misleading information or fails to reveal a material fact; or

*(2) such holder fails to correct false or misleading labeling or advertising upon the
request of the Secretary;

“(3) in connection with a precertification, the holder provides false or misleading
information to the Secretary; or

“(4) the holder of such precertification order fails to correct the grounds for temporary
hold within a timeframe specified in the precertification order.

“SEC. 587E. MITIGATING MEASURES
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“(a) DEFINITION. The term “mitigating measures’ shall have the meaning set forth in section
[Definitions587(10)].

“(b) ESTABLISHMENT OF MITIGATING MEASURES--
“(1) ESTABLISHING, CHANGING, OR WITHDRAWING —

“(A) If the Secretary determines that the establishment of mitigating measures is
necessary for any of the reasons identified in [definitions section] for any test
group or test groups, the Secretary may require that tests in such group or groups
comply with such mitigating measures.

“(B) The Secretary may establish, change, or withdraw mitigating measures by
administrative order published in the Federal Register following publication of a
proposed mitigating measure order and consideration of comments to a public
docket, notwithstanding subchapter Il of chapter 5 of title 5, United States Code.

“(2) In Vitro Clinical Tests Previously Regulated As Devices —

“(A) Any special controls or restrictions applicable to an in vitro clinical test or
test group based on prior regulation as a device, including those established in the
period from the enactment date to the effective date of this [subchapter/bill name],
shall continue to apply to such test or test group after this[subchapter/bill name]
takes effect. Such special controls or restrictions shall be deemed mitigating
measures upon the effective date of this [subchapter/bill name].

“(B) The Secretary may establish, change, or withdraw mitigating measures for
such test or test group using the procedures under paragraph (1).

“(c) DOCUMENTATION—

“(1) The developer of an in vitro clinical test subject to premarket review and to which
mitigating measures apply must, in accordance with [section 587C(b)(2)(D) of premarket
review] submit documentation to the Secretary as part of its premarket application
demonstrating that such mitigating measures have been met. If such application is
approved, such developer shall maintain documentation demonstrating that such
mitigating measures continue to be met, and must make such documentation available to
the Secretary upon request or inspection.

“(2) The developer of an in vitro clinical test that is marketed within the scope of a
precertification or other exemption from premarket review and to which mitigating
measures apply must —

“(A) maintain documentation in accordance with the quality systems requirements
in [section QS] demonstrating that such mitigating measures have been met, and
must make such documentation available to the Secretary upon request or
inspection; and

“(B) include in the performance summary for such test a description of how such
mitigating measures are met, if applicable.

[Add adulteration/misbranding/prohibited act for failure to comply with mitigating measures]
“SEC. 587F. RISK REDESIGNATION.
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“(a) Based on new information, including the establishment of mitigating measures under [],
and after considering all available evidence respecting a test group, the Secretary may, upon the
initiative of the Secretary or upon petition of an interested person ---

(1) change the risk designation of such test group;
“(2) revoke any exemption or requirement in effect with respect to such test group; or

*(3) determine that a test group or test groups subject to premarket review is eligible for
precertification, consistent with section 587D(b)(2)(B), or other exemptions.

“(b) Any action under subsection (a) shall be made by publication of a notice of such
proposed action in the Federal Register, consideration of comments to a public docket on
such proposal, and publication of a final notice in the Federal Register, notwithstanding
subchapter Il of chapter 5 of title 5, United States Code.

“SEC. 587G. ADVISORY COMMITTEES [placeholder]

“SEC. 587H. REQUEST FOR INFORMAL FEEDBACK

PRESUBMISSION MEETINGS.—The Secretary shall establish a program for stakeholders to request
meetings to discuss which regulatory pathway is appropriate for an in vitro clinical test, a future
premarket application for an in vitro clinical test, or a precertification package for an in vitro
clinical test.

“SEC. 5871. REGISTRATION AND NOTIFICATION.
“(a) REGISTRATION OF ESTABLISHMENTS FOR IN VITRO CLINICAL TESTS.

“(1) Each person who is an in vitro clinical test developer— or a contract manufacturer
(including contract packaging), contract sterilizer, repackager, relabeler, distributor, or a
person who introduces or proposes to begin the introduction or delivery for introduction
into interstate commerce any in vitro clinical test—— shall —

“(A) During the period beginning on October 1 and ending on December 31 of
each year, register with the Secretary the name of such person, places of business
of such person, all establishments engaged in the activities specified under this
paragraph, the unique facility identifier of each such establishment, and a point of
contact for each such establishment, including an electronic point of contact; and

“(B) Submit an initial registration containing the information required under
subparagraph (A) not later than—

“(i) the date of implementation of this section if such establishment is engaged
in any activity described in this paragraph on the date of enactment of this
section, unless the Secretary establishes by guidance a date later than such
implementation date for all or a category of such establishments; or
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” (ii) thirty days prior to engaging in any activity described in this paragraph
after enactment of this section, if such establishment is not engaged in any
activity described in this paragraph on the date of enactment of this section.

“(2) The Secretary may assign a registration number or unique facility identifier to any
person or any establishment registered in accordance with this section. Registration
information shall be made publicly available by publication on the website maintained by
the Food and Drug Administration.

“(3) Every person or establishment that is required to be registered with the Secretary
under this section shall be subject to inspection pursuant to section 704.

“(b) NOTIFICATION INFORMATION FOR IN VITRO CLINICAL TESTS.

“(1) Each developer of an in vitro clinical test shall submit a notification to the Secretary
containing the information described in this subsection in accordance with the applicable
schedule described under subsection (c). Such notification shall be prepared in such form
and manner as the Secretary may specify in guidance. Notification information shall be
submitted to the comprehensive test information system in accordance with section XX.

“(2) Each developer shall electronically submit to the comprehensive test information
system the following information for each in vitro clinical test for which such person is a
developer in the form and manner prescribed by the Secretary:

“(A) name of the establishment and its unique facility identifier;
“(B) contact information for the official correspondent for the notification;

“(C) name (common name and trade name, if applicable) of the in vitro clinical
test; and its test notification number (when available).

“(D) CLIA certificate number for any laboratory certified by the Secretary under
section 263a of title 42 that meets the requirements for performing high-
complexity testing that is the developer of the in vitro clinical test, and CLIA
certificate number for any laboratory under common ownership that is performing
the test developed by such test developer;

“(E) the appropriate category under this subchapter under which the in vitro
clinical test is offered, introduced or marketed, such as — precertification, low-
risk exemption, premarket approval, grandfathering, or another specified
category;

“(F) brief narrative description of the in vitro clinical test;

*(G) substance or substances measured by the in vitro clinical test, such as
analyte, protein, or pathogen;

“(H) type or types of specimen or sample;
“(1) test method,;

“(J) test purpose, as described in section 201(ss)(1)(A), such as screening,
predicting, or monitoring;

“(K) disease or condition for which the in vitro clinical test is intended for use;
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“(L) intended patient population;

“(M) context of use, such as in a clinical laboratory, in a health care facility,
prescription home use, over-the-counter use, or direct-to-consumer testing.

“(N) summary of in vitro clinical test analytical performance and clinical
performance, and as applicable lot release criteria;

“(0O) statement describing conformance with applicable mitigating measures,
restrictions, and standards;

“(P) representative labeling for the in vitro clinical test; and
“(Q) a certification that the information submitted is truthful and accurate.

*(3) The Secretary may assign a test notification number to each in vitro clinical test that
is the subject of a notification under this section. The process for assigning test
notification numbers may be established through guidance, and may include the
recognition of standards, formats, or conventions developed by a third-party organization.

“(4) A person who is not a developer but is otherwise required to register pursuant to
subsection (a) shall submit an abbreviated notification to the Secretary containing the
information described in subparagraphs (A) through (C) of paragraph (2), the name of the
developer, and any other information described in paragraph (2) as may be specified by
the Secretary in guidance, as applicable to the activities of each class of persons required
to register. The information shall be submitted in accordance with the applicable
schedule described under subsection (c). Such abbreviated notification shall be prepared
in such form and manner as the Secretary may specify in guidance. Notification
information shall be submitted to the comprehensive test information system in
accordance with section XX.

“(c) TIMELINES FOR SUBMISSION

“(1) For an in vitro clinical test that was listed as a device under section 510(j) prior to
the date of enactment of this section, a person shall maintain a device listing under
section 510 until such time as the system for submitting the notification information
required under subsection (b) becomes available to in vitro clinical test developers, and
thereafter shall submit the notification information no later than [X].

*(2) For an in vitro clinical test that is subject to the grandfathering provisions of section
587Xxx, a person shall submit the notification information required under subsection (b)
no later than X months after the system for submitting the notification becomes available.

*(3) For an in vitro clinical test that is not subject to paragraph (1) or (2), a person shall
submit the required notification information prior to offering, introducing, or marketing
the in vitro clinical test as follows:

“(A)for an in vitro clinical test that is not exempt from premarket approval, a
person shall submit the required notification information no later than ten
business days after the date of approval of the premarket approval application;

“(B)for an in vitro clinical test that is exempt from premarket approval, a person
shall submit the required notification information at least ten business days prior
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to offering the in vitro test for clinical use or otherwise introducing the in vitro
clinical test into interstate commerce.

“(4) Each person required to submit notification information under this section shall
update such information within ten business days of any change that causes any
previously notified information to be inaccurate or incomplete.

"(5) Each person required to submit notification information under this section shall
update its information annually during the period beginning on October 1 and ending on
December 31 of each year and certify that the information contained in such notification
is truthful and accurate, and shall pay the annual notification fee prescribed in section
XXX.

“(d) PuBLIC AVAILABILITY OF NOTIFICATION INFORMATION.

“(1) Notification information submitted pursuant to this section shall be made publicly
available by publication on the website of the Food and Drug Administration after the in
vitro clinical test developer has certified the information as truthful and accurate.

“(2) Notification information for an in vitro clinical test that is subject to premarket
approval or precertification shall remain confidential until such date as the in vitro
clinical test receives the applicable premarket approval or precertification.

*(3) The registration and notification information requirements described in subsections
(a) and (b) shall not apply to the extent the Secretary determines that such information is
restricted from disclosure pursuant to another statute, including information relating to
national security or countermeasures.

“SEC. 587J.
QUALITY SYSTEM REQUIREMENTS
“(a) APPLICABILITY.

“(1) Each developer and each other person required to register undersection 5871(a)(1)
shall establish and maintain a quality system in accordance with the applicable
requirements set forth in subsection (b), except as provided in section [applicability].

“(2) A developer that operates its own clinical laboratory certified by the Secretary under
section 263a of title 42 of the United States Code that meets the requirements for
performing high-complexity testing and develops its own in vitro clinical test or tests or
modifies another developer’s in vitro clinical test in that certified laboratory in a manner
described in [developer definition], where such in vitro clinical test or in vitro clinical
tests are for use only within that certified laboratory, shall establish and maintain with
respect to such test or tests a quality system that complies with the requirements set forth
in subsection (b)(2). The applicable requirements set forth in subsection (b)(1) shall apply
to any test platform, article for taking or deriving specimens from the human body,
component, part or accessory that is developed for use by a clinical laboratory to which
the first sentence of this paragraph applies.

“(3) A clinical laboratory certified by the Secretary under section 263a of title 42 of the
United States Code that meets the requirements for performing high-complexity testing
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must comply with the applicable quality system requirements under subsection (b) no
later than the date of implementation of this subchapter.

“(4) As necessary, the Secretary shall amend part 820 of title 21 of the Code of Federal
Regulations, or successor regulations, to implement the provisions of this [section]. In
considering such amendment, the Secretary shall consider whether and to what extent
international harmonization might be appropriate. Until such amendment takes effect,
such regulations shall be interpreted to apply to in vitro clinical tests and developers.

“(5) The Secretary may establish such other regulations under this section as are
necessary to assure the analytical and clinical validity of in vitro clinical tests, or the
safety of articles for taking or deriving specimens from the human body.

“(b) QUALITY SYSTEM REQUIREMENTS.

“(1) IN GENERAL—-- For—-- For purposes of establishing quality system requirements
under this [section], including applying or amending 21 CFR part 820 as provided in
subsection (a)(4), the quality system requirements applicable to in vitro clinical tests shall
include each of the following, subject to paragraphs (2) and (3):

“(A) management responsibility;

“(B) quality audit;

“(C) personnel;

“(D) design controls;

“(E) document controls;

“(F)purchasing controls, including supplier controls;
“(G) identification and Traceability;

“(H) production and process controls;

“(I) acceptance activities;

“(J) nonconforming product;

“(K) corrective and preventive action;

“(L) labeling and packaging controls;

“(M) handling, storage, distribution, and installation;
“(N) records;

*(O) servicing; and

“(P) statistical techniques.

“(2) QUALITY SYSTEM REQUIREMENTS FOR CERTAIN LABORATORIES.— With regard to
establishing quality system requirements under this Act, including applying or amending
21 CFR part 820 as provided in subsection (a)(4), quality system requirements applicable
to the in vitro clinical tests and developers described in subsection (a)(2) shall consist of
the following:

“(A) design controls;
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“(B) purchasing controls, including supplier controls;
(C) acceptance activities;

“(D) corrective and preventative action; and

“(E) records.

“(3) QUALITY SYSTEM REQUIREMENTS FOR CERTAIN LABORATORIES DISTRIBUTING
PROTOCOLS.—

“(A) With regard to establishing quality system requirements under this Act,
including applying or amending 21 CFR part 820 as provided in subsection (a)(4),
quality system requirements applicable to the developer and in vitro clinical test
distributed under subparagraph (B) shall consist of the following provided that the
conditions of subparagraph (B) are met —

“(i) the requirements in paragraph (2),
“(ii) the labeling requirements in subparagraph (1)(L), and

“(iii) the requirement to maintain records of the laboratories to which the test
protocol is distributed.

“(B) To be eligible for subparagraph (A), the following conditions must be met—

“(i) the laboratory distributing the protocol is certified by the Secretary
under section 263a of title 42 of the United States Code and meets the
requirements for performing high-complexity testing;

“(ii) the laboratory develops its own in vitro clinical test or modifies another
developer’s in vitro clinical test in a manner described in [Section 587(6)];
and

“(iii) the laboratory distributes the test protocol for such test only to another
laboratory that—

(1) is certified by the Secretary under section 263a of title 42 of the
United States Code and meets the requirements for performing high-
complexity testing; and

“(11) is within the same corporate organization and having common
ownership by the same parent corporation; or as applicable, is within the
Laboratory Response Network of the Centers for Disease Control and
Prevention.

“SEC. 587K. LABELING REQUIREMENTS.

“(a) IN GENERAL. An in vitro clinical test shall bear or be accompanied by labeling, and a label
as applicable, that meet the requirements set forth in subsections (b) and (c), and any other
requirements established by the Secretary by regulations, unless such test is exempt as specified
in subsection (d) or (e).

39



Provided to the offices of Senator Hatch and Senator Bennet on 8/3/2018

“(b) LABELS. —

“(1) The label of an in vitro clinical test shall meet the requirements set forth in paragraph
(2), except this requirement shall not apply to an in vitro clinical test that consists solely
of a test protocol, or that is designed, manufactured, and used solely within a single
laboratory certified by the Secretary under section 263a of title 42 that meets the
requirements for performing high-complexity testing.

“(2) The label of an in vitro clinical test shall state the name and place of business of its
developer and meet the requirements set forth in section 809.10(a) of title 21 of the Code
of Federal Regulations, or any successor regulation. The Secretary shall amend such
regulation, as necessary, to ensure its applicability to in vitro clinical tests. Until such
amendment takes effect, such regulations shall be interpreted to apply to in vitro clinical
tests.

“(c) LABELING. —

“(1) Labeling accompanying an in vitro clinical test, including labeling in the form of a
package insert, standalone laboratory reference document, or other similar document except
the labeling specified in paragraph (2), shall include adequate directions for use and shall meet
the requirements set forth in section 809.10(b) and (g) of title 21 of the Code of Federal
Regulations, or any successor regulation, except as provided in subsection (d). Labeling in the
form of a package insert shall also include the information in subparagraphs (2)(A) through
(C). The Secretary shall amend such regulation, as necessary, to ensure its applicability to in
vitro clinical tests. Until such amendment takes effect, such regulation shall be interpreted to
apply to in vitro clinical tests.

“(2) Labeling accompanying an in vitro clinical test that is in the form of a test report template
or ordering information shall include

“(A) The test notification number that was provided to the developer at the time
of notification;

“(B) Instructions for how and where to report an adverse event under section
[Adverse Events], such as “Please report adverse events related to this test to the
FDA at X.”; and

“(C) Instructions for how and where to access the performance summary data
displayed in the notification database for the test.

(D)The intended use of the in vitro clinical test;
(E) Any warnings,

(F) Contraindications, and

(G) Limitations.

“(3) Labeling for an in vitro clinical test [used for] immunohematology testing shall meet
the following additional requirements set forth in part 660 of the Code of Federal
Regulations (or any successor regulation), as they appear on the date of enactment of this
subchapter if to the extent such test fell within the scope of such regulations immediately
prior to such date of enactment:
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(A) Section 660.28 (a)(1)(i); (2)(1)(ii))(A) and (F); (a)(2)(i) and (xiv); and (a)(4);
(B) Section 660.35 (a)(1)(ii); (a)(2) - (4); (a)(6) - (9); and
(C) Section 660.55 (a)(1)(i); (a)(2)(ii)(A) and (H).

The Secretary shall amend such regulations, as necessary, to ensure their applicability to
in vitro clinical tests. Until such amendment takes effect, such regulations shall be
interpreted to apply to in vitro clinical tests.

“(d) EXEMPTIONS AND ALTERNATIVE REQUIREMENTS.

“(2) For an in vitro clinical test that is designed, manufactured, and used solely within a
single high complexity laboratory certified by the Secretary under section 353353 of the
Public Health Service Act, and owned and operated by the developer of such in vitro
clinical test, the requirement in section 809.10(b) of title 21 of the Code of Federal
Regulations that the labeling “state in one place” all of the required information may be
satisfied by the laboratory posting such required information on its website or in multiple
documents, if such documents are maintained and accessible in one place.

“(2) The labeling for a test platform, when such platform is not committed to specific
diagnostic procedures or systems, is not required to bear the information indicated in
paragraphs (3), (4), (5), (7), (8), (9), (10), (11), (12), and (13) of section 809.10(b) of title
21 of the Code of Federal Regulations, as it appears on the date of enactment of this
subchapter and amended thereafter.

“(3) For purposes of compliance with subsection (c)(1), the labeling for a reagent
intended for use as a replacement in a diagnostic system may be limited to that
information necessary to identify the reagent adequately and to describe its proper use in
the system.

“(4) LAB RESEARCH OR INVESTIGATIONAL USE. A shipment or other delivery of an in
vitro diagnostic test shall be exempt from the requirements of subsection (b) and (c)(1)
and from any standard promulgated under part 861 of title 21 of the Code of Federal
Regulations, or any successor regulation, provided that the conditions set forth in
809.10(c) of such title, as it appears on the date of enactment of this subchapter and
amended thereafter are met. The Secretary shall amend such regulations, as necessary, to
ensure their applicability to in vitro clinical tests. Until such amendment takes effect,
such regulations shall be interpreted to apply to in vitro clinical tests.

“(5) GENERAL PURPOSE LABORATORY REAGENTS. The labeling of general purpose
laboratory reagents, such as hydrochloric acid, whose uses are generally known by
persons trained in their use need not bear the directions for use required by subsection (b)
and subsection (c)(1).

“(6) ANALYTE SPECIFIC REAGENTS. The labeling of analyte specific reagents, such as
monoclonal antibodies, deoxyribonucleic acid (DNA) probes, viral antigens, ligands and
other similar items, shall bear the information set forth in 21 C.F.R. 809.10(e)(1) through
(2) as it appears on the date of enactment of this subchapter and amended thereafter and
shall bear the following statement - “This product is intended solely for further
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development of an in vitro clinical test and is exempt from most FDA regulation. This
product must be evaluated by the in vitro clinical test developer in accordance with
supplier controls if it is used with or in the development of an in vitro clinical test.”. If
the labeling of an analyte specific reagent bears the information set forth in this
paragraph, it need not bear the information required by subsection (c)(1).

“(7) The labeling for over-the-counter (OTC) test sample collection systems for drugs of
abuse testing shall bear the name and place of business of the developer and the
information specified in 21 C.F.R. 809.10(f) as it appears on the date of enactment of this
subchapter and amended thereafter, in language appropriate for the intended users. If the
labeling of such OTC test sample collection system bears the information set forth in this
paragraph (4)(G), it need not bear the information required by subsection (c)(1).

*(8) The labeling for an in vitro clinical test approved under [subsection (d) of priority
review/provisional approval section], until approved under [subsection (e) of that
section], or approved under [subsection (e) of premarket review], until approved under
that section, shall bear a statement that the test is “provisionally approved with
confirmatory postmarket obligations.”

“(e) TESTS IN THE STRATEGIC NATIONAL STOCKPILE.

“(1) The Secretary may grant an exception or alternative to any provision listed in this
section, unless explicitly required by a statutory provision outside this section, for
specified lots, batches, or other units of an in vitro clinical test, if the Secretary
determines that compliance with such labeling requirement could adversely affect the
safety, effectiveness, or availability of such products that are or will be included in the
Strategic National Stockpile.

“(2) The Secretary may issue regulations amending section 809.11 of title 21 of the Code
of Federal Regulations or any successor regulation to apply in full or in part to in vitro
clinical tests and in vitro clinical test developers.

“(f) The Secretary may, in collaboration with developers, issue guidance on standardized,
general content and format for in vitro clinical test labeling to help ensure compliance with
applicable requirements in this subsection.”

“SEC. 587L. ADVERSE EVENT REPORTING.
“(a) APPLICABILITY.

(1) Each in vitro clinical test developer shall establish, maintain, and implement a
system for reporting adverse events in accordance with subsection (b), except as provided
in section [applicability].
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“(2) The Secretary shall amend part 803 of Title 21 of the Code of Federal Regulations
(or any successor regulations) to apply to in vitro clinical tests. Until such amendment
takes effect, such part shall be interpreted to apply to in vitro clinical tests.

“(3) The Secretary may by regulation require reporting of such other adverse event
experiences as determined by the Secretary to be necessary to be reported to assure the
analytical and clinical validity of in vitro clinical tests, and in addition, the safety of
articles for taking or deriving specimens from the human body.

“(b) ADVERSE EVENT REPORTING REQUIREMENTS.

“(1) Each in vitro clinical test developer shall report to the Secretary whenever the
developer receives or otherwise becomes aware of information that reasonably suggests
that one of its in vitro clinical tests—

“(A) may have caused or contributed to a death or serious injury, or

“(B) has malfunctioned and the in vitro clinical test, or a similar in vitro clinical
test developed or marketed by the in vitro clinical test developer, would be likely
to cause or contribute to a death or serious injury if the malfunction were to recur,
and

“(C) such adverse event cannot be directly attributed to laboratory error.
*(2) For purposes of this section, the term “serious injury” shall mean—

“(A) a critical delay in diagnosis or causing the absence, delay, or discontinuation
of appropriate medical treatment; or

“(B) an injury that—
“(i) is life threatening,

“(ii) results in permanent impairment of a body function or permanent damage
to a body structure, or

“(iii) necessitates medical or surgical intervention to preclude permanent
impairment of a body function or permanent damage to a body structure.

*“(3) Reports required under this section shall be submitted as follows:

“(A) An individual adverse event reports shall be submitted for the following
events not later than—

“(1) 5 calendar days after an in vitro clinical test developer receives or
otherwise becomes aware of information that reasonably suggests the adverse
event involves a patient death; or

“(ii) 5 calendar days after an in vitro clinical test developer receives or
otherwise becomes aware of information that reasonably suggests the event
presents an imminent threat to public health.

“(B) Quarterly reports shall be submitted for all other adverse events and no later
than the end of the quarter following the quarter in which the adverse event
information was received by the in vitro clinical test developer.
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[1“SEC.587M. CORRECTIONS AND REMOVALS
“(a) APPLICABILITY.

“(1) The Secretary shall amend part 806 of Title 21 of the Code of Federal Regulations
(or any successor regulations) to apply to in vitro clinical tests. Until such amendment
takes effect, such part shall be interpreted to apply to in vitro clinical tests.

“(2) The Secretary may by regulation require reporting of such corrections and removals
as determined by the Secretary to be necessary to be reported to assure the analytical and
clinical validity of in vitro clinical tests, and in addition, the safety of articles for taking
or deriving specimens from the human body.

“(b) Reports of Removals and Corrections

(1) Each in vitro clinical test developer or importer shall report to the Secretary any
correction or removal of an in vitro clinical test undertaken by such developer or importer
if the removal or correction was undertaken —

(A)  To reduce the risk to health posed by the in vitro clinical test, or

(B)  To remedy a violation of this Act caused by the in vitro clinical test which
may present a risk to health.

(2) The developer or importer shall submit any report required under this subsection to the
Secretary within 10 business days of initiating such correction or removal.

(3) A developer or importer of an in vitro clinical test who undertakes a correction or
removal of an IVCT which is not required to be reported under this subsection shall keep
a record of such correction or removal.

(4) For purposes of this section, the terms “correction” and “removal” do not include routine
servicing.

“SEC. 587N. RESTRICTED IN VITRO CLINICAL TESTS.
“(a) APPLICABILITY.

“(1) IN GENERAL - The Secretary, in issuing an approval, provisional approval, or
precertification under sections [587_, , or _] of an in vitro clinical test of a category
described in paragraph (3) may require that such test be restricted to sale, distribution, or
use upon such conditions as the Secretary may prescribe under paragraph (2).

“(2) CONDITIONS PRESCRIBED BY THE SECRETARY - The conditions prescribed
by the Secretary under this paragraph, with respect to an in vitro clinical test described in
paragraph (3), are those conditions which the Secretary determines due to the potentiality
for harmful effect of such test (including any resulting absence, delay, or discontinuation
of appropriate medical treatment), are necessary to assure the analytical or clinical
validity of the test, or the safety of an article for taking or deriving specimens from the
human body.
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“(3) IN VITRO CLINICAL TESTS SUBJECT TO RESTRICTIONS - The restrictions
authorized under this section may be applied by the Secretary to any high-risk in vitro
clinical test, prescription home-use in vitro clinical test, direct-to-consumer in vitro
clinical test, or over-the-counter in vitro clinical test.

“(4) PROMULGATION OF REGULATIONS.—In addition to imposing restrictions
under paragraph (1), the Secretary may promulgate regulations restricting the sale,
distribution, or use of any in vitro clinical test described in paragraph (3), based on such
conditions as may be prescribed by the Secretary under paragraph (2) with respect to such
test.

“(b) LABELING AND ADVERTISING OF A RESTRICTED IN VITRO CLINICAL TEST.

“(1) The label, labeling, and advertising of an= in vitro clinical test to which restrictions
apply under subsection (a) shall bear such appropriate statements of the restrictions as the
Secretary may prescribe in the approval, provisional approval, precertification, or
regulation, as applicable.

“(2) Except in extraordinary circumstances, the Secretary shall not require prior approval
of the content of any advertisement, and no advertisement of a restricted in vitro clinical
test, published after the effective date of this section shall, with respect to the matters
specified in this section 587[ ] or in orders or regulations issued hereunder, be subject to
the provisions of sections 12 through 15 of the Federal Trade Commission Act (15 U.S.C.
8852-55). This subparagraph shall not be applicable to any printed matter which the
Secretary determines to be labeling as defined in section 201(m).

“(c) An in vitro clinical test that was offered, sold, or distributed as a restricted device prior to
the enactment date of this [subchapter/bill name] shall continue to comply with the applicable
restrictions imposed under section 515 or section 520(e) until the effective date of restrictions
issued under subsection (a).

“SEC. 5870. APPEALS. [placeholder]

“SEC. 587P. ACCREDITED PERSONS.
“(a) IN GENERAL.
“(1) REVIEW OF APPLICATIONS.

“(A) The Secretary may accredit persons for the purpose of reviewing
applications for precertification and applications for premarket approval of an in
vitro clinical test, and making recommendations to the Secretary with respect to
such applications, subject to the requirements of this section.
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“(B) The Secretary shall issue guidance on the factors that the Secretary will use
in determining whether a test group or a scope of precertification is eligible for
review by an accredited person.

“(C) In making a recommendation to the Secretary under this paragraph, an
accredited person shall notify the Secretary in writing of the reasons for the
recommendation concerning the application.

“(D) Not later than 90 days after the date on which the Secretary is notified of a
recommendation under subparagraph (C) by an accredited person with respect to
an application, the Secretary shall make a determination with respect to such
application.

“(2) INSPECTIONS.

“(A) The Secretary may accredit persons for the purpose of conducting
inspections under section 704 of in vitro clinical test developers and other persons
required to register pursuant to section xxx, subject to the requirements of this
section.

“(B) The Secretary shall issue guidance on the factors that the Secretary will use
in determining whether an in vitro clinical test developer or other registered
person is eligible for inspection by an accredited person.

“(C) Persons accredited to conduct inspections, when conducting such
inspections, shall record in writing their specific observations and shall present
their observations to the establishment’s designated representative. Additionally,
such accredited person shall prepare and submit to the Secretary an inspection
report in a form and manner designated by the Secretary for conducting
inspections, taking into consideration the goals of international harmonization of
quality systems standards. Any official classification of the inspection shall be
determined by the Secretary.

“(D) Any statement or representation made by an employee or agent of an
establishment to a person accredited to conduct inspections shall be subject to
section 1001 of title 18, United States Code.

“(E) Nothing in this section affects the authority of the Secretary to inspect any in
vitro clinical test developer or other person registered under section XXX ..

“(b) ACCREDITATION.
(1) ACCREDITATION PROGRAM.

“(A) The Secretary may provide for accreditation of persons to perform the duties
specified under subsection (a) for some or all eligible in vitro clinical tests
through programs administered by the Food and Drug Administration, by other
non-Federal government agencies, or by qualified nongovernment organizations.

“(B) The Secretary shall issue guidance on the criteria that the Secretary will use
to accredit or deny accreditation to a person who requests to perform any of the
duties specified under subsection (a).
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“(C) The Secretary shall not accredit or maintain accreditation for a person unless
such person meets the minimum qualifications required under subsection (c).

“(D) The Secretary shall publish on the website of the Food and Drug
Administration a list of persons who are accredited under this section. Such list
shall be updated on at least a monthly basis. The list shall specify the particular
activity or activities under this section for which the person is accredited.

“(2) ACCREDITATION PROCESS.

“(A) The Secretary shall issue guidance specifying the process for submitting a
request for accreditation and reaccreditation under this section, including the form
and content of information to be submitted in such a request.

“(B) The Secretary shall respond to a request for accreditation or reaccreditation
within 90 days of the receipt of the request. The Secretary’s response may be to
accredit or reaccredit the person, to deny accreditation, or to request additional
information in support of the request.

“(C) The accreditation of a person shall specify the particular activity or activities
under subsection (a) for which such person is accredited, including if the activity
is limited to certain eligible in vitro clinical tests.

“(D) The Secretary may audit the performance of persons accredited under this
section for purposes of assuring that they continue to meet the published criteria
for accreditation, and may modify the scope or particular activities for which a
person is accredited if the Secretary determines that such person fails to meet one
or more criteria for accreditation.

“(E) The Secretary may suspend or withdraw accreditation of any person
accredited under this section, after providing notice and an opportunity for an
informal hearing, when such person is substantially not in compliance with the
requirements of this section or the published criteria for accreditation, or poses a
threat to public health, or fails to act in a manner that is consistent with the
purposes of this section.

(F) Accredited persons must be reaccredited at least every 2 years.
“(c) QUALIFICATIONS OF ACCREDITED PERSONS.
(1) An accredited person shall, at a minimum, meet the following requirements:
“(A) Such person may not be an employee of the Federal Government;

“(B) Such person shall not engage in the development of in vitro clinical tests and
shall not be a person required to register under section XXX;

*(C) Such person shall not be owned or controlled by, and shall have no
organizational, material or financial affiliation with, an in vitro clinical test
developer or other person required to register under section XXX;

“(D) Such person shall be a legally constituted entity permitted to conduct the
activities for which it seeks accreditation;
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“(E) The operations of such person shall be in accordance with generally accepted
professional and ethical business practices; and

“(F) Such person shall include in its request for accreditation a commitment to, at
the time of accreditation and at any time it is performing activities pursuant to this
section—

“(i) certify that the information reported to the Secretary accurately reflects
the data or operations reviewed,;

“(ii) limit work to that for which competence and capacity are available;

“(iii) treat information received or learned, records, reports, and
recommendations as proprietary information of the person submitting such
information; and

“(iv) in conducting the activities for which the person is accredited in respect
to a particular in vitro clinical test, protect against the use of any employee or
consultant who has a financial conflict of interest regarding that in vitro
clinical test.

“(2) The Secretary may waive any requirements in subparagraphs (1)(A), (1)(B), or (1)(C)
upon making a determination that such person has implemented other appropriate controls
sufficient to ensure a competent and impartial review.”

“(d) COMPENSATION OF ACCREDITED PERSONS.

(1) Compensation of an accredited person who reviews an application for
precertification or an application for premarket approval shall be determined by
agreement between the accredited person and the person who engages the services of the
accredited person, and shall be paid by the person who engages such services.

*(2) Compensation of an accredited person who is conducting an inspection under section
704 shall be determined by agreement between the accredited person and the person who
engages the services of the accredited person, and shall be paid by the person who
engages such services.

“(e) CoOPERATIVE AGREEMENTS. The Secretary is authorized to enter into cooperative
arrangements with officials of foreign countries to ensure that adequate and effective means are
available for purposes of determining, from time to time, whether in vitro clinical tests intended
for use in the United States by a person whose facility is located outside the United States shall
be refused admission on any of the grounds set forth in section 801(a).

“SEC. 587Q. STANDARDS. [placeholder]

[placeholder for section authorizing FDA utilization of certain standards developed by non-
governmental organizations in the review process]

“SEC. 587R. INVESTIGATIONAL USE

“(a) IN GENERAL. — Except as provided in subsection (c), an in vitro clinical test for
investigational use shall be exempt from the requirements of this subchapter other than [sections
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on appeals, preemption and applicability of FD&C Act].

“(b) The Secretary shall amend part 812 of Title 21 of the Code of Federal Regulations, or
successor regulations, to apply as the Secretary deems appropriate to in vitro clinical tests and to
implement the requirements in subsection (¢). The Secretary shall amend parts 50, 54, and 560f
Title 21 of the Code of Federal Regulations, or successor regulations, to apply as the Secretary
deems appropriate to in vitro clinical tests. Until each such amendment takes effect, each such
regulation shall be interpreted to apply to in vitro clinical tests.

“(c) APPLICATION FOR AN EXEMPTION.—
“(1) IN GENERAL.—

“(A)In the case of an in vitro clinical test the investigational use of which poses a
significant risk, a sponsor of an investigation of such a test seeking an
investigational use exemption shall submit to the Secretary an investigational use
application with respect to the test in accordance with paragraphs (2) and (3). For
purposes of this subparagraph, the term ‘significant risk’ means that the
investigational use of the test—

“(i) is for a use of substantial importance in performing the activities
described in section (ss)(1)(A) or otherwise preventing impairment of human
health and presents a potential for serious risk to the health, safety, or welfare
of an in vitro clinical test subject; or

“(ii) otherwise presents a potential for serious risk to the health, safety or
welfare of a human subject of the in vitro clinical test.

“(B) In the case of an in vitro clinical test, the investigational use of which does
not pose a significant risk—

“(i) the sponsor of such investigation shall comply with—

“(I) the requirements specified in paragraphs (3)(A), (3)(B), and (5)(A)(iii);
and

“(11) such other requirements as the Secretary may determine to be
necessary for the protection of the public health and safety, including the
monitoring of investigations conducted with such test, the establishment and
maintenance of records, or the submission to the Secretary of reports of data
obtained as a result of the investigational use of the in vitro clinical test
during the period covered by the exemption; and

“(ii) the sponsor may rely on any exception or exemption identified in
paragraph (5)(B) or as established by the Secretary in regulations issued under
subsection (b).b

“(2) APPLICATION CONTENTS.— An investigational use application shall be submitted in
such time and manner and contain such information as the Secretary may require in
regulation, and shall include assurances to the satisfaction of the Secretary that the sponsor
involved shall, with respect to the in vitro clinical test that is the subject of the application—

“(A) establish and maintain any records relevant to such in vitro clinical test; and
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“(B) submit to the Secretary reports of data obtained as a result of the
investigational use of the in vitro clinical test during the period covered by the
exemption that the Secretary reasonably determines will enable the Secretary—

“(i) to ensure compliance with the conditions for approval specified in
paragraph (3);

“(ii) to review the progress of the investigation involved; and
“(iii) to evaluate the analytical validity and clinical validity of such test.

“(3) CONDITIONS OF APPROVAL.—AN investigational use application with respect to an in
vitro clinical test shall only be approved if each of the following conditions is met—

“(A) The Secretary finds that the risks to the subjects of the in vitro clinical test
are outweighed by the anticipated benefits to the subjects and the importance of
the knowledge to be gained, informed consent is adequate or waived, the
investigation is scientifically sound, and there is no reason to believe that the in
vitro clinical test as used is ineffective;

“(B) The proposed labeling for the in vitro clinical test involved clearly and
conspicuously states ‘For investigational use’; and

“(C) the sponsor submitting such application complies with the requirements of
this section and such other requirements as the Secretary determines to be
necessary for the protection of the public health and safety and requires in
regulation.

“(4) COORDINATION WITH INVESTIGATIONAL NEW DRUG APPLICATIONS.—AnNY
requirement for the submission of a report to the Secretary pursuant to an investigational
new drug application involving an in vitro clinical test shall supersede the reporting
requirement in paragraph (2)(B), but only to the extent the requirement with respect to the
investigational new drug application is duplicative of the reporting requirement under such
paragraph.

“(5) INVESTIGATION PLAN REQUIREMENTS.—

“(A) IN GENERAL.—With respect to a plan submitted under paragraph (3)(B), the
sponsor submitting such plan shall—

“(i) in the case of such a plan submitted to an institutional review committee,
promptly notify the Secretary of the approval or the suspension or termination
of the approval of such plan by an institutional review committee;

“(ii) in the case of an in vitro clinical test to be distributed or otherwise made
available to investigators for clinical testing, obtain, and submit to the
Secretary, signed agreements from each of the individuals carrying out the
investigation that is the subject of such plan that—

“(I) any testing under such plan involving human subjects will be under the
supervision of such individual;

“(11) any testing under such plan will be conducted in compliance with the
investigational plan and applicable regulations;
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“(11) the individual will ensure that informed consent is obtained from each
such human subject, except in cases specifically exempted pursuant to this
section; and

“(1V) the individual will comply with additional investigator obligations as
set forth in the final rule issued pursuant to subsection (b); and

“(iii) submit an assurance to the Secretary that informed consent will be
obtained from each human subject (or the representative of such subject) of
proposed clinical testing involving such in vitro clinical test, except in the
following cases, for which informed consent is not required, subject to such
other conditions as the Secretary may prescribe—

“(I) the proposed clinical testing poses no more than minimal risk to the
human subject and includes appropriate safeguards to protect the rights,
safety, and welfare of the human subject; or

“(I1) the investigator conducting or supervising the proposed clinical testing
determines (subject to subparagraph (B)(ii), with the concurrence of a
licensed physician who is not involved in the testing of the human subject)
in writing that—

“(aa) there exists a life-threatening situation involving the human subject
of such testing which necessitates the use of such in vitro clinical test;

“(bb) it is not feasible to obtain informed consent from the subject; and

“(cc) there is not sufficient time to obtain such consent from a
representative of such subject.

“(B) EXCEPTIONS.—

“(i) SIGNED AGREEMENTS NOT REQUIRED.—Subparagraph (A)(iii) shall not
apply to the distribution of or other arrangements by a sponsor to make
available an in vitro clinical test to an investigator that is employed by the
sponsor.

“(i1) CONCURRENCE OF PHYSICIAN NOT REQUIRED.—The requirement to obtain
the concurrence of a licensed physician or informed consent from the human
subject’s representative with respect to a determination under subparagraph
(A)(iii)(11) shall not apply if—

“(1) immediate use of the in vitro clinical test in the investigation involved
is required to save the life of the human subject; and
“(11) there is not sufficient time to obtain such concurrence.

“(iii) INFORMED CONSENT NOT REQUIRED WITH RESPECT TO CERTAIN
sPECIMENS.— Notwithstanding subparagraph (A)(iii)(I1), the informed
consent of human subjects shall not be required with respect to clinical testing
conducted as part of an investigation, if—

“(I) the clinical testing uses remnants of specimens collected for routine
clinical care or analysis that would have been discarded, leftover specimens
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that were previously collected for other research purposes, or specimens
obtained from specimen repositories;

“(11) the identity of the subject of the specimen is not known to, and may not
readily be ascertained by, the investigator or any other individual associated
with the investigation, including the sponsor;

“(111) any clinical information that accompanies the specimens does not make
the specimen source identifiable to the investigator or any other individual
associated with the investigation, including the sponsor;

“(IV) the individuals caring for the human subjects as patients are different
from, and do not share information about the patient with, the individuals
conducting the investigation; and

“(V) the specimens are provided to the investigators without personally
identifiable information and the supplier of the specimens has established
policies and procedures to prevent the release of personally identifiable
information.

“(6) VARIATION.—The requirements imposed under this subsection with respect to an
investigational use application may vary based on—

“(A) the scope and duration of clinical testing to be conducted under investigation
that is the subject of such application;

*(B) the number of human subjects that are to be involved in such testing;

“(C) the need to permit changes to be made in the in vitro clinical test involved
during testing conducted in accordance with a plan required under paragraph
(3)(B); or

“(D) whether the clinical testing of such in vitro clinical test is for the purpose of
developing data to obtain approval to offer such test.

“(d) REVIEW OF APPLICATIONS.—

“(1) IN GENERAL.—The Secretary may issue an order approving an investigation as
proposed, approving it with conditions or modifications, or disapproving it.

“(2) FAILURE TO ACT.—Unless the Secretary, not later than the date that is 30 calendar
days after the date of the submission of an investigational use application that meets the
requirements of subsection (c)(2), issues an order under subsection (d)(1) and notifies the
sponsor submitting the application, the application shall be treated as approved as of such
date without further action by the Secretary.

“(3) DisapPROVAL.—The Secretary may disapprove an investigational use application
submitted under this subsection if the Secretary determines that the investigation with
respect to which the application is submitted does not conform to the requirements of
subsection (¢)(3). A notification of such disapproval submitted to the sponsor with respect
to such an application shall contain the order of disapproval and a complete statement of the
reasons for the Secretary’s disapproval of the application.

“(e) WITHDRAWAL OF APPROVAL.—
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“(1) IN GENERAL.—The Secretary may, by administrative order, withdraw the approval of
an exemption granted under this subsection with respect to an in vitro clinical test, including
an exemption granted based on the Secretary’s failure to act pursuant to subsection (d)(2), if
the Secretary determines that the test does not meet the applicable conditions under
subsection (c)(3) for such approval.

“(2) OPPORTUNITY TO BE HEARD.—

“(A) IN GENERAL.—Subject to subparagraph (B), an order withdrawing the
approval of an exemption granted under this subsection may be issued only after
the Secretary provides the applicant or sponsor of the test with an opportunity for
an informal hearing.

“(B) ExcepTioON.—AnN order referred to in subparagraph (A) with respect to an
exemption granted under this subsection may be issued on a preliminary basis
before the provision of an opportunity for an informal hearing if the Secretary
determines that the continuation of testing under the exemption will result in an
unreasonable risk to the public health. The Secretary will provide an opportunity
for an informal hearing promptly following any preliminary action under this
subparagraph.

“(f) CHANGES.—

“(1) IN GENERAL.—The amended regulations under subsection (b) shall provide, with
respect to an in vitro clinical test for which an exemption under this subsection is in effect,
procedures and conditions under which the changes to the test are allowed without the
additional approval of an application for an exemption or the approval of a supplement to
such an application. Such regulations shall provide that such a change may be made if—

“(A) the sponsor or applicant determines, on the basis of credible information (as
defined by the Secretary) that the change meets the conditions specified in
paragraph (2); and

“(B) the sponsor or applicant submits to the Secretary, not later than 5 calendar
days after making the change, a notice of the change.

“(2) ConDITIONS.—The conditions specified in this paragraph are that—

“(A) in the case of developmental changes to an in vitro clinical test (including
manufacturing changes), the changes—

“(i) do not constitute a significant change in design or in basic principles of
operation;

“(i1) do not affect the rights, safety, or welfare of the human subjects (if any)
involved in the investigation; and

“(iii) are made in response to information gathered during the course of an
investigation; and

“(B) in the case of changes to clinical protocols applicable to the test, the changes
do not affect—

“(i) the validity of data or information resulting from the completion of an
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approved clinical protocol;

“(ii) the scientific soundness of a plan submitted under subsection (cc)(3)(B);
or

“(iii) the rights, safety, or welfare of the human subjects (if any) involved in
the investigation.

“(g) CLINICAL HOLD.—

“(1) IN GENERAL.—AL any time, the Secretary may impose a clinical hold with respect to
an investigation of an in vitro clinical test if the Secretary makes a determination described
in paragraph (2). The Secretary shall, in imposing such clinical hold, specify the basis for
the clinical hold, including the specific information available to the Secretary which served
as the basis for such clinical hold, and confirm such determination in writing. The applicant
or sponsor may immediately appeal any such determination pursuant to [section XX
appeals].

“(2) DETERMINATION.—For purposes of paragraph (1), a determination described in this
subparagraph with respect to a clinical hold is a determination that—

(A) the in vitro clinical test involved represents an unreasonable risk to the safety
of the persons who are the subjects of the clinical investigation, taking into
account the qualifications of the clinical investigators, information about the in
vitro clinical test, the design of the clinical investigation, the condition for which
the in vitro clinical test is to be investigated, and the health status of the subjects
involved; or

(B) the clinical hold should be issued for such other reasons as the Secretary may
by regulation establish.

(C) Any written request to the Secretary from the sponsor of an investigation that
a clinical hold be removed shall receive a decision, in writing and specifying the
reasons therefor, within 30 days after receipt of such request. Any such request
shall include sufficient information to support the removal of such clinical hold.

“SEC. 587S. EMERGENCY USE AUTHORIZATION.

“An in vitro clinical test may be authorized for use in emergency, and used, held, and developed
for such use, pursuant to Sections 564, 564A, 564B, and 564C.

“SEC. 587T. COLLABORATIVE COMMUNITIES FOR IN VITRO CLINICAL TESTS
“(a) IN GENERAL.--

“(1) The Secretary may initiate, establish and participate in collaborative
communities of public and private participants that may provide recommendations
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and other advice to the Secretary on the development and regulation of in vitro
clinical tests.

“(2) A collaborative community under this section shall have broad representation of
interested private and public-sector stakeholder communities and may include
patients, care partners, academics, healthcare professionals, healthcare systems,
payers, federal and state agencies, international regulatory bodies, industry, or other
interested entities or communities.

“(b) RECOMMENDATIONS.— A collaborative community may make recommendations to the
Secretary on matters including—

“(1) Mitigating measures for in vitro clinical tests;

“(2) Standards development activities and performance standards for in vitro
clinical tests;

“(3) Scientific and clinical evidence to support new claims for in vitro clinical
tests;

“(4) New technologies and methodologies for in vitro clinical tests;
“(5) Stakeholder engagement;

“(6) New approaches and solutions to multifaceted problems involving diverse
stakeholders; and

“(7) Development of effective policies and processes.

“(c) USE BY SECRETARY.-- The Secretary may adopt one or more recommendations
made under subsection (b), or otherwise incorporate the feedback from collaborative
communities, in its application of its authorities under this [subchapter/bill name] to
one or more in vitro clinical tests or a group of in vitro clinical tests, as appropriate.

“(d) TRANSPARENCY - The Secretary shall:

“(1) Publish on the internet website of the Food and Drug Administration matters
for which it is seeking comments or recommendations;

*(2) Maintain a list of Collaborative Communities recognized by the Secretary
and make this list available on the internet website of the Food and Drug
Administration; and

“(3) Post on the internet website of the Food and Drug Administration at least
once every year a report on the recommendations it has adopted from
Collaborative Communities.
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“(e) The Federal Advisory Committee Act in the appendix to title 5 shall not apply to
collaborative communities established and used in accordance with this section.

“SEC. 587U. CTIS. [placeholder]

“SEC. 587V. PREEMPTION. [placeholder]
“SEC. 587W. USER FEES. [placeholder]
“SEC. 4. TRANSITION.

(a) FUNDING. — For the purposes of carrying out this Act, there is authorized to be appropriated
[$X MILLION] for fiscal year X.

(b) IMPLEMENTATION — The amendments made by this Act shall take effect on DATE X, except
that the Secretary is authorized to take such actions, and expend such funds, as the Secretary
deems necessary to prepare for this Act to take effect and to ensure an orderly transition.

(c) APPLICATION OF DEVICE AUTHORITIES TO IN VITRO CLINICAL TESTS UNTIL AND AFTER
EFFECTIVE DATE OF THIS ACT. — EXxcept as provided in subsection (d), for any product or test
that is within the definition of in vitro clinical test as established under the amendments by this
Act, the following authorities shall apply:

(1) Any such product or test that was offered, sold, or distributed prior to the enactment
date of this Act, except for those addressed in paragraph (d), shall continue to comply
with the applicable device provisions of the Federal Food, Drug, and Cosmetic Act and
the Public Health Service Act until the effective date of this Act.

(2) Before any such product or test is first offered, sold, or distributed after the enactment
date but prior to the effective date of this Act, such product or test shall comply with the

applicable device provisions of the Federal Food, Drug, and Cosmetic Act and the Public
Health Service Act, except that a product or test which is the same type of product or test
referenced in subsection (d) shall likewise be subject to the provisions of that subsection.

(3) For any such product or test that has a submission for marketing authorization under
section 515, clearance under section 510(k), authorization under 513(f)(2), approval
under section 520(m), or emergency use authorization under section 564 of the Federal
Food, Drug, and Cosmetic Act or approval under the Public Health Service Act pending
on the effective date of this Act, the Secretary is authorized to review and take action on
such submission after the effective date of this Act according to the statutory provision
under which such submission for marketing authorization was submitted.

(d) APPLICATION OF AUTHORITIES TO GRANDFATHERED AND TRANSITIONAL IN VITRO CLINICAL
TESTS.—

(1) For purposes of this subsection, a Transitional In Vitro Clinical Test is an in vitro
clinical test that was developed by a laboratory certified by the Secretary under section
263a of title 42 of the United States Code that meets the requirements for performing
high-complexity testing for use only within that certified laboratory and that does not
have an approval under section 515, a clearance under section 510(k), an authorization
under 513(f)(2), an approval under section 520(m), or an emergency use authorization
under section 564 of the Federal Food, Drug, and Cosmetic Act or an approved
application under the Public Health Service Act, and is first offered for clinical use in the
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period that is within the 90 days preceding the enactment date and up to the effective date
of this Act.

(2) Aninvitro clinical test that was first offered for clinical use prior to the enactment
date of this Act and that meets the criteria for a grandfathered test as set forth in section
587A(c)(2) of the Federal Food, Drug, and Cosmetic Act as added by this Act may
continue to be offered for clinical use until the effective date of this Act, except that the
Secretary of Health and Human Services retains authority to enforce the device
provisions of the Federal Food, Drug, and Cosmetic Act and the Public Health Service
Act for any specific product or test or any type of product or test as the Secretary
determines necessary to protect the public from a serious risk to health. Such in vitro
clinical test shall be subject to the applicable provisions of this Act as of the effective
date of this Act.

(3) A transitional in vitro clinical test may continue to be offered for clinical use until the
effective date of this Act, except that the Secretary of Health and Human Services retains
authority to enforce the device provisions of the Federal Food, Drug, and Cosmetic Act
and the Public Health Service Act for any specific product or test or any type of product
or test as the Secretary determines necessary to protect the public from a serious risk to
health. Such in vitro clinical test shall be subject to the provisions of this Act as of the
effective date of this Act.

(4) A transitional in vitro clinical test under paragraph (1) that is the subject of an
application for premarket review or precertification that is submitted on the effective date
or within [ ] days of the effective date of this Act may continue to be offered, sold, or
distributed until completion of the Secretary’s review of the premarket application or
precertification application.

(e) CONVERSION.—

(1) Any in vitro clinical test as defined by [definitions section] with a premarket
approval, a clearance under section 510(k), an authorized de novo under section 513(f),
or a BLA under the Public Health Service Act is deemed to have an approved application
under section [premarket review] after the effective date of this Act.

(2) Any in vitro clinical test that has an approved investigational device exemption under
section 520(qg) is deemed to have an approved investigational use under section 587Q
after the effective date of this Act.

() PLATFORMS.— A test platform that was purchased prior to the enactment date of this Act and
was not cleared, authorized, or approved by the Food and Drug Administration at the time of
purchase may continue to be used by the purchaser to develop and introduce into interstate
commerce an in vitro clinical test during the period up to five years after the enactment date of
this Act. Beginning five years after the enactment date of this Act, any new in vitro clinical test
that is developed and introduced into interstate commerce in accordance must be based on a test
platform that complies with the requirements of this Act.

(9) These transition provisions apply notwithstanding the provisions of Section 587A(a)(1)(C).
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“SEC. 5. GENERAL APPLICABILITY. The Federal Food, Drug, and Cosmetic Act (21
U.S.C. § 301 et seq.) is amended—

[Placeholder for provision which includes IVCTs in all the necessary violative, adulteration,
misbranding and other relevant sections of the FDCA and PHSA (e.qg., section 319F-3, etc.), or
new language for these sections where necessary].

“SEC. 6. ANTIMICROBIAL SUSCEPTIBILITY TESTS.

_*(a) Section 511A of the Federal Food, Drug, and Cosmetic Act (21 U.S.C. § 360a-2) is
amended—

(1) by inserting in subparagraph (a)(1)(C) after the words “section 515 the words “clear,
approve, or exempt under [Subchapter J ref. 587A sections] and before “antimicrobial
susceptibility...” and

(2) By replacing “testing devices” with “tests.”

(3) by inserting “or in vitro clinical test” after “device” in both instances in (c)(5)

(4) by inserting “in vitro clinical tests” after “susceptibility” in (e)

(5) by striking “and” in (e), inserting “and” after “515” and then inserting [reference to in
vitro clinical test IPA approval provision]

(6) by replacing “device” with “in vitro clinical test” in each occurrence in (e)

(7) by striking (e)(2)(C) and replacing with “(C) The antimicrobial susceptibility test in
vitro clinical test meets all other requirements to be approved under [insert ref. to in
vitro clinical test IPA provision] or exempted from premarket review under [add ref to
applicable precert provision] of this title.”

(8) by striking (f)(1) and replacing it with “The term “antimicrobial susceptibility test in
vitro clinical test” means an in vitro clinical test that utilizes susceptibility test
interpretive criteria to determine and report the in vitro susceptibility of certain
microorganisms to a drug (or drugs).”

(9) by striking (g)(2) and replacing it with “with respect to approving in vitro clinical tests
under section [add ref. to in vitro clinical test IPA approval provision] or exempting in
vitro clinical tests from premarket review under [add ref to applicable precert section] of
this title — *

(10) by replacing “device” with “in vitro clinical test” and “antimicrobial susceptibility
testing device” with “antimicrobial susceptibility in vitro clinical test” in (g)(2)(A).

“SEC. 7. COMBINATION PRODUCTS.

(a) Section 503(g) of the Federal Food, Drug, and Cosmetic Act (21 U.S.C. 353(Q)) is
amended—

(1) in subparagraph (1)(A) by inserting “except for a combination product constituted of a
device and an in vitro clinical test,” after “agency center,” and by inserting “in vitro
clinical test” before “or biological product.”

(2) in subparagraph (1)(D) by inserting “except for a combination product constituted of a
device and an in vitro clinical test. For other combination products,” before “if the
Secretary...”

(3) in subparagraph (1)(D)(ii) by inserting “or in vitro clinical test” after “device” and “and
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in vitro clinical tests” before “shall”

(4) in subparagraph (3) by adding [reference to the relevant standard for in vitro clinical
tests] before “for the approved constituent part...”

(5) in subparagraphs (4)(A), 4(B), and 5(A), by adding “[cites to in vitro clinical test IPA
provision]” to the list of [sections]

(6) in subparagraph (7) by adding “[reference to the relevant standard for in vitro clinical
tests]” after “substantial equivalence”

(7) in subparagraph (8) by adding “This paragraph shall not apply to a combination product
constituted of a device and an in vitro clinical test”

(8) in subparagraph (9)(C)(i) by striking “or” before “520(g) and adding “or [cite to IPA
approval provision]” at the end

(9) in subparagraph (9)(D) by striking “or”” before “520” and adding “or [cite to in vitro
clinical test IPA provision]” before “of this Act...”

(b) Section 563 of the Federal Food, Drug, and Cosmetic Act (21 U.S.C. 360bbb-2) is amended --

(1) in subsection (a) by inserting “in vitro clinical test,” after “device,” and by inserting “,
except for a combination product constituted of a device and an in vitro clinical test,”
before “respecting the component...”

(2) in subsection (b) by inserting “except for a combination product constituted of a device
and an in vitro clinical test” before “the component of the...”

(3) in subsection (c) by inserting “except for a combination product constituted of a device
and an in vitro clinical test” before “the component of the...”

“SEC. 8. LIST OF ADULTERATION, MISBRANDING, AND PROHIBITED
ACTS/GENERAL ENFORCEMENT PROVISIONS [placeholder]
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BLOCKCHAIN FOR BUSINESS

Organizations across every sector and of every size and com-
plexity are being told that blockchain technology will revo-
lutionize their business—both for better (by reducing costs/
transaction times or increasing security) and for worse (by dis-
rupting or even extinguishing entire business lines that can be

replaced by this new technology).

In August 2016, the advisory firm Gartner suggested that
blockchain technologies had reached “the Peak of Inflated
Expectations” in its respected Hype Cycle for emerging
technologies. By August 2018, blockchain technologies had
transitioned into “the Trough of Disillusionment,” meaning that
initial interest has waned as some implementations fail to
deliver promised efficiencies. However, the technology is now
expected to reach maturity in as a little as five to 10 years. At
the same time, blockchain implementations are already being
used to conduct everyday business and in certain areas are

delivering significant market changes in process.

The great strength of blockchain technology is its flexibility
and adaptability to a range of business uses. However, this
flexibility also presents a significant challenge to any organi-

zation wanting to implement the technology for the first time.
Key issues to consider are:
+  The overall design and control of the system;

+ Potential liability for use (or misuse) of the data con-

tained on it;

CREATES
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+  The consequences that flow from being able to track data

and transactions on an immutable, near—real time basis.

There are other challenges—not least, how to integrate block-
chain ledgers into existing systems and manage data transfer

between those systems in compliance with law and regulation.

As the level of interest in blockchain technology grows, Jones
Day’s group of involved lawyers has prepared this White
Paper, “Blockchain for Business.” We consider common use
cases for different business sectors and focus on the basic
legal issues relevant to adoption of blockchain technologies
in the United States, United Kingdom, France, Germany, Italy,
the Netherlands, Spain, the People’s Republic of China, Hong
Kong, Singapore, Japan, and Australia. We also discuss the
underlying technology and explain why so many organizations

are looking to test and adopt blockchain in their daily business.

WHAT IS BLOCKCHAIN TECHNOLOGY?

Blockchain is a technology for storing, tracking and process-
ing information.! At its simplest, a blockchain is a digital data-

base of transactions.

As represented in the diagram below, each transaction is
stored in a block of data that is securely linked to the blocks
containing previous and subsequent transactions (hence
“pblockchain”). The secure link between blocks makes it simple
to track and audit the validity of the data, making blockchains

much more difficult to hack or falsify.
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CREATES
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1 The technology is interchangeably referred to as blockchain, block chain, shared ledger technology, distributed ledger technology, and DLT.

We use “blockchain” in this White Paper.
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Blockchain technology is also capable of running “smart con-
tracts.” A smart contract is a piece of computer code using
standard prewritten logic (e.g., if that happens, then this is the
outcome). When a smart contract is stored on a blockchain, it
can be made self-executing and self-enforcing. In other words,
when the if condition in the smart contract is fulfilled, the then
this transaction outcome is automatically put into place by
the blockchain, without the need for any human intervention

or approval.

We discuss the technology behind blockchain, including smart

contracts, in the Appendix to this White Paper.

COMMON USE CASES FOR BLOCKCHAIN
TECHNOLOGY

There is a wide range of possible uses for blockchain, particu-
larly in relation to financial transactions. We highlight some
common implementations in use or in development across a

range of sectors.

Banks and Financial Institutions

The majority of the early discussion on blockchain imple-
mentations focused on banking and financial services—both
because the technology has the ability to significantly disrupt
the way that existing financial transactions are carried out, and
also because it would allow banks to carry out current transac-

tions more quickly and efficiently.

At the same time, banking and financial services are highly
regulated industries, requiring potential users of block-
chain technologies to manage the risks carefully, as well as
undertake significant engagement with regulators as part of

implementation.

Trading, Clearing, and Settlement. In the near term, the most
active use case for blockchain technology in banking will be in
trading, clearing, and settlement—i.e., the process of turning
an executed transaction into value by transferring an asset in
exchange for payment by a settlement date. Currently, clear-
ing and settlement across a range of financial assets requires
intermediary organizations that take on the role of processing
and reconciling instructions and orders between transacting

parties. Trade settlement is often done on a T+2, T+3 or T+5
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basis, meaning that the buyer and seller are exposed to the

risk of a significant market change in that 2, 3 or 5 day period.

Blockchain technologies offer the possibility of quicker and
cheaper clearing and settlement using the traditional infra-
structure, but have also brought a host of new market par-
ticipants which offer settlement of transactions without using

traditional intermediaries.

The use of blockchain technology for trading, clearing, and
settlement has steadily gained traction. In December 2017, the
Australian Securities Exchange announced that it was replac-
ing its clearing and settlement system, “Chess,” with a block-
chain-based system developed by Digital Asset Holdings. The
target go-live date is currently set between March and April
2021. Likewise, the Canadian Securities Exchange announced
in February 2018 plans to apply for regulatory recognition of
a new clearinghouse system that is based on blockchain that
will enable securities to be traded, cleared, and settled in

real—time.

Potential Advantages of Blockchain: Quicker transaction times,
reduced third-party costs, reduced collateral obligations on
participants, reduced risk of information inconsistency/need

for reconciliation between parties.

Loan Origination and Securitization. Efforts are also under-
way to apply blockchain technology to loan origination and
securitization. The current process involves multiple mar-
ket participants with extensive manual inputs. Originators,
sponsors/issuers, servicers, rating agencies, trustees, inves-
tors, and regulators evaluate and track data and create vari-
ous models that result in significant duplication of work and
gaps that could create commercial and legal risks. In addition,
originators could open their portfolios for investors to meet
their risk appetite or to combine claims from different origina-
tors according to their risk profiles. The Structured Finance
Industry Group and Chamber of Digital Commerce have part-
nered together to advance the use of blockchain technology
in the loan origination and securitization markets and com-
missioned Deloitte to issue a white paper to provide an over-
view. There are also various initiatives looking at the individual
steps along the value chain to identify specific elements that
are suitable use cases for blockchain and/or smart contract

technology either at the origination level (including Know Your



Customer (“KYC”) requests) and/or at the note level to auto-

mate these processes.

Potential Advantages of Blockchain: Lower costs, enhanced
transparency, reduced risk of errors and fraud. Permits origi-
nators to move away from single large transactions and move
toward more frequent granular and automated transactions
(i.e., smart contracts) in accordance with their funding needs.
Can open up funding opportunities for new market entrants,
particularly in countries where funding via capital markets has

not yet reached full potential, for example in parts of Africa.

Know Your Customer. KYC requests are a significant cause of
delay to consumer, retail, and commercial banking transac-
tions. In addition to the time that KYC takes, current processes
require duplication of effort between banks and other third-
party institutions and have significant cost implications. If a
customer can provide its KYC information to a blockchain in
a form that a group of banks agrees is acceptable to them
all (perhaps with a level of third-party verification), each bank
could rely on the ledger as the basis for its KYC rather than
having to conduct its own checks. The customer only has to
supply or update the information only once and can have
confidence that the information is disclosed only once for
the purposes of checking and verification. However, this use
case raises another issue that banks will need to consider
carefully—the safety and security of information stored on a
blockchain. Although the very nature of a distributed ledger
makes it significantly harder to “hack,” secure storage of cus-
tomer data, particularly consumer data, will be a key issue for

regulators.

For example, on October 3, 2017, in Singapore, the Infocomm
Media Development Authority of Singapore announced that
it has collaborated with a number of major banks, including
HSBC, Mitsubishi UFJ Financial Group, and OCBC Bank, to
complete the ASEAN region’s first KYC blockchain proof-of-
concept. Using a DLT, the KYC blockchain will allow information

to be maintained and validated among participating banks.

Potential Advantages of Blockchain: Better customer experi-
ence, greater access to financial services for consumers and
other users, lower costs, enhanced transparency and audit-
ability for banks, better security, and reduction in fraud risk,

enhanced compliance with KYC obligations.
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Payments. One of the most high-profile, active examples of
blockchain technology is the Bitcoin cryptocurrency system,
which can be used to make or receive payments to third par-
ties. While it is unlikely that any business-to-business payment
blockchain will replicate the way that bitcoin works (e.g., it
will not be acceptable for big businesses to allow users of a
payment system to remain anonymous), the transfer of value
always has been complicated and slow, and the process has
not changed significantly since the early 1980s. This is particu-
larly true for cross-border payments. Organizations such as
SWIFT and R3 (a banking industry consortium) are develop-
ing payment systems using blockchain technologies that will
allow bank-to-bank, business-to-bank, and business-to-busi-
ness payments and promise quicker and cheaper transac-
tions. Just as an example, a blockchain payment system could
allow a bank to process payments continuously, 24 hours a
day. However, a significant issue that those projects will need
to address is that of scalability—no blockchain has yet been
able to process billions of transactions a second in the way

that current bank payment systems can.

One potential example that could help address these issues
is “Money Tap,” which is a payment app created by the block-
chain firm Ripple. The application allows transactions to be
settled instantly. It was initially made available with three
banks: SBI Net Sumishin Bank, Suruga Bank, and Resona Bank,

but was then accessible to a broader consortium.

Potential Advantages of Blockchain: Quicker and cheaper
transactions for customers, reduced costs and liquidity obliga-
tions on payment processors, greater transparency and trace-

ability of payments, reduction in fraud.

Corporates

Trade Finance. One area of business that is likely to be trans-
formed by blockchain technologies is trade finance—the his-
toric process for which traces its roots back to 16th-century
European merchants. Current processes normally require
banks to issue letters of credit or other forms of finance
against shipped goods (which can be hard for smaller busi-
nesses to obtain at reasonable cost), but that can also lead to

long delays in payment for the seller or exporter.

The ability of a blockchain to track real-world assets in real

time and release payments automatically (via smart contracts)



on delivery of goods would make it easier for companies to
agree to export goods and have confidence in receiving pay-
ment, as well as giving the buyer confidence in delivery and
reduce the risk of fraud where goods are stolen or substituted

during the transport process.

In October 2016, Wells Fargo and Commonwealth Bank of
Australia used a blockchain to process a shipment of cot-
ton from the United States to China for the first time, includ-
ing using a smart contract to execute the terms of the sale,
transfer the ownership of the goods on receipt, and initiate
payment for the goods to the seller. In 2018, interest in block-

chain-based trade finance solutions continued to grow.

In July 2018, Hong Kong's de facto central bank announced
that would go live with a blockchain-backed trade plat-
form that will link 21 banks, including HSBC, an initiative that
marks one of the first and largest government-led blockchain
projects aimed at upgrading trade finance. Likewise, HSBC
announced in May 2018 that it had executed the world’s first
commercially viable trade finance transaction using block-
chain. Deutsche Bank and Rabobank have joined forces to

launch a similar businesses.

Potential Advantages of Blockchain: Transparency and visibil-
ity of the transaction at every stage of the process, reduced
costs, reduction in fraud and disputes over transactions,
greater access to cost-effective trade finance for smaller

businesses.

Supply-Chain Management. In a similar way, blockchain
technology will allow companies to securely and transpar-
ently track the permanent history of products they produce
from manufacture to sale, including any third-party compo-

nents used.

A blockchain could be used to record the nature, quantity, and
transfer of assets; track purchase orders, receipts, and ship-
ment notifications; assign certifications or record properties of
physical products, as well as link physical goods to serial num-
bers, bar codes, or RFID tags. It is even being used by some
companies to monitor and record the conditions in which per-
ishable goods are stored as they move through the transport
process, giving the end consumer “farm to table” visibility on

the food items they are purchasing.
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Potential Advantages of Blockchain: Significant opportunities
to reduce fraud, introduce manufacturing efficiencies, improve
traceability of products, and improve the end-customer experi-
ence. An example is the successful start-up Everledger, which
has uploaded unique identifying data on more than a million
individual diamonds to a blockchain ledger system to reduce
crime and insurance fraud and to help the jewelry industry

comply with regulations barring “blood diamond” products.

Intellectual Property

Blockchain technology is already making it easier for people
and companies to protect their intellectual property. Several
start-up companies enable content owners to create a perma-
nent record of their work in a public database based on block-
chain technology. This technology provides a time-stamped
proof of creation that many content owners lack because they
do not immediately register copyright in their work. Existing
applications of the technology will allow people to authen-
ticate artistic works and monitor the transfer of ownership
between sellers and buyers. Content owners can also use the
technology to publish their works, manage licensing options
and control their digital rights.

Potential Advantages of Blockchain: Enables content creators
to prove ownership and control distribution of work, verify

authenticity, and resolve problems of attribution

Insurance

A number of the use cases discussed above are relevant to
the commercial insurance industry. Blockchain technologies
also have the potential to change the way that personal insur-
ance products are written and managed. Blockchain-based
personal identity schemes could be used by insurance com-
panies to validate claims and make payments to people with-
out needing to undertake significant adjusting activity. Many
commentators and insurance companies have focused on
the life insurance industry in particular, where registration and
confirmation of death can be a time-consuming and upset-
ting process for families when they are at their most vulner-
able. Blockchain-based insurance systems allied with smart
contracts could enable claims to be processed automatically
on formal notification of death, with payments being made
within days (rather than months) to the beneficiaries. These
features can also be applied to casualty insurance, such as

car insurance.



Potential Advantages of Blockchain: Reduced costs, better

customer experience, reduced risk of fraud.

LEGAL ISSUES TO CONSIDER WHEN
IMPLEMENTING BLOCKCHAIN TECHNOLOGY

The precise legal issues that arise on any implementation
of blockchain technology will vary, depending on the sector,
product, and use case. A manufacturer using blockchain to
track third-party components incorporated into its products
will have a particular focus on product liability issues, whereas
a bank using blockchain to process customer payments will
be highly focused on consumer regulation and data secu-
rity. However, most blockchain implementations require con-
sideration of issues in five key legal areas. We set these out
below together with some of the critical considerations in

each category.

Jurisdiction

+ Governing law of transaction
+ Place of performance of transaction
+ Nature of asset being transferred

Liability

+ Responsibility for blockchain performance
+ Technology or design failure
+ Enforceability of transaction

Applicable Law/Regulation

+ Ensure blockchain enforces existing laws/regulations
which may apply to asset being transferred or type of
transaction

+ Ensure participants are limited to those who can
legally transact

Cybersecurity and Data Privacy

+ Ensure compliance with applicable laws and
regulations

+ Manage data transfer issues across borders

+ Consider issues of data privacy, reporting and
risk of breach

Intellectual Property

+ Patent acquisition and liability
+ Open Source usage
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JURISDICTIONAL OVERVIEW

In this section, we focus on some of the central legal issues
relevant to the adoption of blockchain technologies in differ-

ent countries around the world.

As can be seen from this White Paper, blockchain, by its
nature, is capable of operating across jurisdictions and with-
out necessarily incorporating the traditional building blocks

of contracts, such as choice of jurisdiction and governing law.

The ability to attach and transfer the ownership and value of
real-world assets using a blockchain is a further challenge
to traditional legal concepts in some countries—for example,
some European countries require certain transaction docu-
ments to be notarized before becoming effective—where
changes in law may be necessary for the technologies to

become fully effective.

There are also more fundamental legal questions that will
need to be addressed by treaties, national legislation, and/
or courts—including what is the correct categorization of an
asset that exists only on a blockchain (such as a bitcoin), given
that there is no obvious way of taking physical possession of
that asset unless and until it is transferred into a fiat currency.
It seems likely that a number of these issues initially will come
up in the context of tax/revenue cases, such as the Hedquvist

case before the Court of Justice of the European Union.

These questions are complex and beyond the scope of this
introductory White Paper, but we set out below an overview
of the approach to blockchain technologies in key coun-
tries that are focusing on developing legal infrastructure to

support them.



UNITED STATES OF AMERICA

OVERVIEW

The highly fragmented regulatory system in the United States, which involves both federal and state
legislation and regulation, administered by a broad array of specialized governmental agencies, has
produced varying levels of engagement with blockchain technology and often disparate regulatory
responses. As a result, the United States regulatory landscape has created substantial uncertainty for
businesses seeking to employ novel applications of blockchain technology. The result is a poorly defined
yet complex framework marked by stringent regulatory requirements lacking specificity as to their
application to blockchain technology.

Initial engagement on both a state and federal level largely has focused on virtual currency, rather than
broader applications of blockchain technology. As a result, the regulation by U.S. banking regulators of
currency transmission is more advanced than other applications of blockchain technology—although,
here too, U.S. decentralized regulation has resulted in a complicated state-by-state licensing process
in addition to compliance with guidance from federal agencies, such as FInCEN (The Financial Crimes
Enforcement Network).

Outside of currency transmission regulation, federal lawmakers and regulators have been slow to engage
with issues arising from new blockchain technologies. At a legislative level, only tentative steps have been
taken to engage blockchain technology—generally in the form of legislative panels and study groups. Key
U.S. regulators, including the CFTC, SEC, and the Financial Industry Regulatory Authority (‘FINRA"), recently
have initiated dialogue with market participants and signaled a desire to encourage innovation. However,
often anachronistic regulatory frameworks—adopted in a different technological era—substantially limit
regulatory flexibility for blockchain innovators. At the same time, several US. states have undertaken various
legislative initiatives with respect to targeted aspects or applications of blockchain technology. As a result,
although there continues to be a strong U.S. fintech sector, the United States has struggled to compete
effectively with jurisdictions offering greater legal and regulatory coherence, certainty, and flexibility.

In addition, any use of blockchain technology must navigate a wide-spanning assortment of additional legal
requirements in areas such as data protection, consumer protection, anti-money laundering, and sanctions,
as well as meeting general requirements for large companies and regulated entities to have adequate
systems and processes to manage risk in their businesses.
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United States of America continued

LEGISLATION/ At the federal level, only tentative steps have been taken to engage directly in legislating blockchain

REGULATION technology, generally through requests for guidance and the formation of study groups (such as the
Congressional Blockchain Caucus) dedicated to blockchain technology. To date, no specific legislative
proposals principally addressing blockchain technology or its applications have been adopted.

In contrast, over the past several years, state regulators have gradually established regulatory positions, at
least in some targeted areas, with respect to blockchain technology. State-by-state regulation initially
targeted money transmission licensing requirements. For instance, New York’s “BitLicense,” which has been
granted to six firms and covers a broad range of virtual currency activities, permits license holders to
engage in:

+ Virtual currency transmission;

+ Storing, holding, or maintaining custody or control of virtual currency on behalf of others;

+ Buying and selling virtual currency as a customer business;

+ Performing exchange services as a customer business; and

+ Controlling, administering, or issuing a virtual currency.

In addition, states such as New York are issuing limited purpose trust company charters to companies
operating virtual currency transmission storing, holding, or maintaining custody or control of virtual currency
on behalf of others buying and selling virtual currency as a customer business.

In addition, U.S. states have begun extending legislative proposals to other aspects of blockchain technology,
particularly in the area of corporate governance. For example:

+ Vermont permits the use of blockchain technology to validate the “identity, participation, and status in the
formation, management, record keeping, and governance of any person.” Also, digital records registered in
blockchain are self-authenticating under the Vermont’s evidentiary rules, if the records are accompanied
by a sworn, written declaration. Vermont also created studies for expanding the use and promotion of
blockchain technology, enabled the creation of blockchain-based limited liability companies, and created
a study for the potential use of blockchain technology in government records.

+ Delaware allows any of a corporation’s or limited partnership’s records, including its stock ledger, to
be kept by means of “any information storage device, method, or one or more electronic networks or
databases (including one or more distributed electronic networks or databases),” provided that the
records can be converted into paper form in a reasonable period of time. Registration of beneficial
interests in statutory trusts may be evidenced through blockchain technology. The Delaware Statutory
Trust Act has been amended to provide that registration of a beneficial interest in a statutory trust may be
evidenced electronically through blockchain technology.

+ Arizona expressly permits signatures secured through blockchain technology to serve as valid electronic
signatures and establishes smart contracts as legal, enforceable contracts. Arizona also prohibits
regulating “the act of running a node on blockchain technology in a person’s residence” by any city, town,
or county.

+ Wyoming provides an exemption for virtual currency used within Wyoming from money transmitter laws
and regulations. Developers, sellers, and facilitators of the exchange of an open utility token are also
exempt from state securities and money transmission laws. Virtual currency is also exempt from property
taxation. Wyoming provides for the maintenance of corporate records of Wyoming entities via blockchain
as long as electronic keys, network signatures, and digital receipts are used.

+ California provides that, if a law requires a record to in writing, or if a law requires a signature, an electronic
record or signature satisfies the Uniform Electronic Transactions Act. California is also organizing a
blockchain working group designed to assess the use of blockchain technology in California. California is
also considering authorizing corporations to maintain stockholder records on or by means of blockchain
technology.

+ Tennessee recognizes the legal authority to use blockchain technology and smart contracts in conducting
electronic transactions.

continued on next page
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United States of America continued

LEGISLATION/
REGULATION

Federal regulatory agencies have taken a variety of steps:

+ The OCC—the U.S. regulator responsible for chartering and supervising national banks and federal
savings associations—has announced a financial innovation initiative pursuant to which it will accept
applications for special purpose national bank charters from fintech companies, which would preempt
these companies from many state-level regulatory requirements (see Jones Day Commentary, “Fintech
Banks—Comptroller of the Currency Proposes New Special Purpose Charter” and “The OCC’s
Responsible Innovation Framework and Fintech Bank Charters—Latest Developments”). However, this
initiative has been subject to continual legal challenges by state regulators.

+ The CFTC, which has been among the federal agencies most supportive of fintech innovation, opened
in May 2017 LabCFTC to promote fintech innovation and fair competition by making the CFTC more
accessible to fintech innovators and serving as a platform to inform the CFTC’s understanding of new
technologies. In July 2017, it granted the first swap execution facility registration to an entity offering
clearing services and a trading facility for options based on digital currency. In May 2018, it released new
guidance for clearinghouses and exchanges planning to list cryptocurrency-related derivatives products.

+ FINRA, which regulates U.S. brokers and dealers, published a discussion paper in January 2017 opening
a dialogue with market participants and seeking comment on the implementation and regulation of
applications employing blockchain technology. In June 2017, FINRA announced that it has established
an Innovation Outreach Initiative to foster an ongoing dialogue with the securities industry that will help
FINRA better understand financial technology innovations and their impact on the industry. In July 2018,
FINRA issued a regulatory notice encouraging firms to notify FINRA if they engage in activities related to
blockchain and digital assets, and it issued a special notice requesting comment on financial technology
innovation in the broker-dealer industry.

+ The SEC—the U.S. securities regulator—issued in July 2017 an Investigative Report cautioning market pa
rticipants in initial coin offerings (“ICOs”) to carefully evaluate whether the offered digital assets constitute
securities that are subject to the U.S. federal securities laws and encouraging consultation with the SEC
in connection with the legal analysis of such offerings (see Jones Day Commentary, “SEC’s Investigative
Report Raises Difficult Questions for ICO Issuers”).

+ The Federal Trade Commission, the U.S. antitrust and consumer protection regulator, announced the
creation of its FTC Blockchain Working Group on March 16, 2018. The working group is designed to build
on the FTC’s expertise in blockchain technology and will facilitate coordination of enforcement actions.
To that end, use of blockchain technology raises potential issues under Sherman Act § 1 (no collusion),
Sherman Act § 2 (no monopolization), Federal Trade Commission Act § 5 (no unfair competition ), and
Clayton Act § 7 (no anticompetitive mergers) (see Jones Day Commentary, “Blockchains and Antitrust:
New Technology, Same Old Risks?”).

+ In July 2017, the Uniform Law Commission approved a Uniform Regulation of Virtual Currency Business
Act. The regulation seeks to harmonize state laws by setting out which virtual currency activities should
be considered as money transmission and require licensing, and includes provisions around reciprocity,
consumer protection, cybersecurity, anti-money laundering, and licensee supervision. It remains to be
seen which states will adopt the model law and how much harmonization at the state level will occur
as a result.
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United States of America continued

CASE LAW

SEC v. REcoin Group Foundation, LLC et. al.: On September 29, 2017, the SEC charged the promoters of

the REcoin and Diamond Reserve Club ICOs with defrauding investors, marking the first time the SEC has
brought an enforcement action related to ICOs. In a civil suit filed in the U.S. District Court for the Eastern
District of New York, the SEC alleged that the defendants illegally offered unregistered securities and made
fraudulent misstatements that were designed to deceive investors in connection with the ICOs. In a parallel
criminal fraud case filed in the Eastern District of New York, the defendants challenged the SEC’s authority
to regulate cryptocurrencies and ICOs. On September 11, 2018, the court ruled as part of a motion to
dismiss that a reasonable jury could find that the cryptocurrencies in question were “securities” for federal
securities law purposes.

CFTC v. CabbageTech, Corp. et. al.. On March 6, 2018, the Eastern District of New York entered a preliminary
injunction against CabbageTech, Corp. d/b/a Coin Drop Markets, stating that cryptocurrencies can be
regulated by the CFTC as commodities. The court’s decision stems from the CFTC’s January 18, 2018,
complaint charging the defendants with fraud and misappropriation in connection with purchases and
trading of the virtual currencies Bitcoin and Litecoin. On August 24, 2018, the court entered final judgment
ordering Coin Drop Markets to pay more than $1.1 million in civil monetary penalties and restitution.

Alibaba Group Holdings Ltd. v. Alibabacoin Foundation: On October 22, 2018, the U.S. District Court for

the Southern District of New York issued a preliminary injunction in a case involving a trademark dispute
between Alibaba Group Holdings Ltd., the multinational web-services conglomerate, and cryptocurrency
issuers that had allegedly used Alibaba trademarks to promote their coin offering. At issue was whether
Alibaba sufficiently established personal jurisdiction over the defendants, which were Dubai and Belarus
companies. Part of that consideration involved a discussion of the applicability of New York’s long-arm
statute, which authorizes the state’s courts to “exercise personal jurisdiction over any non-domiciliary” that
“transacts any business within the state.” The defendants contended that no transactions occurred in the
United States because the ledger entries were made in Belarus and the defendants are located abroad.
The court found this argument unpersuasive after Alibaba produced a list of email addresses involved in
the coin transactions, which revealed that at least one purchaser was a New York resident. Accordingly, the
court deemed that the defendants’ activities constituted purposeful transaction of business within New York
and New York’s long-arm statute applied.

KEY
LEGAL ISSUES

The key U.S. legal considerations will be the interaction and potential harmonization of disparate federal and
statewide legal and regulatory frameworks. In addition, U.S. regulators have reiterated the full applicability
of current regulations to applications of blockchain technologies, notwithstanding the fact that these
regulations were enacted for a previous technological era and to address entirely different operational
paradigms.
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United States of America continued

USEFUL SEC—"Report of Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934: The DAO™:
PUBLICATIONS  “SEC |ssues Investigative Report Concluding DAO Tokens, a Digital Asset, Were Securities”
“Investor Bulletin: Initial Coin Offerings”

OCC—"Exploring Special Purpose National Bank Charters for Fintech” and related releases:
“Comptroller’s Licensing Manual Draft Supplement: Considering Charter

Applications From Financial Technology Companies”

“Policy Statement on Financial Technology Companies’ Eligibility to

Apply for National Bank Charters”

FINRA—"Distributed Ledger Technology: Implications of Blockchain for the Securities Industry”
“What is Blockchain, and Why Should | Care?”

“Regulatory Notice 18-20: Digital Assets”

“Special Notice: Financial Technology Innovation”

CFTC—"0Order of Registration: In the Matter of the Application of LedgerX LLC for Registration as a Swap
Execution Facility”

“CFTC Staff Advisory No. 18-14 Advisory with respect to Virtual Currency Derivative Product Listings”
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UNITED KINGDOM

OVERVIEW

The United Kingdom (and English law) is generally recognized as being a transparent, predictable, and
business-friendly jurisdiction for blockchain technologies, in particular giving effect to commercial parties’
freedom to contract on terms that they consider appropriate.

The common law approach to formation of contracts also gives a good level of flexibility to parties to enter
into binding contracts using new technologies, without the need for further legislation or regulation.

Both the UK government and the Financial Conduct Authority (‘FCA”) have been early adopters of digital
strategies and are focused on encouraging innovation, including in relation to blockchain technologies. As a
result, there is a thriving fintech sector that has grown up in the United Kingdom in recent years.

At the same time, the United Kingdom is a highly regulated market—particularly for financial services—
and any use of blockchain technologies will have to navigate the United Kingdom’s overarching legal
requirements in areas such as data protection and consumer law as well as meeting general requirements
for large companies and regulated entities to have adequate systems and processes to manage risk in
their businesses.

LEGISLATION/
REGULATION

There is no specific legislation or regulation that has been passed in the United Kingdom for blockchain
technologies, and none is expected imminently—largely due to the existing flexible, common law nature of
English law that already can accommodate contracts conducted on the blockchain.

The United Kingdom’s financial regulator, the FCA, has run several initiatives involving blockchain technology,
notably the introduction in May 2015 of a “regulatory sandbox” open to both regulated and unregulated
firms to trial new technologies for financial services in a customized regulatory environment. As of July

2018, the FCA announced that it was adding 29 organizations to its fourth cohort of firms accepted into the
UK regulatory sandbox. Over 40 percent of companies accepted to cohort four are using DLT. Of these, six
are using DLT to automate the issuance of debt or equity. Two are using DLT to support the provision of
insurance.

The FCA published a discussion paper in April 2017 seeking views on the future development of blockchain
technologies in regulated financial markets, noting that the FCA generally takes a “technology neutral”
approach to regulating financial services and are interested in considering whether there is anything
distinctive about blockchains that would require a different approach. In December 2017, the FCA provided
an overview on the feedback received in response to the discussion paper, with such feedback suggesting
that the FCA’s current rules are flexible enough to accommodate applications of various technologies,
including the use of blockchain by regulated firms.

The FCA also published a consumer warning regarding the risks of ICOs under which the FCA stated that
“ICOs are very high-risk, speculative investments” and that evaluations regarding FCA regulation of ICOs are
determined on a case-by-case basis.

On September 13, 2017, it was announced that the FCA, in collaboration with consortium R3, Royal Bank of
Scotland, and a third unnamed bank, was developing a blockchain technology-based application for the
mortgage industry to improve the supervision.

On August 7, 2018, the FCA announced, in collaboration with 11 other financial regulators, the creation of
the Global Financial Innovation Network, which seeks to provide a more efficient way for innovative firms
to interact with regulators, helping them navigate between countries as they look to scale new ideas. It will
also create a new framework for cooperation between financial services regulators on innovation-related
topics, sharing different experiences and approaches.

The UK government has published several papers on the use of blockchain technologies to supply public
and government services and has trialed disbursement of student loans and welfare payments using the
new technology. It is currently in the second phase of a major project to assess how blockchain technology
and smart contract could revolutionize land registration and land transfers in the United Kingdom.
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United Kingdom continued

CASE LAW No significant reported cases on blockchain technology. Various UK tax cases have acknowledged the
findings in the Hedquist case that exchange of a unit of virtual currency (such as a bitcoin) to a fiat currency
is exempt from VAT as analogous to an FX transaction.

KEY The general position under English law is that it should be possible to enter into binding agreements and

LEGAL ISSUES  execute those agreements via a blockchain as long as the usual requirements for a valid contract under
English law are met— offer, acceptance, intention to create legal relations, certainty of terms, and passing of
consideration.

English law and English courts also have a long history of accepting electronic and digital evidence as
proof of ownership of tangible assets, so there are good arguments that physical assets that are tokenized
and traded via a blockchain system can be upheld and enforced using the existing legal framework and
historic case precedent.

In relation to the key issue of whether an asset that exists only as a block of data in a blockchain would be
recognized in English law as property, there are conflicting academic views and authorities (none of them in
the context of blockchain assets). There is clear English law authority that information stored on a database
is not property that is capable of possession and therefore can be subject to security or attachment.
However, there also have been cases where assets that exist only electronically, such as carbon credits,
have been judged to be “property” at common law, consistent with a long history of English case law that
recognizes interests in intangible assets (the “chose in action”).

While ultimately the English courts will have to address this specific issue, it seems more likely that the
latter view will ultimately prevail, supporting the creation of transferrable assets via blockchain technology
under English law.

If so, English law has a wide range of common law and equitable remedies that can be used to assert title
and recover assets in a disputed situation, including proprietary restitutionary claims and claims for unjust
enrichment.

To the extent that blockchain systems are used to deal in or with managed regulated products, particularly
financial products, the United Kingdom'’s principles-based regulatory systems are expected to continue

to apply to such products, consistent with statements made by the FCA in the context of ICOs. The mere
fact that a transaction in a regulated product takes place via a blockchain will not relieve parties from
complying with their existing regulatory obligations.

USEFUL UK Government—"Distributed Ledger technology: beyond blockchain”
PUBLICATIONS  «K Digital Strategy 2017”
FCA—"Discussion paper on Distributed Ledger Technology”
“Feedback Statement on Discussion Paper 17/03”

“Consumer Warning about the Risks of Initial Coin Offerings”
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FRANCE

OVERVIEW

The focus within France on blockchain technologies has, so far, been within the financial sector.
In particular, the French financial supervisory authorities have historically been very proactive
regarding any evolution in the financial industry that would require adjustments in rules and
regulations. Their approach is normally through regular consultation papers prior to the issue
of any substantial new piece of legislation or guidelines and recommendations to clarify how
practically to comply with certain rules.

France has a long history of early implementation of technology within the financial sector,
notably in having dematerialized all the holding of securities since 1984 and having computerized
all this part of the back-office business, followed with electronic trading and settlement in the
late 1980s.

This culture has spread more recently into the fintech world, with specific legislation tailored
to crowd funding and new payment solutions. However, the Banque de France has shared its
concerns with respect to cryptocurrency (such as bitcoin), the anonymity surrounding its use,
and the risk of value fluctuating in a very unpredictable way.

LEGISLATION/
REGULATION

France has adopted two pieces of legislation that explicitly refer to blockchain technology.

+ An Ordinance dated April 28, 2016, set out the possibility for certain classes of commercial
paper to be held and transferred via a blockchain, the characteristics of which will be detailed
in an implementing decree (to be issued before the end of the year); see art. L. 233-12 of the
Monetary and financial code.

+ Law n°2016-1691 of December 9, 2016 (art. 120) authorized the French government to determine,
by an ordinance, the rules that could allow for the holding and transfer of nonlisted securities
via a blockchain system. On that basis, the French Treasury launched a consultation process at
the end of March 2017 to identify the laws and regulations that should be taken to enable such
new digital securities to be held and transferred.

A bill (Loi PACTE) is being examined before the Parliament and is expected to be passed in Q1
2019 at the latest. The bill proposes to introduce two regulatory regimes governing activities
relating to digital assets:

+ The first aims to provide an optional approval for any initial coin offering in France granted
by the French market authority to the extent that such offering is accompanied with
documentation providing investors with certain pieces of information relating to digital assets.

+ The second aims to provide a regulatory framework for entities proposing to offer services
relating to digital assets (e.g., safekeeping, trading, advising, placing). Such entities may apply
for a specific license, provided they comply with organizational and good-conduct rules.

CASE LAW

There is no particular case law that has involved any legal issue resulting from the use or
implementation of blockchain technology.
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France continued

KEY LEGAL ISSUES

Legal issues arising from the use of blockchain technologies depend on its use and purpose,
and whether it is confined to a contractual purpose (such as smart contracts) or if it interacts
with regulatory issues.

Smart contracts per se should not raise substantial legal issues since it is left to the parties
to a contract to have the performance of their obligation be automatic (with no individual
interference), as soon as the basics of creation and perfection of the contract are complied with.

In respect of the use of distributed ledger technology (“DLT”) in banking or financial business,
issues may vary depending on whether its purpose is to implement a new way of storage of
information (therefore with no particular regulatory impact), or whether the information contained
in the DLT has a more substantial value (i.e,, representing rights itself). France is used to handling
dematerialized assets, and therefore the conceptual gap with DLT applied to securities, transfer
of assets, etc., will be managed. The challenges are rather on the regulatory side, and the extent
to which confidence may be built with the regulators on this rather complex technology based
on trustless principles.

It should be noted that projects implementing blockchain technologies may raise significant
concerns with respect to the French and, more generally, EU data protection framework, if the
records processed by the blockchain involve personal data (i.e., relate to an individual who can
be identified directly or indirectly). Potential data protection risks involved in blockchain projects
should be carefully assessed and mitigated.

USEFUL PUBLICATIONS

Treasury consultation of March 24, 2017, about the use of blockchain technology for nonlisted
securities

Presentation from the AMF in May 2017 on Blockchain and Regulation

Publication from the AMF in February 2018 of the results of the consultation on ICOs and
potential regulation

Publication from the French data protection authority (‘CNIL") including their preliminary analysis
on the compatibility of blockchain technologies with the current data protection framework

Jones Day White Paper

14



GERMANY

OVERVIEW

Germany is very supportive of DLT and blockchain-based technology. In early 2017, the
German government established a FinTech Advisory Committee (FinTechRat) to promote
fintech technology. The advisory committee consists of 20 members from banks and
insurance companies, professors, and government representatives.

In Germany there is no specific DLT or blockchain-related legal framework. German law is
generally agnostic as to the use of technology. Accordingly, there are no express restrictions
on the use of DLT or blockchain. General principles of German law, such as contract

law, apply.

The German Financial Supervisory Authority (Bundesanstalt fir Finanzdienstleistungsaufsicht
or “BaFin”) has set up a special task force cooperating with the industry to discuss and
develop DLT-based technologies, in particular in the finance sector. For example, the German
central bank, Deutsche Bundesbank, in cooperation with Deutsche Bérse, developed a
functional prototype for the blockchain-based settlement of securities.

LEGISLATION/REGULATION

Germany does not have any special DLT or blockchain legislation. German law is generally
agnostic as to the technology. Accordingly, there are no express restrictions on the use of DLT.
Since its coming into force in 1900, the German Civil Code has embraced the technological
revolution over the past 100-plus years without the need for substantial change (save for the
addition of European law-driven consumer protection provisions), and therefore it is already
proven to be flexible enough to provide a legal framework for blockchain-based products.

From a regulatory perspective, there are no special rules relating to DLT or blockchain. BaFin
takes the view that at the moment, DLT and blockchain technology does not require special
treatment but are to be considered within the existing regulatory framework.

CASE LAW

In 2012, the German Federal Supreme Court held that, with regard to an air flight booking
system, information entered into an electronic system needs to comply with general
principles of contract. In that case, the entry of the phrase “unnamed” instead of the name
of the flight passenger was considered not to be in line with certainty of contract and did
not constitute a valid identification of a party to the flight contract, even though the system
issued a corresponding flight ticket.

On September 25, 2018, the Higher Regional Court of Berlin ruled that bitcoin does not qualify
as a “financial instrument” for purposes of the German Banking Act. The defendant in the
case allegedly ran an unlicensed bitcoin trading platform. On appeal, the Higher Regional
Court of Berlin ruled the defendant’s activity was not regulated activity under the German
Banking Act because bitcoin does not represent “units of account,” given that it lacks a
stable value and is not an accepted means of payment. The holding runs contrary to the
opinion of BaFIN, which is described in more detail below. Following the case, BaFIN stated
that it considers the holding limited to the facts of the case and will not change its stance in
light of the holding.
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Germany continued

KEY LEGAL ISSUES The key legal issues to consider depend on the function and role that DLT and blockchain
play in a transaction. Even though DLT-based systems may operate as a “virtual reality,”
they remain connected to the real world. These real-world connections and the specific
function or role that DLT plays for a certain transaction will govern the application of German
law concepts like offer and acceptance, mistake, fraud, recession, damages for breach of
contract, and the principle of good faith and bonos mores to blockchain-based transactions.

It should therefore be possible to enter into contracts based on DLT or blockchain-based
technology as long as offer and acceptance can be established. As with most other
technologies the parties may wish to provide for greater legal certainty by agreeing on
certain terms of use for a blockchain-based system. These terms of use could provide
certainty as to the key legal issues in connection with blockchain, i.e., the law applicable to
the system that (typically) operates across borders, the identification of the relevant parties
to a transaction, liability between the parties, consequences of a mistake and means of
rectification in particular in relation to smart contracts. Blockchain may also be used as a
means for executing a traditional contract, e.g., whereby the parties agree that certain parts
of the contract are executed on a blockchain.

There are also some German law particularities, most notably with regard to the creation and
transfer of assets, which should be borne in mind when thinking of creating or transferring
assets on blockchain. While it may be relatively simple to transfer a claim on blockchain, this
may be more difficult with regard to other types of assets. For example, under German law,
the creation of securities requires a written signature of the issuer of the issued securities.

It may therefore be difficult to create a blockchain-based security without any signed
document, but it should be possible to arrange for a blockchain-based transfer of these
securities after they have been validly created. Similarly, the transfer of certain assets, such
as shares or real estate, is subject to form requirements, e.g., a notarization or a registration in
a register (such as the land registry), which cannot be mirrored on the blockchain.

From a regulatory point of view, it should be noted that certain activities relating to financial
instruments constitute regulated activities. The definition of “financial instruments” is very
broad and includes not only, for example, securities and derivatives but also “units of account
that operate similar to a currency but are not an official currency. The BaFin takes the view
that bitcoins qualify as “units of account” (for exchange into money) and therefore as a
financial instrument for regulatory purposes. As a consequence, while the use and the mining
of bitcoins does not constitute a regulated activity, certain other activities, such as trading or
market making in bitcoins may fall within the scope of a regulated activity. Therefore, when
operating a DLT or blockchain-based system, the regulatory implications should be borne

in mind. In addition to financial instruments, DLT or blockchain-based systems may also fall
within the category of e-money or the provision of payment services, which may result in
license requirements depending on the type of service provided.

”

USEFUL PUBLICATIONS Deutsche Bundesbank and Deutsche Bérse developed a functional prototype for the
blockchain-based settlement of securities

BaFin—"Bitcoins: Supervisory assessment and risks to users” (English version)
BaFin—"Blockchain-technology” (German version)

BaFin—"Distributed Leger: The technology behind virtual currencies using blockchain as an
example” (German version)
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ITALY

OVERVIEW

In Italy, investments in blockchain technology by traditional operators are still limited; however, banks

and financial intermediaries are expressing a strong interest in such technology. A recent survey carried
out by the Bank of Italy has revealed that many of the banks classified as significant by the Supervisory
Authority are launching fintech projects. The Italian Bank Association (“Associazione Bancaria Italiana” or
“ABI”), along with a pilot group of Italian banks, has started an operative test [sperimetazione operativa] for
implementing blockchain technology systems, which has successfully passed the initial phase of testing
their blockchain-powered interbank system.

The Bank of Italy has taken on a proactive role in international and EU committees and bodies in order to
harmonize a common framework of rules and supervisory practices. These will support the development of
fintech and enable the establishment and evolution of a fintech ecosystem.

To that end, the Bank of Italy launched a fintech hub on its website, which represents “an attempt to adopt a
business-friendly approach towards those who are interested in establishing a start-up, opening a new line
of activity, etc.” Through this hub, the Bank of Italy can gather information on any new matter that might be
useful for providing rules aimed at reducing regulatory uncertainty, which is one of the main deterrents for
new businesses.

Furthermore, a new task force on financial innovation has been created within the General Directorate
for Banking and Financial Supervision for the purposes of: (i) better understanding trends and initiatives
from the supervisor’s perspective; (ii) promptly detecting market changes in order to analyze their effects
and risks; and (iii) promoting the harmonization of supervisory practices, providing, whenever possible,
suitable rules.

Italy has recently joined the Blockchain Partnership.

LEGISLATION/
REGULATION

Italy does not have any DLT or blockchain-specific legislation or regulatory provisions concerning DLT.

Nevertheless, in July 2017, Legislative Decree No. 231/2007 (providing for anti-money laundering rules) was
amended by Legislative Decree No. 90/2017, which implemented the IV AML directive. On that occasion,
the ltalian legislature broadened the scope of Italian AML legislation by, inter alia, providing that entities
exchanging virtual currencies must comply with the Italian AML requirements. Notwithstanding the
foregoing, this provision still needs to be implemented by executive regulations.

CASE LAW

There is no particular case law that has involved any legal issue resulting from the use or implementation
of blockchain technology. However, some of the main resolutions issued with regard to virtual
currency include:

+ Judgment of Tribunale di Verona of January 24, 2017;

Antitrust Authority (Autoritd Garante della Concorrenza e del Mercato) resolution on tokens;

+ Commissione Nazionale per le Societa e la Borsa (“Consob”) resolutions on offering of virtual currency
via websites;

* Risoluzione no. 72/E of 2016 issued by the ltalian Tax Authority (Agenzia delle Entrate); and
+ Ruling submitted to the Italian Tax Authority (Agenzia delle Entrate) on January 22, 2018.
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Italy continued

KEY Legal issues related to blockchain or DLT mainly arise from how they are used. In particular, issues may
LEGAL ISSUES  arise from the use of blockchain or DLT systems for contractual purposes (e.g., smart contracts) or from
potential interactions between blockchain or DLT and regulatory requirements.

Moreover, there are some ltalian laws, like those dealing with the transfer of assets, that should be taken
into consideration when thinking of creating or transferring assets via smart contracts. For example, under
Italian law, real estate assets may be transferred only if specific formalities are fulfilled (i.e., notarization
and registration in registers such as the “conservatoria dei registri immobilari”). Such formalities cannot be
mirrored on the blockchain.

Some issues may arise from a regulatory prospective with regard to virtual currencies. Virtual currencies,
per se, are not deemed “financial instruments.” Therefore, the mining and use of virtual currencies, in
principle, do not fall within the scope of any regulated activity. Nevertheless, specific and more complex
financial activities, such as margin trading involving virtual currency, are deemed regulated activities
reserved only to authorized intermediaries.

On January 30, 2015, the Bank of Italy issued a report providing for general principles regarding the use of
“virtual currencies.” The Bank of Italy has advised, inter alia, that certain uses of virtual currencies might be
in breach of Italian regulations involving investment activities reserved to authorized entities. Such breaches
are punishable in accordance with Art. 166 of Legislative Decree No. 58/98. Moreover, the Bank of Italy
issued a new alert on March 2018.

Consob has qualified “particular” offerings of virtual currency through websites as public offerings of
financial products (“offerta al pubblico di prodotti finanziari”’) according to article 1, paragraph 1, letter (t)
of Legislative Decree No. 58/1998. Pursuant to Article 94 of Legislative Decree No. 58/98, financial products
may be offered to the public only if a prospectus is published in advance, unless the offer meets certain
exemption requirements.

USEFUL ABI web site for press releases
PUBLICATIONS  consob website (English version)

Bank of Italy web site “Canale fintech” and the page reserved for fintech updates.

18

Jones Day White Paper



SPAIN

OVERVIEW

Spain is committed to encouraging innovation in the field of DLT and blockchain technology. Companies
from different sectors are increasingly attracted by the substantial agility and transparency advantages this
technology can offer. Most of the major Spanish companies have formed the consortium Alastria, which is
the first semi-public blockchain infrastructure in Spain.

The financial sector is particularly focused on the development of this technology. Banks are experimenting
with pilot transactions, including payment transfers, lending, trade finance and capital markets. In this
regard, the so-called “Fast Track Listing” project has been developed by the National Securities Market
Commission (“CNMV”), the Spanish Stock Exchanges and Markets (Bolsas y Mercados Espafioles), and
several financial institutions.

The growing interest in this technology stands in contrast to the absence of DLT or blockchain-specific
regulation. However, existing rules and the general principles of Spanish law, such as civil and commercial
laws, capital markets legislation, consumers’ protection, prevention of money laundering, etc., may be
applicable, depending on how DLT or blockchain technology is being leveraged.

The Bank of Spain and the CNMV released a joint statement regarding cryptocurrencies and initial coin
offerings, which warns parties of the risks involved (e.g., price volatility and significant risk of loss of
invested capital) and encourages issuers to comply with capital markets legislation.

CASE LAW

There is no particular case law that has implicated any legal issue resulting from the use or implementation
of blockchain technology.

KEY
LEGAL ISSUES

The main advantages of this technology are focused on improving the traditional system of purchasing and
transferring securities and rights. However, the implementation of the technology may be challenged by the
existing legal system and the uncertainties generated by new technology.

It should therefore be possible to enter into contracts based on DLT or blockchain-based technology as
long as the existing legal requirements are met (e.g., consent, offer and acceptance, object and cause).

As with most other technologies, the parties may wish to provide for greater legal certainty by agreeing
on certain terms for a blockchain-based system and smart contracts. These terms could provide certainty
as to key legal issues, such as: the applicable law in cross-border transactions, the identification of

the relevant parties to a transaction, the free and valid consent rendered by the parties, the nature of
obligations subject of this type of contracts, the liability between the parties, the consequences of a
mistake in the provisions of the contract or the consequences of any ineffectiveness that invalidates the
contract, etc.

Today, there are a large number of operative or non-deterministic provisions that, either by their very nature
or by the formalities, cannot be self-executed with this technology.

From a regulatory point of view, it should be noted that certain activities relating to financial instruments
constitute regulated activities. The definition of “financial instruments” is very broad, and although
cryptocurrencies and tokenized assets are not expressly included in such definition, these digital assets
may contain features very similar to financial instruments, depending on how their embedded rights are
structured/described. Therefore, the CNMV may consider them as a financial instrument for regulatory
purposes in order to protect investors.

In addition to financial instruments, cryptocurrencies may also fall within the category of e-money or
the provision of payment services, which may result in license requirements depending on the type of
service provided.

USEFUL
PUBLICATIONS

Act 5/2015, of April 27, 2015, on promotion of corporate funding

Joint press statement by CNMV and Banco de Espafia on “cryptocurrencies” and “initial coin offerings,”
dated February 8, 2018.

CNMV considerations on cryptocurrencies and ICOs addressed to market professionals, dated
February 8, 2018.
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THE NETHERLANDS

OVERVIEW The discussion on the use of blockchain technology is very active in the Netherlands. Interest in and
awareness of DLT, which has the potential to become the most important means of exchanging data in a
secure and efficient manner, is high both in public and private sectors. Several organizations have been
set up to coordinate efforts in this field, most notably the Dutch Blockchain Coalition. Alliances like these
are a great example of collaboration between industry, government, and knowledge institutions in the
Netherlands (and abroad).

In the Netherlands, blockchain is no longer just a thing of the future: the technology is used to set up
innovative new applications and to improve existing processes. Dutch financial institutions, as well as

the land registry and the Dutch civil law notaries, are experimenting with blockchain-based solutions. In
addition, there is a thriving start-up ecosystem stimulated by the presence of top tier universities.

While on a national level no blockchain-specific legislation has been adopted, the existing legal framework
allows for the use of blockchain technology, and the Dutch courts have repeatedly shown that they are
willing to adapt and move with the times.

LEGISLATION/  The Netherlands has not adopted any legislation that specifically refers to blockchain technology. Several

REGULATION workgroups have been established to review the need for regulation. Even so, in most cases the existing
legal framework allows for the use of blockchain technology or can be applied to blockchain use cases.
For instance, Dutch law allows for contracts to be concluded electronically if certain conditions are
fulfilled. A smart contract may therefore under certain circumstances qualify as a contract under Dutch
law. Conducting a thorough review of each specific application and the potentially applicable rules and
regulations is essential.

The Dutch Authority for the Financial Markets (‘AFM”) and the Dutch Central Bank (‘DCB”) have issued
public statements confirming that cryptocurrencies currently are not supervised, although the AFM noted
that depending on the character of the token, ICOs may fall under the Financial Supervision Act (i.e., should
be treated as securities).

As a European Union Member State, the Netherlands is subject to EU law. Rules and regulations such as the
fifth Anti-Money Laundering Directive—which will apply to cryptocurrency platforms and wallet providers—
and the General Data Protection Regulation (‘GDPR”) may therefore be relevant.

CASE LAW There are several cases in which the Dutch courts dealt with blockchain technology. These cases all revolve
around the cryptocurrency bitcoin. In adjudicating these cases, the Dutch courts have repeatedly shown
that they are willing to adapt and move with the times. The courts have, among others, determined that:

* Bitcoin does not qualify as “money” in the legal sense;
+ Failure to comply with an obligation to “pay” bitcoin can be grounds to open a bankruptcy proceeding;

+ A Dutch bank was allowed to terminate its banking contract with a company that buys and sells bitcoin
for clients, as the company refused to comply with the bank’s requests regarding the identity of the
clients and providing assurances that the company or its clients were not engaged in money laundering.

continued on next page
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The Netherlands continued

KEY Key legal issues depend on the area of use:

LEGAL ISSUES .

Blockchain technology in general: Key matters include: (i) the effects of dissolution and rescission of
contracts, and of bankruptcy, which have retroactive effect or require obligations that have already been
performed to be unwound; and (i) how to apply GDPR to personal data stored in the blockchain.

Smart contracts: Key matters under discussion include whether the smart contracts represent legal
acts and qualify as legally binding contracts, and how to deal with the immutability aspects of the
smart contract.

ICOs: Whether the tokens qualify as securities (and hence whether an ICO may qualify as offering
securities to the public, triggering prospectus requirements).

- Asset ownership registrations on blockchain: Liability, insolvency risks, property law (can a transfer of

ownership on a blockchain qualify as a legal transfer?).

Cryptocurrencies: The DCB has concluded that (most) cryptocurrencies cannot be considered “money”
(legal tender); access to cryptocurrency wallets by, for example, a trustee in bankruptcy.

USEFUL .
PUBLICATIONS .

The Dutch Blockchain Coalition's report on smart contracts

The AFM and DCB have established an Innovation Hub to support and provide informal advice to market
participants
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PEOPLE’S REPUBLIC OF CHINA

OVERVIEW

Chinese investors and consumers have shown intense interest in all forms of electronic payment systems.
It is estimated that in 2016, Chinese consumers made 50 times more mobile payments than did U.S.
consumers, for a total volume of US$5.5 trillion. As for blockchain transactions, China hosts the largest
bitcoin exchange in the world (BTC China), and China is the third-largest bitcoin market.

Chinese authorities have taken a cautious approach toward blockchain transactions. Bank officials do not
recognize blockchain payment methods as currencies, but they do recognize their utility as personal assets.
Bank officials have indicated the likelihood of regulatory restrictions on blockchain transactions while also
researching and discussing a state-banked blockchain currency.

LEGISLATION/
REGULATION

Chinese authorities were initially skeptical of blockchain-based payment methods. In December 2013, the
People’s Bank of China (‘PBOC,” China’s central bank, banking regulatory authority, and monetary policy
institution) passed a series of regulations preventing Chinese banks from accepting and using bitcoin as
a currency. The PBOC's directive indicated that these restrictions were needed to “protect the status of the
renminbi as the statutory currency, prevent risks of money laundering, and protect financial stability.” The
PBOC further indicated that bitcoin should not “be circulated or used in the marketplace as a currency.”

Since that time, Chinese bank officials have shown some ambivalence. On one hand, they have been
supportive of the use and exchange of blockchain payment units by and between private individuals (while
still not allowing these methods to function as currencies). In June 2017, for example, a PBOC official said in
an interview that “Bitcoin does not have the fundamental attributes needed to be a currency as it is a string
of code generated by complex algorithms[,] but | do not deny that virtual currencies have technical value
and are a type of asset”

On the other hand, bank officials have expressed strong concerns about unrestricted blockchain trading.
In February 2017, PBOC indicated that it would shut bitcoin exchanges that did not comply with money
laundering, foreign exchange management, and payment and settlement rules, causing these exchanges
to self-impose a moratorium on bitcoin withdrawals.

KEY
LEGAL ISSUES

In September 2017, the PBOC announced a complete ban on ICOs, declaring them illegal and requiring
all ICOs to cease immediately. A joint statement from the Chinese authorities and the PBOC indicted that
individuals and organizations involved in ICOs must refund investors for any amounts raised to date.

The move is aimed at protecting investors and “dealing with the risks properly,” according to the PBOC’s
statement.

At the same time, all virtual currency trading platforms based in Beijing and Shanghai were required to
cease operations.

The PBOC has, however, previously announced plans to release its own blockchain-based currency. PBOC
released a research paper in 2017 in which it predicted a digital currency that would allow consumers to
carry out direct and paperless transfers to merchants as well as other individuals, so further developments
remain possible.
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HONG KONG (SAR)

OVERVIEW The use of blockchain and DLT in Hong Kong may be described as being in its infancy. The Hong Kong
government has recognized the potential value of blockchain and has encouraged relevant organizations
to explore its use.

LEGISLATION/  There is no specific legislation relating to DLT, and none is expected in the near future.

REGULATION

In November 2016, the Hong Kong Applied Science and Technology Research Institute (‘ASTRI”) published
a white paper on DLT and three areas where proof-of-concept for DLT applications should be carried out:
mortgage loans, trade finance, and digital identity management. A second white paper will be published in
the second half of 2017, which will cover the regulatory implications of DLT and in the banking and payment
industry. Depending on the contents of this second white paper, it may form a springboard from which
more concrete initiatives will be adopted by the Hong Kong government.

Separately, the Financial Services Development Council (established by the Hong Kong government in 2013
in response to the financial services industry’s call for a high-level government advisory body to support
the sustained development of the industry) also published a white paper in May 2017 that examined how
Hong Kong can develop its blockchain capabilities to serve the region.

The Hong Kong Monetary Authority (‘HKMA”) announced the establishment of a regulatory sandbox
on September 6, 2017, to facilitate the pilot trials of mobile payment services and blockchain business
initiatives of authorized institutions before they are launched on a fuller scale.

Additionally, on July 17, 2018, the HKMA announced that it would jointly launch a trade finance platform in
September using Blockchain technology. The effort will involve 21 banks, including HSBC Holdings plc and
Standard Chartered plc.

On September 29, 2017, the Securities and Futures Commission (“SFC”) established the “Fintech Contact
Point” to enhance communication with businesses involved in the development and application of financial
technology that intend to conduct regulated activities in Hong Kong. Under the Securities and Futures
Ordinance (“SFO”), no person may carry on a business in a regulated activity without a license granted

by the SFC. Parties are urged to contact the Fintech Contact Point if they intend to engage in regulated
activities like delivering financial services through DLT on a “Fintech enquiry form.”

Simultaneously, the SFC announced the formation of a Fintech Advisory Group tasked with obtaining
information on the latest trends of fintech; collecting stakeholders’ input; identifying the opportunities,
risks, and regulatory perimeter implications of fintech; and broadening the understanding of fintech as an
evolution of the financial services industry.

In addition, the SFC announced a regulatory sandbox initiative to provide a confined regulatory environment
for qualified firms to operate regulated activities before Fintech is used on a fuller scale. The Sandbox
would enable qualified firms, through close dialogue with and supervision by the SFC, to readily identify and
address any risks or concerns relevant to their regulated activities.

On September 5, 2017, the SFC issued a statement regarding ICOs and the applicability of existing
securities regulations, which expressed a facts-and-circumstances approach to whether digital tokens
issued by ICOs are “securities” as defined in the Securities and Futures Ordinance.

On December 11, 2017, the SFC issued a reminder of the risks associated with the provision of financial
services in relation to bitcoin futures contracts. Relevant business activities, including the relaying or routing
of bitcoin futures orders and providing advisory services in relation to bitcoin futures, could be prohibited
without the requisite Type 2 (dealing in futures contracts) or Type 5 (advising on futures contracts) licenses
or other relevant licenses.

On February 9, 2018, the SFC issued another alert to investors regarding the potential risks of dealing with
cryptocurrency exchanges and investing in ICOs. The SFC has sent warnings to seven cryptocurrency
exchanges in Hong Kong, advising them that certain cryptocurrencies may be “securities,” as defined in the
Securities and Futures Ordinance, and therefore require a license to trade.
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Hong Kong (SAR) continued

LEGISLATION/
REGULATION

On March 19, 2018, the SFC disclosed that it had taken regulatory action against Black Cell Technology
Limited, which had conducted unauthorized promotional activities and unlicensed regulated activities

by advertising the uses of its digital token (known as “KROPS”) on its website generally accessible by
members of the Hong Kong public. Following the SFC’s regulatory action, Black Cell agreed to: (i) halt the
sale of KROPS and to unwind all of its transactions with Hong Kong customers; and (ii) place the following
pop-up message on its website: “The following token sale is not open for American citizens (and/or U.S.
residents), Hong Kong citizens and any citizen or resident of a country that does not allow participation.”

On October 15, 2018, outgoing SFC chairman Carlson Tong Ka-shing stated that the SFC is exploring ways
to regulate cryptocurrency trading platforms operating in Hong Kong in a manner that is consistent with
licensed trading platforms. Moreover, Tong stated that a complete ban on trading platforms is not the right
approach in today’s world, as transactions are still being conducted via overseas platforms.

CASE LAW

There are no reported or current cases relating to DLT.

KEY
LEGAL ISSUES

In Hong Kong, whether the use of DLT complies with current regulatory requirements is an area that
remains unexplored or has received little in-depth investigation. To date, regulatory authorities in Hong
Kong have issued little by way of regulatory guidance or control principles.

It is unclear whether existing laws can adequately deal with the regulatory and legal issues associated with
the decentralized and cross-border nature of DLT platforms. This issue could be highlighted by an increase
in cross-border bitcoin activity following China’s September 15, 2017, request for bitcoin exchanges and
trading platforms to shut down.

Currently, ASTRI is planning to engage legal experts to take part in a further study to develop sound
regulatory guidance and control principles.

USEFUL
PUBLICATIONS

ASTRI—"Whitepaper on Distributed Ledger Technology”

FSDC—"Hong Kong—Building Trust Using Distributed Ledger Technology”
Steering Group—"Report of the Steering Group on Financial Technologies”
SFC—"Fintech enquiry form”

SFC—"Circular to announce the SFC Regulatory Sandbox”
SFC—"Statement on initial coin offerings”

SEC—"Circular to Licensed Corporations and Registered Institutions on Bitcoin futures contracts and
virtual currency-related investment products”

SFC—"SFC warns of virtual currency risks”
SFC—"SFC’s regulatory action halts ICO to Hong Kong public”
HKMA—"Guidelines and Circular: Fintech Supervisory Sandbox (FSS)”
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SINGAPORE

OVERVIEW

The legal system in Singapore is derived, in large part, from the English common law system and as a
result bears a great deal of similarity to the English legal system, particularly in relation to contract and
commercial law.

Singapore, similar to the United Kingdom, is generally recognized as being a transparent, predictable, and
business-friendly jurisdiction for blockchain technologies, in particular giving effect to commercial parties’
freedom to contract on terms that they consider appropriate.

A study undertaken by the Lucerne University of Applied Sciences and Arts, comparing various cities
across the world on the basis of their respective political and legal, economic, social, and technological
environments, identified Singapore as the city most suitably placed to develop into a fintech hub.

While the sheer number of start-ups engaging in the blockchain technology industry in other parts of Asia
(such as Japan and South Korea) may be substantially larger than Singapore, the government in Singapore
appears to be acutely aware, and is taking a number of proactive measures to ensure, that Singapore is
considered to be a favorable jurisdiction for the development of the fintech industry.

The common law approach, adopted in Singapore, to the formation of contracts also gives a good level
of flexibility to parties to enter into binding contracts using new technologies, without the need for further
legislation or regulation. Similar to the United Kingdom, Singapore is also a regulated market for financial
services—and any use of blockchain technologies will have to comply with Singapore’s laws relating to
data protection and consumer law.
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Singapore continued

LEGISLATION/
REGULATION

To date, Singapore has not passed any specific legislation or regulation in relation to blockchain technology.

In 2016, the Monetary Authority of Singapore (“MAS”): (i) established a “regulatory sandbox” for fintech start-
ups to operate in a controlled environment; (ii) prescribed guidelines permitting technology companies to
use “the cloud” to offer financial services; and (iii) opened its own innovation lab, called Looking Glass, to
experiment with fintech solutions, provide consultation to start-ups, and provide training and facilities for
the fintech community.

On March 9, 2017, MAS announced the completion of Phase | of an experimental project to conduct
inter-bank payments using blockchain technology that it undertook in conjunction with R3, a blockchain
technology company, as well as with a consortium of financial institutions including Bank of America Merrill
Lynch, Credit Suisse, DBS Bank, The Hong Kong and Shanghai Banking Corporation Limited, J.P. Morgan,
Mitsubishi UFJ Financial Group, OCBC Bank, R3, Singapore Exchange, UOB Bank, and BCS Information
Systems (which acted as the technology provider to the project).

The report “Project Ubin: SGD on Distributed Ledger” released by MAS addresses various issues relating to
the usage of blockchain technology in settlement systems.

On August 1, 2017, MAS clarified in an announcement that the offer or issue of digital tokens in Singapore

will be regulated by MAS if “the digital tokens constitute products regulated under the Securities and
Futures Act (Cap. 289) (“SFA”) (see Jones Day Commentary, “Announcement Clarifies Regulatory Position

on Digital Token Offerings in Singapore”). Soon thereafter, MAS and the Commercial Affairs Department
(“CAD”) issued an advisory letter titled “Consumer Advisory on Investment Schemes Involving Digital Tokens,”
which highlighted what MAS and CAD saw as inherent risks in investments into digital tokens and provided
guidance as to what they considered to be a responsible approach for such investments.

On October 2, 2017, the Deputy Prime Minister and Minister-in-Charge of MAS reiterated that: (i) “if a
token is structured in the form of securities, the ICO must comply with existing securities laws aimed at
safeguarding investors’ interest”; (i) money laundering and terrorism financing risks are prevalent when
dealing with virtual currencies; and (iii) public awareness of potential scams needs to be highlighted.

On May 24, 2018, the MAS released a consultation paper, entitled Review of the Recognised Market
Operators Regime, which proposed changes to existing regulations in an effort to lower market entry for
blockchain-related exchanges. This effort involves expanding the current recognized market operators
regime from a single tier to three individual tiers that would more accurately match regulations with the
risks posed by certain market operators. The proposed regulations add a tier that is targeted to market
operators with limited access to Singapore-based retail investors. They also add an additional tier that
is targeted at market operators that have a significantly smaller scale of business compared to more
established operators.

As an update on Project Ubin, on August 24, 2018, the MAS and the Stock Exchange of Singapore
announced a collaboration to develop delivery versus payment capabilities for settlement of tokenized
assets across different blockchain platforms.

CASE LAW

On December 27, 2017, in Singapore’s first court case involving bitcoin, a Judge in the Singapore
International Commercial Court denied plaintiff's summary judgment motion and ordered that the
case proceed to Trial. The litigation deals with UK-based B2C2 and the Singapore cryptocurrency
exchange Quoine.

In May 2018, the MAS warned eight digital token exchanges in Singapore not to facilitate trading in digital
tokens that are securities or futures contracts without MAS’s authorization. It also warned an initial coin
offering issuer to stop an offering of its digital tokens in Singapore, as it had determined that the issuer had
contravened the SFA by offering tokens representing an equity ownership in a company without a MAS-
registered prospectus.
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Singapore continued

KEY
LEGAL ISSUES

The general position under Singapore law is that it should be possible to enter into binding agreements
and execute those agreements via a blockchain as long as the usual requirements for a valid contract
under Singapore law are met—offer, acceptance, intention to create legal relations, certainty of terms, and
passing of consideration.

Singapore courts generally accept electronic and digital evidence of contracts pursuant to Singapore’s
Electronic Transactions Act. However, there is no indication (through case law or legislation) at present
whether blockchains would be recognized as “property” and, if so, what type of property.

There may be a possibility that blockchain technology could be considered to be a chose-in-action.
Singapore’s courts have cited with approval English case law that defines a “chose-in-action” as something
“capable of being turned into money” or that “can only be claimed or enforced by action and not by taking
physical possession.”

Given Singapore’s proactive interest in developing the ecosystem of blockchain technologies, it seems
likely that Singapore will ultimately support and recognize that assets that exist only electronically may also
be considered to be “property.”

USEFUL
PUBLICATIONS

Monetary Authority of Singapore—"Fintech Regulatory Sandbox in a Nutshell”

Monetary Authority of Singapore—"The future is here—Project Ubin: SGD on Distributed Ledger”
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JAPAN

OVERVIEW

Japan is particularly active in cryptocurrency and blockchain technology, including actively investing and
promoting blockchain platforms and solutions.

In the banking sector, Japanese banks, supported by the Japanese Bankers Association, are engaged

in development activities on a common blockchain platform with a view to standardizing blockchain
solutions across all banking institutions and significantly lowering transaction costs. These activities include
experiments with fund transfers using virtual currencies (as a model for convenient, low-cost, and 24-hour
fund transfer service). In addition, a number of Japanese megabanks, notably Mizuho Bank, have built a
blockchain-based trade finance platform. In July 2017, for example, Mizuho Bank, Marubeni Corporation,
and Sompo Japan Nipponkoa Insurance completed a trade finance transaction between Australia and
Japan using blockchain, utilizing a digital platform to complete all trade-related processes, ranging from
the issuance of the letter of credit to delivering documents. Looking to leverage their substantial customer
bases, Japanese banks also have begun testing operations internally with their own cryptocurrency (such
as the MUFG coin of MUFG Bank).

Japan is one of the largest centers of bitcoin trading in the world. With the enactment of the Amended
Payment Services Act (discussed below), Japan recognizes the use of bitcoin and other digital currencies
as legal methods of payment, and any bitcoin or alternative currency exchange business in Japan must
register with the Financial Services Agency of Japan (“FSA”) and be subject to strict customer verification
requirements. FSA has recently increased oversight of cryptocurrency exchanges due to several recent
hacking attacks on certain cryptocurrency exchanges (discussed below).

The Japanese government also has been promoting blockchain technology and is considering the use of
DLT in processing government tenders as a first step toward the use of blockchain technology in its digital
services. In addition, the Japanese government is considering the use of blockchain technology to upgrade
Japan'’s real estate registration system, so as to enable the relevant authorities more efficiently to collect
and manage information on real estate transactions.
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Japan continued

LEGISLATION/
REGULATION

There have been recent legislative developments that directly affect the use of blockchain technologies,

including digital currencies, in Japan.

+ The Amended Banking Act was enacted in May 2017 and came into force on June 1, 2018. The Amended
Banking Act, following the accelerating global fintech movement, aims to protect consumers while
establishing an institutional framework for promoting open innovation between financial institutions
and fintech businesses (innovation through collaboration and cooperation). Specifically, it requires the
registration of electronic payment agencies (fintech businesses) and requires financial institutions to
make an effort to open access to their systems (through open APIs).

+ The Amended Payment Services Act was enacted in May 2016 and came into force on April 1, 2017.
The Amended Payment Services Act introduces the registration requirement for operators of “virtual
currency exchange businesses” (defined as businesses involving the exchange of virtual currency to
legal currency or another virtual currency). Under the Amended Payment Services Act, “virtual currency” is
defined as proprietary value not denominated in Japanese Yen or any foreign legal currency that, among
unspecified persons, (i) can be used to settle payments for goods and/or services and exchanged with
legal currency or (ii) can be exchanged with another virtual currency, and that can be transferred using
an electronic data processing system. In addition, in order to prevent money laundering and the financing
of terrorism, a registered operator of a virtual currency exchange business will be required to implement
certain identity verification procedures, among other steps.

Regulatory authorities have also recently increased oversight of cryptocurrency exchanges.

+ On October 27, 2017, the FSA released a statement on ICOs. It clarifies the regulatory position of ICOs
under Japanese law and also highlights potential risks to consumers of participating in ICOs.

+ On January 26, 2018, Coincheck, a cryptocurrency exchange, was compromised by a hacker. In March
of 2018, Coincheck announced that it would begin the process of compensating the 260,000 users
impacted by the theft.

+ In response to this hack, the FSA investigated Coincheck on February 2, 2018.

+ On February 1, 2018, the FSA ordered each of the cryptocurrency exchanges (other than Coincheck) to
submit the report on its system risk management system.

+ On February 13 and March 23, 2018, the FSA publicized the names of the companies that engaged in a
cryptocurrency exchange business without a license.

+ On March 8, 2018, the FSA issued orders for business improvement to seven cryptocurrency exchanges,
requiring two to halt operations for at least one month due to a lack of necessary internal control systems,
embezzlement of customers’ assets, and noncompliance with required identity verification procedures.
One of the two cryptocurrency exchanges was eventually disabled for engaging in a cryptocurrency
exchange business on June 7, 2018.

+ In April and June 2018, the FSA further issued orders for business improvement and/or suspension to
10 cryptocurrency exchanges in total, as a result of which almost all of the registered cryptocurrency
exchanges were subject to the FSAs order. Three of the cryptocurrency exchanges were ordered to halt
operations for two months.

+ On September 14, 2018, Tech Bureau, a company that operates a cryptocurrency exchange called
“Zaif,” was compromised by a hacker. In response to this hack, the FSA issued an order for business
improvement to Tech Bureau on September 25, 2018.
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Japan continued

LEGISLATION/
REGULATION

In addition, there has been a series of recent governmental and private initiatives relating to the use of
blockchain technology in Japan.

+ Since March 2017, the FSA has established cooperation frameworks to support innovative fintech
companies with financial authorities in several foreign jurisdiction, including the United Kingdom,
Singapore, Australia, Abu Dhabi, and Switzerland.

+ In September 2017, the FSA established a regulatory sandbox for fintech (Fintech PoC (Proof-of-Concept)
Hub) in order to eliminate hesitation and concern that fintech companies and financial institutions
are inclined to have in conducting unprecedented tests. The first project using the Hub relates to the
construction of an advanced “Know Your Customer” (KYC) platform using blockchain technology, the
result of which was announced in July 2018.

+ In March 2017, the Japanese Bankers Association (‘JBA”") published the Report of the Review Committee
for the Possibility and the Challenges of Utilizing Blockchain Technology, addressing the potential use and
challenges of blockchain technology in the banking sector and recommending a public-private sector
joint initiative to address changes in banking operations resulting from the use of blockchain technology.
Based on the report, the JBA established a “Collaborative Blockchain Platform,” a financial services
blockchain technology testbed environment provided to the JBA's member banks.

* In November 2016, the Tokyo Stock Exchange, Inc., Osaka Exchange, Inc., and Japan Securities Clearing
Corporation formed a consortium of Japanese financial institutions to conduct proof of concept testing
based on past findings and discuss the possibility of applying blockchain or DLT to capital markets
infrastructure from both the technical and operational perspectives. Several tests are currently ongoing.

CASE LAW

There are no reported cases on blockchain technology in Japan.

In the bankruptcy proceedings of Mt. Gox, a bitcoin exchange based in Japan, however, the Tokyo District
Court ruled that bitcoins are not tangible assets and thus are not subject to the right of segregation
(Judgment by the Tokyo District Court on August 5, 2015).

In June 2018, the Tokyo District Court issued an order commencing civil rehabilitation proceedings for

Mt. Gox, as a result of which the previously ongoing bankruptcy proceedings were stayed. In bankruptcy
proceedings, nonmonetary claims are converted into monetary claims based on the valuation as of the
time of the commencement of bankruptcy proceedings. Thus, had the case stayed in bankruptcy court,
creditors whose bitcoin holdings were stolen may have been entitled to receiving a only cash payout equal
to the value of their holdings in 2014. In the civil rehabilitation proceedings, the creditors may be able to get
back a portion of their lost bitcoin holdings.
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Japan continued

KEY
LEGAL ISSUES

The most notable recent legal and regulatory development relating to blockchain technologies in Japan
is the regulation of “virtual currencies” and digital currency exchanges, recognizing the use of bitcoins
and other digital currencies as legal methods of payment. As discussed above, all operators of digital
currency exchanges must now register with the FSA as payment institutions and meet specified capital,
cybersecurity, compliance, and operational requirements and submit to annual audits.

There are no special requirements under Japanese law to ensure that smart contracts are valid contracts.
Except for certain types of agreements (such as an agreement providing a guarantee), Japanese law does
not require any formality in entering into a binding agreement. Although there is no specific law or case
law in Japan, it should be possible to enter into binding agreements via a blockchain as long as the usual
requirements for a valid contract under Japanese law are met (such as a valid offer and acceptance, etc.).

In a civil proceeding in Japan, in principle, there are no limits on the admissibility of evidence except for
evidence collected illegally. Further, judges have the discretion freely to evaluate the evidence presented.
Although there is no specific law or case law in Japan, records on a blockchain generally should be
admissible evidence in a civil proceeding in Japan.

Since July 1, 2017, the transfer of virtual currency (VC-cash exchange) is exempted from consumption tax
(the Japanese value-added tax) in Japan.

USEFUL
PUBLICATIONS

FSA—"Initial Coin Offerings (ICOs): User and business operator warning about the risks of ICOs”
IMF—"IMF-JFSA-BOJ Conference on Fintech”

Deloitte—"Verification report on KYC advanced platform utilizing blockchain technology by the Blockchain
Study Group”

Japanese Bankers Association—"Report of the Review Committee for the Possibility and the Challenges of
Utilizing Blockchain Technology”

Tokyo Stock Exchange press release—"Launch of Consortium and Proof of Concept Testing for Capital
Market Infrastructure Utilizing Blockchain Technology”
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AUSTRALIA

OVERVIEW

The Australian government has publicly stated an intention for Australia to be a leader in the development
and use of blockchain and other distributed ledger technologies. It has been working with Data61, the
digital and data innovation arm of the Commonwealth Scientific and Industrial Research Organization
(“CSIRO”), to deliver two reports on the regulatory, technical, and social implications of blockchain
technology in Australia. The first report, titled “Distributed Ledgers, Scenarios for the Australian economy
over the coming decades,” investigates possible uses of blockchain technology in Australia in 2030. The
second report, titled “Risks and opportunities for systems using blockchain and smart contracts,” examines
how blockchain systems can more immediately support new markets and business models.

Australia is also a leader in blockchain standards. In late 2016, the International Organization for
Standardization supported a proposal for Standards Australia, the peak standards organization in Australia,
to develop new international standards on blockchain. This would be achieved by the establishment of

a new technical committee, responsible for supporting innovation and competition by introducing these
international standards. In September 2016, ISO announced that Australia would manage the Secretariat of
the new technical committee (ISO/TC 307), which led to Australia hosting the first international blockchain
standards meeting for ISO/TC 307 in April 2017.

Standards Australia has also published its “Roadmap for Blockchain Standards” Report, which is designed
to identify technical issues associated with developing, governing, and utilizing blockchain and distributed
ledger technologies, identify blockchain and distributed ledger technologies use-cases relevant to Australia,
and prioritize the order of standards development activities that could be undertaken in the development of
blockchain standards by ISO/TC 307

Although Australian regulators have, with some exceptions, been generally reluctant to make definitive or
concrete rulings or assessments, the Australian financial services market is highly regulated, and there
is potential for the use of blockchain technologies by market participants to be subject to regulation by
several different agencies.

In addition, in January 2016, the Australian Securities Exchange (‘ASX”) invested in, and engaged a, U.S.--
based firm (“Digital Asset”) to develop solutions for the Australian equity market using DLT.

In particular, ASX intends to replace the system currently used for post-trade processing, clearing, and
settlement of equities, CHESS, with a post-trade platform that utilizes DLT to enable significantly faster
settlement of equity transactions. In April 2018, ASX released a detailed consultation paper in relation to
the proposed replacement of CHESS and confirmed that the new DLT system is currently estimated to
commence operation sometime between Q4 2020 and Q1 2021. In September 2018, ASX published its
response to the stakeholder feedback it received and outlined changes ASX will be making to its scope
and implementation plan as a result of that feedback.
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Australia continued

LEGISLATION/
REGULATION

On April 3, 2018, the Australian Transaction Reports and Analysis Centre (‘AUSTRAC”) introduced
amendments to the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 to include

regulation of digital currency exchange providers in Australia. The effect of the amendments are that digital
currency exchanges are subject to the same anti-money laundering and counter-terrorism financing laws
as institutions that deal in fiat currency, such as banks. This includes adopting an AML/CTF program to
identify, mitigate, and manage money laundering and terrorism financing risks, identifying and verifying the
identities of their customers and reporting to AUSTRAC suspicious matters. Businesses will also be required
to register with AUSTRAC to be able to provide digital currency exchange services. There are criminal and
civil penalty consequences for providing digital currency exchange services without being registered.

The Australian Securities and Investments Commission (‘ASIC”), which is the federal body primarily
responsible for regulating corporate and financial services businesses, has, however, expressed a
willingness to engage with stakeholders in regulating the use of the technology. Its position is that
the current regulatory framework already requires financial services businesses to have appropriate
technological resources and risk management systems, and that at this stage no further framework
is required.

ASIC has also published an information sheet (INFO 219) for entities considering operating market
infrastructure, or providing financial or consumer credit services, using distributed ledger technology or
blockchain. The information sheet allows companies to determine whether their use of distributed ledger
technology falls within ASIC’s regulatory requirements by providing a framework of six questions that can be
asked by a blockchain user:

1. How will the blockchain be used?

2.What blockchain platform is being used?
3.How is the blockchain using data?

4.How is the blockchain run?

5. How does the blockchain work under law?
6. How does the blockchain affect others?

ASIC has also developed an assessment tool for business seeking to utilize blockchain to assist them in
evaluating whether they fall under ASIC’s regulatory requirements. This tool can be found at Appendix 1
to INFO 219.
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Australia continued

LEGISLATION/
REGULATION

Regulatory agencies in Australia have taken several other steps in regulating or monitoring the use of
blockchain technology:

+ ASIC established an “Innovation Hub” in 2015 to assist financial technology start-ups navigate Australia’s
regulatory system by providing “informal guidance” to eligible businesses.

+ The Australian Transaction Reports and Analysis Centre (“AUSTRAC”) has recommended both a high-level
regulatory framework and a set of agreed rules that determine the operation of the algorithms encoded
by the software for the use of blockchain.

+ AUSTRAC has also made it clear that financial institutions’ obligations under Australia’s anti-money
laundering and counter-terrorism financing legislation do not require the closure of bitcoin-linked
accounts deemed to be high-risk, despite indications that some financial institutions have already done
this in response to perceived regulatory pressures.

+ AUSTRAC also reminded exchanges to enroll in the “Digital Currency Exchange Register,” maintained
by AUSTRAC by May 14, 2018. These “transitional registration arrangements” allow operators to continue
business while having their applications screened. AUSTRA also issued a warning in April of 2018,
stating that “there will be criminal offence and civil penalty consequences if you provide digital currency
exchange services without being registered.”

+ The Australian Taxation Office (“ATO”) has released a guidance paper titled “Tax treatment of crypto-
currencies in Australia,” which provides the ATO’s view that crypto-currencies such as bitcoin are neither
a domestic nor a foreign currency, and are instead assets, and that transacting with bitcoin is “akin to a
barter arrangement.”

+ The Australian Competition and Consumer Commission (‘ACCC”) has been closely monitoring the
acquisition of blockchain start-ups by banks, due to their disruptive nature to the industry, and it has also
indicated that banks may need to seek ACCC permission before entering into agreements to cooperate
with blockchain start-ups.

+ In September of 2018, The Australian Trade and Investment Commission (Austrade) and the Australian
Digital Commerce Association jointly organized a delegation of domestic Blockchain startups to visit
China’s largest fintech companies.

CASE LAW

There are no cases on the legal issues surrounding blockchain technology in Australia

KEY
LEGAL ISSUES

The key legal issue in Australia is the significant number of regulatory hurdles that financial technology and
financial entities may be required to jump in order to develop and utilize blockchain or distributed ledger
technology. The financial services industry in Australia is currently regulated by ASIC, the Reserve Bank of
Australia, the ATO, the ACCC, the Office of the Australian Information Commissioner, AUSTRAC, the Digital
Transformation Agency, and the Australian Prudential Regulation Authority. Each of these bodies has the
power to regulate the use of blockchain in Australia, and although regulators have, with some exceptions,
generally avoided making definitive statements or rulings, the extent of these powers is not yet clear should
they adopt a more heavy-handed approach. In fact, ASIC’s information sheet INFO 219 advises that these
other regulators may also be interested in a business or proposal.

USEFUL
PUBLICATIONS

CSIRO Report—Distributed Ledgers, Scenarios for the Australian economy over the current decades
CSIRO Report—Risks and opportunities for systems using blockchain and smart contracts

ASIC Information Sheet—"Evaluating distributed ledger technology”

Standards Australia—Roadmap for Blockchain Standards Report (March 2017)

AUSTRAC information—"Are you a digital currency exchange provider?”

AUSTRAC information—"New Australian laws to regulate cryptocurrency providers”
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APPENDIX

THE TECHNOLOGY BEHIND BLOCKCHAIN

Blockchain is a technology for storing, tracking, and processing information. At its simplest, a blockchain is a digital database of
transactions. Each transaction is stored in a block of data that is securely linked to the blocks containing previous and subse-
quent transactions. What makes blockchain technology so interesting and potentially powerful for business transactions is the

characteristics that flow from this digital chain of transactions.

Information is “Distributed”

Centralized System Distributed System

Today’s information systems are typically centralized. That involves one or more central intermediaries (such as a bank) respon-
sible for transferring actual value between two parties. Each party will maintain its own separate ledger recording every transac-
tion, but this is normally not the authoritative ledger (which remains with the central counterparty). For every transaction, the two
parties and the central intermediary need to each update and then reconcile their own ledgers. If a party loses its ledger due to

an IT failure, malware attack, or physical disaster, there is a risk of loss of information due to the single point of failure.

In contrast, a blockchain system is decentralized or distributed. That means that each user of the system has its own authoritative
copy of the digital transaction record where it records every new transaction among group participants. This is why distributed
ledger systems are sometimes referred to as “trustless,” because they can be designed in such a way that nobody has to trust

in a central party or anybody else in order for the system to function.

New transactions are immediately replicated onto all ledgers at the same time, meaning that no single point of failure exists in
the system. Thus, blockchain systems have a significant advantage on standard systems, even where there is only one “user” (for

example a global company tracking inventory via a blockchain system).

It is important to understand that blockchain systems can be set up with a variety of different controls and access rights. It is
possible to set up a blockchain in an open way, so that any third party can access it—similar to setting up a website that can be
accessed by any internet user. A much more common approach for business is to set up a permissioned blockchain, so that only

certain users can access it—similar to setting up a private intranet.
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A blockchain can also be set up with a main administrator, if required. Even in this case, the digital record is much harder to hack,
manipulate, or be disrupted in the same way as a database stored on a single computer or server because of the way that infor-

mation replicates, making it a more robust system for information storage.

Information is “Immutable”

Distributed ledger technologies provide an “immutable” record —blocks of data are added in a linear and chronological order,
each linked backward and forward to prior and subsequent transactions by a cryptographically secure, digital fingerprint, cre-
ated using a hash function. In basic terms, the record of each transaction cannot be changed once it is added without disrupting

the line of digital fingerprints, providing an audit trail and significant certainty as to the status of each transaction on the record.

Representation of blocks in a ledger
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If you change any of the information in blocks #1, #2, or #3 after the block is created, the hash value at the bottom of the block

and the start of the next block will be different, evidencing that the record has been tampered with.

Transactions are Approved by “Consensus”

Distributed ledgers can be set up in different ways, but a common feature is “consensus”—a transaction will be approved and
added to the digital record when a sufficient number of participants on the network agree that the transaction should be added
using an agreed mechanism. Precise consensus mechanisms are highly technical and vary between different use cases, but they
consist of the rules for how every user exchanges blockchain information, the mathematical rules for all users to agree on the

integrity of that data (sometimes called “proof of work”), and sometimes an incentive to support the consensus model.

Consensus is the agreed method to ensure all transactions are validated and all valid transactions are added once and only once.

Importantly, valid transactions also cannot be declined or omitted from the blockchain.
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A basic example of a consensus mechanism is below:

In this diagram, one user wants to enter into a transaction on the ledger. He or she broadcasts a block containing the transac-

tion data to everyone else in the network. If a sufficient number of users confirm the transaction complies with the rules of the

distributed ledger (here, 50 percent + 1 users agree that the rules have been complied with), the transaction will be “approved”
and added to the ledger as the next block in the chain, even for the user who did not approve the transaction
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Smart Contracts and Smart Assets

Distributed ledgers can use smart contracts to execute automatic transactions in respect of assets whose ownership is recorded
on the ledger (smart assets) without the need for human intervention or an intermediary to monitor or manage the transaction.
A smart contract is a piece of computer code using standard logic terms. When a user stores value from tangible assets (cash
in a bank account or shares he or she owns, for example) on a distributed ledger, it is possible to implement a smart contract
that then automatically transfers that value to another participant on the occurrence of certain events or on a pre-agreed basis.
A and B are users on the same distributed ledger

They enter into smart contract based on price of gold.

Terms are that A agrees to sell 1 kg of gold to B at the prevailing USD spot price at a particular day/time, but only if the spot price
is greater than $40,000 at that time.

R @ v...

$40K

Smart contract would use the following logic —

+ On Day/Time, OBTAIN Spot Price.

+ IF Spot Price >$40,000 then TRANSFER 1 kg
of gold from A to B

+ TRANSFER $x from B to A WHERE x = Spot
Price amount for 1 kg of gold in US Dollars

at Day/Time.
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Jones Day has been advising on the implementation of blockchain technology since 2015 across a range of sectors, including

obtaining the first-ever effective SEC registration statement that contemplates a public offering utilizing blockchain technology,

for Jones Day client t0.com, Inc.

For further information, please contact your principal Firm representative or one of the lawyers listed below. General email mes-
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Introduction

The 2013 Drug Supply Chain Security Act (DSCSA) prescribes a set of compliance requirements
for pharmaceutical supply chain participants over a ten-year period (2013-2023). Most notably, it
requires manufactures of pharmaceutical products sold in the U.S. to serialize, or uniquely
identify, pharmaceutical products at the lowest saleable level. Additionally, all supply chain
participants must share certain product, production, trading partner and ownership change data.

Of importance to the industry is that in 2023, “interoperable, electronic tracing of product at the
package level requirements shall go into effect”.! Some have interpreted this to mean supply
chain participants are required to put in place an electronic system to facilitate the collection
of information for all current and previous changes of ownership (leading back to the original
manufacturer or repackager).

Specifically, the DSCSA calls for:

e Exchange of Transaction Information (TI) and Transaction Statement (TS)

e Systems and processes for verification of product at the package level

e Systems and processes necessary to promptly respond with the TI and TS information

e Systems and processes necessary to promptly facilitate the gathering of information to
produce the TI going back to the manufacturer

* Ability to only accept saleable returns for products that they can associate to the TI and TS

There are concerns that retrieving TI data back to the manufacturer could require tens of
thousands of electronic connections between previously “unconnected” participants. Essentially,
each supply chain participant might need to form an electronic connection with each potential
company participating in their supply chain. Currently, no such electronic system exists.

Blockchain technology has demonstrated a strength in creating a single source of truth that is
highly resistant to corruption - either accidental or intentional. It also holds promise for being
able to restrict access to competitively valuable transaction data only to those parties with a
defined “need to know,” providing the confidentiality sought by trading partners.

Current blockchain platforms offer an environment of simplified electronic connections between
parties for data distribution, synchronization and immutability, programmability, visibility,
security and potentially, confidentiality - all characteristics of an effective environment where
trading partners can enforce business and regulatory rules and securely automate the exchange of
data. (It should be noted that the language of the DSCSA calls for transaction data exchange to be
interoperable. In some quarters this is seen as being different than an interoperable system.)

In this highly complex and regulated industry,
the Study Team explored if blockchain technology can be used
to address the full data sharing requirements of the DSCSA.

1 H.R. 3204 Title IT — Drug Supply Chain Security Act: Sec. 203. (g) Enhanced Drug Distribution Security


https://www.fda.gov/Drugs/DrugSafety/DrugIntegrityandSupplyChainSecurity/DrugSupplyChainSecurityAct/

DSCSA and Blockchain Study

Overview

This white paper provides insights into the team’s process, exploration and learnings
throughout the Study. Future teams will build upon the learnings of this group and take the
next steps of building proof of technology, proof of concept, pilots and extensions on the basic
DSCSA data set used in this work.

Building the team, setting the goals.

In the winter of 2017, a group of regulatory, operations, clinical, [.T. and other backgrounds from
50 healthcare industry stakeholder companies and associations came together as a team to
explore the use of blockchain technology to support Drug Supply Chain Security Act (DSCSA)
compliance and to add additional value.

Considering the requirements of the DSCSA and the current state of data sharing in the industry,
the team established a list of goals to address during the study that were considered important
for the industry to be able to support DSCSA compliance in 2019 and 2023.

The list included:

e Establishing an electronic connection between non-adjacent trading partners
e Establishing trust between these trading partners

e Sharing required data without inadvertently exposing proprietary information
* Reducing the potential activity required of trading partners

* Designing for expansion beyond DSCSA compliance

e Funding the architecture

* Reducing risk

Together, the team established a framework for holding exploratory discussions (described later
in this paper). This outline structure allowed the team to consider governance, technology,
services and supply chain practices clearly and distinguish between DSCSA requirements, supply
chain needs and individual trading partner pair agreements. Initial talks served to establish a
level of knowledge among team members on the complex topics of the DSCSA, supply chain
practices and blockchain technology.

Next, we created various exploratory designs (or models) in which these three complex topics
might be brought together to aid in DSCSA compliance and adding additional value. These
designs were cast into simulated ReferenceModels™ to enable the team to exercise some of the
data sharing rules and explore potential data outputs.

2 ReferenceModels™ are key to the Center’s Study process. They are computer simulations and diagrams of the supply chain and supply chain stakeholder
interactions that explore various design alternatives, regulation interpretations, future states and technology usage. They also help Study teams to animate,
test and evaluate a current or proposed scenatio.



The U.S. Pharmaceutical Supply Chain

The role of the trading partners.

Like most of today’s mature supply chains, the U.S. pharmaceutical supply chain contains many
types of trading partners, as well as the companies who support them with logistical and data
services solutions.

Trading partners are highly controlled by various regulatory bodies and certifying agencies.
Caution must be taken when contemplating any type of change as new requirements may
impact existing regulatory or certification rules. Often, in our discussions of DSCSA-related
process changes, stakeholders advised us of existing requirements that needed to be taken into
consideration.

An example of this is the DSCSA requirement that a trading partner cannot receive product
without also receiving proper DSCSA mandated information. In the case of a temperature
sensitive drug, for instance, there are also requirements that the drug be placed in a
temperature-controlled environment to maintain the efficacy of the drug.

Defining the Study parameters.

These and many other requirements lead to further conversations on the accuracy of process
and data definition to avoid conflicting with one rule while attempting to comply with another.
The Design Models discussions helped clarify current and proposed process controls and
practices and explore the impact of laws, regulations and technology on the supply chain and
individual trading partners.

The team tackled new challenges as it worked through DSCSA definitions and requirements of
supply chain participant types and the (sometimes) multiple roles that the trading partners
perform. To clearly address these issues and allow for typical supply chain behavior and
individual trading partner agreements, the team assigned ReferenceModel rules into these
three categories:

1. DSCSA: The rule can be directly linked to language in the DSCSA
2. Supply Chain: The rule exists due to established practices and trading partner needs

3. Trading Partner Agreements: Recognizing that trading partners can choose to share
additional data based on their individual business arrangements

Defining these rules allowed the team to have targeted, exploratory discussions on several
topics without blurring the lines between what is specifically called for in the law and what
may be desired or needed by trading partners. They also helped us in establishing
ReferenceModel runs that tested whether data created in a trading partner to trading partner
agreement can successfully be held confidentially in the shared industry blockchain.



The Drug Supply Chain Security Act3

The Drug Supply Chain Security Act (DSCSA) contains a vast array of requirements to be
implemented over a ten-year period (2013-2023). The Study concentrated on requirements that
the supply chain must comply with by the year 2023 and all previous requirements that will still
be in effect then.

Specifically, the team focused on a scenario where all required finished drug products are
serialized (are marked with a 2D barcode containing the NDC (GTIN), Serial Number, Lot
Number and Expiration Date), trading partners are required to share Transaction Information
(TT) and Transaction Statement (TS) and where trading partners have “The systems and
processes necessary to promptly facilitate gathering the information necessary to produce the
transaction information for each transaction going back to the manufacturer, as applicable.”

When the law was drafted, there were expectations that all DSCSA defined data would be
included in a single “document”. The Study team took the point-of-view of a trading partner —
able to collect all the data from appropriate sources and coalesce the data into a “document” if
needed. This strategy falls within existing master data management practices and efficient
storage practices.*

A note on the DSCSA Transaction Statement:

The Transaction Statement is a series of attestations that the transferring trading partners are
required to make to those trading partners with whom the product is being sent. These include
confirmations that the product was purchased directly from the manufacturer, exclusive distributor of
the manufacturer, or repackager that purchased the product directly from the manufacturer when
that purchase occurred. Trading partners have been making these attestations either by including the
specific language of the DSCSA or by reference. In February 2018, the FDA issued a Draft Guidance
allowing for a shortened attestation.

All ReferenceModels developed by the Study Team assume that a shortened attestation would be
allowed and that further, an automated means of attestation may be allowed. This could be an
indicator in the TI data set could be set, or an attestation that any post to the system would constitute
attestation that the posting body has complied with the language in the law. As a result, the
ReferenceModels described in this white paper do not address Transaction Statement requirements.



https://www.fda.gov/drugs/drugsafety/drugintegrityandsupplychainsecurity/drugsupplychainsecurityact/default.htm
https://c4scs.org/s/White-Paper-DSCSA_MDM_Center-for-Supply-Chain-Studies_FINAL.pdf

STUDY: The Drug Supply Chain Security Act and Blockchain

Blockchain Technology T———

Data/Time
Trans ID
Wikipedia defines blockchain as: Hash of Prev Block
Prev Block ID
Block ID

“A blockchain, originally block chain, is a continuously
growing list of records (Figure 1), called blocks, which are
linked and secured using cryptography. Each block
typically contains a cryptographic hash of the previous

* Transaction Data

block, a timestamp and transaction data. By design, a Data/Time
blockchain is inherently resistant to modification of the Trans ID

data. It is "an open, distributed ledger that can record Hash of Prev Block
transactions between two parties efficiently and in a Prev Block ID
verifiable and permanent way". For use as a Block ID
distributed ledger, a blockchain is typically managed by

a peer-to-peer network collectively adhering to * Transaction Data
a protocol for inter-node communication and validating Data/Time

new blocks. Once recorded, the data in any given block
cannot be altered retroactively without the alteration of
all subsequent blocks, which requires collusion of the Block ID
network majority.“

Trans ID

* Multiple, Unrelated Transactions
Figure 1: Blockchain
Key observations of blockchains

e By design, inherently resistant to modifications of data (data is said to be immutable)

e They are utilities upon which business applications can be built

e They distribute data securely and ensure all copies are identical

e Each process may be assessed a fee (may be key to funding industry shared
blockchains and as a deterrent to nefarious activity)

e They are programmable using distributed applications (DApps), sometimes known
as Smart Contracts (could be used to enforce industry and regulatory rules)

e The DApps are also visible, immutable and distributed

e Correctly developed DApps can be verified and their output predicted and trusted

Many blockchain platformss incorporate the concepts of blockchain and additional capabilities
based on the types of uses anticipated. For the purposes of this Study, we did not assume the use
of any one. Instead, we explored and simulated the capabilities available in many popular
platforms:

e Data is “write only” (cannot be changed or deleted once posted to the blockchain)

e Data may be visible to all parties connected to the blockchain

e Full copies of the blockchain data may be distributed to all blockchain nodes

e Distributed applications (which trading partner systems can interact with) can
access and act on data stored on the blockchain

e Distributed applications can enforce data access and certain data quality rules
(such as data format)

e Use of special applications (oracles) that can access information that resides
outside (off) the blockchain

5 Article on different blockchain platforms: https://medium.com/blockchain-blog/17-blockchain-platforms-a-brief-introduction-e07273185a0b



https://en.wikipedia.org/wiki/Record_(computer_science)
https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Trusted_timestamping
https://en.wikipedia.org/wiki/Distributed_ledger
https://en.wikipedia.org/wiki/Ledger
https://en.wikipedia.org/wiki/Peer-to-peer
https://en.wikipedia.org/wiki/Protocol_(communication)

The team also explored and discussed features that are implemented in a few blockchain
platforms and are envisioned to be available in the future, including:

e Substantial data storage located off the blockchain, yet accessible
to the blockchain and distributed applications on the blockchain

e Indexing of blockchain data to enable querying and retrieval

e Data obfuscation (blockchain platform features to obfuscate data
and retain query features)

Standards usage

Unique Identification, Data Attribution, Process Controls, Labeling and other standards are
foundational to sharing data and provide the ability to simplify business transactions, improve
efficiencies and reduce risk. They allow innovations to be accepted and incorporated into existing
practices with the least amount of overhead or customization. All ReferenceModels created in this
Study make use of appropriate standards such as identification, transaction, data and process.

Specifically, the ReferenceModels made use of these standards:

GS1 Identifiers
e Global Trade Item Number (GTIN)
e Serialized Global Trade Item Number (SGTIN)®
¢ Lot Global Trade Item Number (LGTIN) 7
e Serial Shipping Container Code (SSCC)
e Electronic Product Code (EPC)

GS1 Traceability Standards
e Electronic Product Code Information Services (EPCIS)
e Core Business Vocabulary (CBV)
e Tag Data Standard (TDS)

GS1 Data Definitions
e Global Data Dictionary

GS1US DSCSA related attributes and EPCIS usage
e GS1US Implementation Guideline: Applying GS1 Standards for
DSCSA and Traceability

6 GS1 Tag Data Standard version 1.9: The SGTIN is a EPC URI syntax and is composed of a GTIN and a serial number
7 GS1 Tag Data Standard version 1.9: The LGTIN is a EPC Class URI syntax and is composed of a GTIN and a Lot Number



Industry-Shared Blockchain (ISB)

Although some individual solution providers may use a blockchain platform for their service, the
Industry Shared Blockchain (ISB) refers to the platform(s) that connects all individual services.
The Distributed Logic in the ISB is the result of industry stakeholder consensus and is available
for those stakeholders to validate.

Connecting to the blockchain through a Service Provider

A supply chain participant looking to establish an electronic connection with others would first
register with a service connected to the ISB. That service will ensure the company is assigned a
proper identity on the blockchain and fulfills its obligations in terms of initial setup such as
identification of products and establishment of them on the ISB (for ReferenceModels where this
is required).

Confidentiality

Scenarios

A process by which data is only shared with appropriate trading partners. Regarding DSCSA, this
means that each trading partner should be able to access Transaction Information (TI) for items
they have or are about to take ownership of. They should be able to access TI for the exchange in
which ownership is transferred to them and all previous transfers within the supply chain.
Trading partners should not have access to TI of items or shipments for which they never had
ownership. Exceptions to this rule are 3PLs who do not take ownership but are required to have
access to TI for shipments of which they previously had custody.

Although there are many nuanced scenarios that take place within the supply chain during the life
cycle of a pharmaceutical product, these are the scenarios discussed throughout the study to
determine the potential role of blockchain technology.

Transfer of product between trading partners

In this basic scenario, items are transferred from one trading partner to another without error.
Party 1 commissions and packages the items and ships to Party 2. Party 2 receives the items,
verifies that the items received were placed into commerce by the manufacturer (commissioning
took place) and prepares them for the next step (storage, unpacking and repacking for shipment,
dispensing). A series of trading partners can be linked together to vary the scenario.

Saleable return

The receiving trading partner (Party 2) returns product to the sender (Party 1). Party 1 verifies
that ownership of the returned item was originally transferred from Party 1 to Party 2. Party 1
also verifies that the items were placed into commerce by the manufacturer and that there is no
other information to indicate that the items should not be treated as saleable product.



Non-saleable return

The receiving trading partner (Party 2) returns product to the sender (Party 1). Party 1 verifies that
ownership of the returned item was originally transferred from Party 1 to Party 2. Party 1 also
verifies that the items were placed into commerce.

In this scenario, Party 1 finds the items are not saleable (expired, recalled, damaged, etc.). Party 1
then either returns the items to the party they received them from (manufacturer or another
wholesaler) or transfers them to a Returns Processor (Party 3). Party 3 destroys the product and
provides information of the destruction to the manufacturer.

Delayed information availability

Items are transferred from one trading partner to another without error. The Manufacturer
(Party 1) commissions and packages the items and ships to Party 2. However, Party 1 processes
their information in batches and the Transaction Information (TI) becomes available several
hours after the shipment arrives at Party 2. Party 2 secures the product, indicates that the TI is
not available and processes the items up to the point of shipment or use. Prior to shipment or
use, Party 2 must verify that TI from Party 1 is available and that the item was placed into
commerce by the manufacturer (commissioned).

Hospital Pharmacy Borrow and Loan

A hospital requires a drug that is either not available or may be costly and seldom used. The
hospital arranges to borrow a quantity of the drug from another local hospital. The borrowing
hospital may, or may not, know the patient (e.g., a previously admitted patient or a newly
arriving patient). The borrowing hospital acquires the drug from the lending hospital and
replaces the drug once they acquire new stock of the drug.

Exception processing

Errors do occur. Logistics units are sometimes packed incorrectly, shipments arrive at the wrong
destination, etc. Discrepancies between what took place and what was recorded as taking place
need to be corrected.

A key feature of blockchain technology is data immutability. On most ledgers, entries are
corrected by posting offsetting entries. The Study team explored this concept and found that it
could lead to misunderstandings when attempting to replay and understand a series of
transactions. Instead, it employed a simple “replace” mechanism by indicating that the
corrective transaction replaces a previous (erroneous) transaction. This works for most cases
and only is an issue when the desired effect is to have a transaction ignored (it was in error,
won'’t be replaced and needs not to be part of any transaction set analysis). An efficient method
of correcting information in an immutable dataset remains a challenge.

10



Challenges

The Study team explored challenges regarding the complexity of the DSCSA statute and
interpretation, the nuances of Supply Chain practices and the ever-evolving blockchain technology
and platforms. A few of the challenges included:

The Drug Supply Chain Security Act (DSCSA)

Multi-link transactions:
Most transactions (ex: orders, invoices, payments, etc.) in business are 8between two trading
partners. The DSCSA requires (depending on your interpretation) sharing certain data with
the entire list of trading partners responsible for transferring packages to the dispenser. For
the purposes of this Study, transactions were recorded at the smallest saleable package level.

SEC. 203(g)(1)(E) of the DSCSA:

Retrieving previous Transaction Information going back to the manufacturer. For example: in
Figure 1 below, the hospital may be required to retrieve TI' and TI2. These transactions contain
data (ship dates, quantities, etc.) that is confidential between the transacting trading partners.
For the purposes of this Study, confidential data from previous transactions were redacted or
removed when shared with trading partners who were not parties to the transaction.

Manuract 15t 2nd Hospital Tll ;[;:’
anufacturer Wholesaler Wholesaler P TIZ .
State BoP

TE

Figure 2:
Transaction Information sharing

2019, Verification of saleable returns:

Beginning in November 2019, the DSCSA requires wholesalers to verify that the
manufacturer placed the Product Identifier (PI)9 in commerce for packages returned that the
wholesaler determines are saleable. This is a challenge to the wholesalers as, by this date,
packages will be marked with the Product Identifier. However, manufacturers are not
required to transmit the product identifiers in the TI until November 2023.

The result is the need for a system that enables wholesalers to request verification of the PI

and for manufacturers to provide verification. This system may not be needed in 2023 when
manufacturers will begin to pass the PI in the TT and wholesalers will have the information

to verify saleable returns.

imbedded in a Global Trade Item Number (GTIN), a product identification standard of the GS1 standards body.

1


https://www.fda.gov/drugs/drugsafety/drugintegrityandsupplychainsecurity/drugsupplychainsecurityact/default.htm

The Supply Chain

Multiple company identifiers:

The DSCSA requires that TI and TS be shared between trading partners upon the change of
ownership. Changes in product location (i.e. a change of custody) may not always cause a
change in ownership in activities such as intra-company transfers or transfers using a third-
party logistics provider (3PL), and do not require TI and TS to be shared.

Study scenarios were constructed under the assumption that companies will use their
corporate identification to document change of ownership. However, some States require
transacting companies to be licensed in the State. This may require an implementation
where one (corporate) blockchain account ID be associated with more than one transacting
entity ID to correctly discern transactions that were made between divisions of the same
company and between separate trading partners. Incorporating the use of company
hierarchy repositories such as GS1 Global Location Number repositories could support this
distinction between federal and state law.

Data access governance:

Who sees what data when? This is partially addressed in the DSCSA statute itself. Typical
transactions (orders, invoices, ship notices, etc.) pass between two trading partners. In the
DSCSA requirements, certain data is passed serially from one trading partner to another. Lot
numbers, expiration dates, etc., make up the Transaction Information (TI) that each trading
partner must make available to their customers.

Ensuring that TI data is accessible to only those in the supply chain that have, or have had,
ownership of the package may require a choreography of digital signature exchange, clever
encryption and or other methods being investigated such as zero knowledge proofs'.

Blockchain

Obfuscating data on the Blockchain:

As data on most of today’s blockchain platforms is visible to all connected parties, it is
necessary to obfuscate confidential data stored on the blockchain. Also, as the DSCSA is a
traceability-only law, prior trading partners should not be able to un-obfuscate data
authored by future trading partners. In the end, there is very little if any data that can
remain un-obfuscated on the blockchain.

Confidentiality can be attained in several ways:

1. Access to the data can be limited by rules that are hard coded
into the blockchain software and that are implemented in rigidly
enforced operational processes.

2. The data itself can be encrypted and the decryption keys carefully
managed to limit its use to approved parties. Unfortunately,
encrypted data becomes difficult to query.

10 A zero-knowledge proof or protocol allows a “prover” to assure a “verifier” that they have knowledge of a secret or statement without revealing the secret itself.



3. Various obfuscation techniques can be employed that obscure
certain data items (notably, the identify of trading partners)
without limiting the ability of approved parties to selectively
query the database.

4. A data architecture can be crafted that keeps humans from
seeing the data once it has been validated by the transacting
parties. Maintenance of the blockchain consensus can be
maintained by machines without intervention (other than
independent auditing). The information that is required to
be passed on can be generated by reports. This fourth option
was not investigated in the Study.

The team experimented with a few mechanisms to obfuscate the data including encrypting
the data", digitally signing', storing only hash values and zero knowledge proofs as a
mechanism to protect data. Encryption and signing introduce additional steps of exchanging
keys and key management into the overall data exchange and storage process.

We found that encryption of the product and trading partner identifiers itself was not
enough to protect against parties who might examine large volumes of transactions, often
looking for and matching patterns to aid in discerning who the trading partners were or
what the product being transferred was.

We then explored using the full PI (GTIN, Serial Number, Lot Number and Expiration Date)
to create enough differentiation and rely on the barcode as the mechanism to transfer
knowledge of the PI. This produced a less “guessable” encryption. However, this encrypted
value would also be identifiable for each transaction in which the item occurred. The need
for an additional data value that changed with each transaction created an encrypted value
that was not repeated across transactions. This also produced data that was not searchable
by legitimate trading partners.

Though unrefined, a few of the mechanisms were able to adequately obfuscate the data. The
overall opinion of the team was that this is a critical link to the future success of blockchain.
The team also agreed that blockchain platforms, developers and cryptographers are now
developing effective mechanisms that can provide efficient methods to protect sensitive data
from prying eyes and to search for and share data among trading partners.

Data storage limitations:

As ledgers of transactions, blockchain platforms are not currently designed to efficiently
store, index and retrieve vast amounts of data. This challenge is worked around in some
blockchain applications by using near-block data storage solutions such as IPFS3, Oraclize'4,
IOTA%, BigchainDB® and other services.

Also, some blockchain platforms are addressing the storage issue by incorporating data
storage services or forming connectivity with existing data storage platforms (ie.: Ethereum
and IFPS).

11 \When encrypting, you use the reader’s public key to write message and the reader uses their private key to read it.

12 When signing, you use your private key to write message's signature, and the reader uses your public key to check if it's really yours.

B IPFS: Interplanetary File System, a protocol and network designed to create a method of storing and sharing hypermedia in a distributed file
system., https://ipfs.io/

14 Oraclize: data-transport-layer for blockchain. www.oraclize.it/

15 JOTA: designed to be the data layer for the internet of things. https://www.iota.org/

16 BigchainDB: Database with blockchain characteristics, https://www.bigchaindb.com
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Multiple platforms:

Several blockchain platforms are currently in use and under development. They are being
created as solutions in both the public domain and as in the private sector. As it is doubtful
that one single platform solution will eventually be used across all industries, a key
challenge is how the blockchain ledger concept and its programmability can be extended
across platforms.

Many organizations are actively exploring ways for blockchain platforms to interoperate.

Cost:

Funding an industry-wide platform is a daunting challenge at best. However, there are
many ways to fund such a solution including fees for memberships, volume-based
subscriptions and transactions.

Costs fall into three categories:

1. Cost of building, deploying, maintaining and supporting the shared
blockchain infrastructure

2. Cost of building, deploying, maintaining and supporting company-
unique infrastructure (e.g., local repositories including access control
and help desks as well as adapters to feed the shared infrastructure)

3. Cost of inefficiency (incurred by trading partners trying to access local
repositories and needed to recall username/password or work with the
help desk of the repository owner)

Many blockchain platforms have a built-in mechanism for supporting the transaction fee

model to pay for the processing, connectivity and necessary data storage. Blockchain
platforms use an electronic token or currency required for each transaction to fund the
organizations that support the network.

Posting a transaction on a blockchain requires a fee for each process executed. Fees are
paid from the account of the user much like how E-ZPass deducts a fee every time you
drive over a toll bridge. This provides an automated incentive for those companies

supporting the operation of the platform and reduces processing fees for the companies
that use the platform.

A volume-based subscription fee model could support pricing tiers based on volume. Firms
would pay a fixed-price per month, based on their annual volume tier. The advantage of
this model is that by offering fixed pricing, it makes it easier for firms to budget.

An underlying transaction fee or token model could be used by service providers to share
fees based on usage. The automated models that are native to many blockchain
platforms may be a bit of a culture change for corporations that are used to more
traditional payment models.
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ReferenceModels: DSCSA and Blockchain

Simulating the environment

A simulated environment allows teams to go beyond diagrams and to test certain hypotheses.
Simulation is akin to building a prototype of real world and computerized systems and sheds
insight into potential business changes by animating process, information and cash flows. It
provides a virtual view into how regulatory interpretation and company policy affect trading
partner behavior and helps to uncover details that may be overlooked when using diagrams alone
to assess impact of change on a business environment.

Several scenarios discussed by the team were simulated throughout the course of the Study. The
results of those simulations and the data they generated - referred to as ReferenceModels™ -
were then shared and verified with the team.

The ReferenceModels depict existing processes in the supply chain and allowed the team to
experiment with various strategies for using blockchain technology to support DSCSA
requirements. After experimenting with many strategies, we settled on three (3) main
ReferenceModels that incorporated different strategies for using blockchain technology to share,
archive and evaluate the DSCSA Transaction Information (TI). Each model contains unique
characteristics that affect the manner of sharing and the type of processing that each trading
partner is responsible for to support the model.

The three models are:

+ ReferenceModel™ 1

Store full TT in an industry-shared blockchain platform for retrieval.
Also, transact EPCIS events directly between trading partners to
communicate the contents of shipments and logistics units.

+ ReferenceModel™ 2

Store addresses or pointers to trading partner portals or repositories
of TI for retrieval in an industry-shared blockchain platform. Also,
transact EPCIS events directly between trading partners to
communicate the contents of shipments and logistics units.

4+ ReferenceModel™ 3

Send DSCSA TI to blockchain platform distributed applications
(DApps) that evaluate the data and store current “states” of the
individual Product identifier. An expanded version includes
shipment hierarchy and may alleviate the need to transact EPCIS
events directly between trading partners.

A note on the ReferenceModels:
This was an exploratory Study. The ReferenceModels were used to provide some level of analysis of the outcome of Study
team hypothesis. The ReferenceModels and all associated process flow and data model diagrams should be viewed in context
of experimentation and not as finished, implementable artifacts. Some experiments continued until the team gained a
specific insight and were not worked through to completion. Even though the data models use Entity Relationship Diagram
notation, the relationships between data sets are for illustration purposes only. For instance, all models include data that is
extracted from EPCIS events. The relationship between the Product Master dataset and the ObserveEvent dataset is an
. example of a suggested relationship. It is meant to suggest that the ProductID (in the form of a GTIN) in the Product Master
dataset can be found in the EPC List of SGTINs in the EPC List. This relationship cannot be directly deployed in a database
and only suggests that there is in fact, a relationship.



Establishing the Study framework

To aid in the exploration, the team established a framework (see Figure 3) for discussing and
understanding the interrelationships between the supply chain participants (supply chain sub-
model), services (services sub-model) that may provide access to the blockchain and provide
access to off-blockchain data, the blockchain and distributed network (data persistence sub-
model) and the governance body (governance sub-model) which might be the gatekeeper to a
private, permissioned blockchain platform, determine consensus data access rules and oversee
the management of the system.

Core to keeping a clear distinction between what is necessary for DSCSA compliance, supply
chain operations and potential trading partner to trading partner agreements, the team adopted
three categories of design rules:

1. DSCSA: The rule can be directly linked to language in the DSCSA
2. Supply Chain: The rule exists due to established practices and trading partner needs

3. Trading Partner Agreements: Recognizing that trading partners can choose to share
additional data based on their individual business arrangements

Defining these rules (categories) allowed the team to have targeted, exploratory discussions on
several topics without blurring the lines between what is specifically called for in the law and what
may be desired or needed by trading partners. Additionally, they helped in establishing
ReferenceModel runs that tested whether data created in a trading partner to trading partner
agreement can successfully be held confidentially in the shared industry blockchain.

Governance Sub-Model Data Persistence Sub-Model
DSCSA Rules .
Supply Chain Rules u Blockchain
Trading Partner Agreements o) Le)
L] ] tel
o} o] o] Lo}
Services Sub-Model ® ) Lo
Master Data
DSCSA Transactions u
Licensing
Other Data Services
- Manufactures
Supply Chain Sub-Model Contract Manufacturers
Wholesalers
Repackagers
3PLs
Dispensers
Returns Processors
Criminals
Figure 3:

Framework for Exploring Complexities

Although the team explored many avenues for using blockchain technology to support DSCSA
requirements, we defined three models as alternatives. There were many variations within each
model to accommodate different interpretations of the statute, governance issues, trading
partner requirements and blockchain platform differences. The three ReferenceModels described
here represent the major design alternatives that the team explored along with commentary from
the team on their assessment of the models. We do not claim that they exhaustively represent the
full range of possible solutions.



4 ReferenceModel 1:
Transaction Information Ledger

Definition

As shown in Figure 4, this model specifies that the data attributes of the DSCSA defined
Transaction Information (TI) and Transaction Statement (TS) be stored in or, adjacent but
accessible, to the blockchain platform. The initial version of this model specified that the TI
attributes be stored in a blockchain transaction in an obfuscated manner. Currently, blockchain
platforms are not designed to efficiently store, encrypt and retrieve large amounts of data. Most
blockchain platforms extract a premium for storing data over a set limit. Encrypting and
otherwise masking data must be accomplished prior to posting the data on the blockchain.

Governance Sub-Model Data Persistence Sub-Model
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F 3
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2EIE] #upply Chain Sub-Model

Manufacturer Wholesaler Dispenser

Figure 4:
ReferenceModel 1 — TI/TS on the blockchain

In ReferenceModel 1 (Figure 4), supply chain trading partners provide TI data to a service
provider via a specified subset of GS1 EPCIS events. The provider (provides access to the
blockchain) extracts essential data attributes from the EPCIS event and calls a distributed
application (DApp), or other programs, on the blockchain platform established to process the
event type.

The DApp checks to see if this trading partner is permissioned to post the type of event and if so,
posts the event to the blockchain ledger. When event data are required, the trading partner sends
an EPCIS Query Event to their service provider. The service provider’s system calls the appropriate
query DApp on the blockchain, which checks whether the trading partner has permission to the
data. If so, the blockchain DApp retrieves the data and sends the data to the service provider who
formats the data into an EPCIS Query response and sends it to the trading partner.



Assumptions

e Private, permissioned blockchain?

e GSildentifiers used for products, logistics units and parties

e Data on blockchain is encrypted or hashed

e Use of on blockchain programming (distributed applications, or DApps) to

control posting and querying

e URI format of identifiers is used (SGTIN, GLN, SSCC, etc.)

e Use of EPCIS Event and Query data

e Use of EPCIS EventID to reference events

e Use of EPCIS standard “ErrorDeclaration” to indicate that an event
identified by the EventID is voided

e Correcting Events must be posted for events declared in error

Feature observations

Governance:

Operations:

Risk:

Cost:

Compliance:

As all DSCSA data is stored on the blockchain, it is most likely that the
effort of governance will be high. All supply chain stakeholders posting
data will, most likely, want representation during data visibility rule
making (who gets to see what, under what circumstances). Implementation
of the rules and validation of the programming code will also be complex.

Each supply chain stakeholder (or their proxy) will be responsible for
retrieving EPCIS Event data sets and evaluating them to make their own
determination of actions. Evaluating data sets for each item under control
(pallets, cases, totes, units) can cost resources and time.

As each stakeholder evaluates the data available to them separately, this could

lead to trading partners arriving at different conclusions about compliance.
For example, trading partners have their own policies as to whether a receiving
event is necessary in acknowledgement of a shipping event?s.

High governance and operational costs.

Letter of DSCSA Law:

e SEC. 203(g)(1)(A): “The transaction information and the transaction
statements as required under this section shall be exchanged “

e SEC. 203(9)(1)(E): “facilitate gathering the information necessary to
produce the transaction information for each transaction going
back to the manufacturer”

e  ReferenceModel 1A fulfills letter of the law in that it includes all
DSCSA data in one post and is accessible for retrieval

17 Private, permissioned blockchain platforms allow industries to choose high performing network nodes and set and enforce critetia or rules for companies to access

the blockchain.

18 Relates to the use of GS1 EPCIS events and not blockchain itself.
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e ReferenceModel 1B recognizes that trading partners exchange
product master data and party master data prior to an order being
executed (current best practice). This model assumes the trading
partners already are in possession of product, customer and
supplier master data and doesn’t include it on the blockchain.

Intent of DSCSA Law:

ReferenceModel 1A and 1B could be regarded as both meeting the
intent of the law. 1B provides additional efficiencies by adhering to
master data management best practices.

Supply chain integrity:
Counterfeits:

As all DSCSA data is on the blockchain, it is possible to detect both a
fake SNI and a fraudulent second commissioning of a legitimate SNI.
Evaluation of packing and shipping events could detect duplication
of an item.

Theft and reentry:

ReferenceModel 1 allows for “Recall” events to be posted. It may be
possible to alert holders of items identified in a Recall event.

Exception management:

EPCIS contains an “Error Declaration” element that can be used to indicate
that an EPCIS event is in error and identify the replacing event.

SWOT analysis:
Strengths:
1. Simple design complies with DSCSA requirements
2. DSCSA TI data is kept together as a record of truth at a
specific point in time. Changes to trading partner and
product information do not affect the data recorded at the
time of the blockchain transaction.
Weaknesses:

1. Obfuscating data and making it accessible and interpretable by
the correct parties is an issue with this and all models.

2. Currently, data must be obfuscated prior to posting to the
blockchain, making it difficult to look up needed data. A
mechanism outside of the blockchain must be used to share
keys and indicate which transaction applies to each shipment
which re-introduces the requirement of establishing an
electronic connection with many trading partners (a main
reason for blockchain exploration).

A possible alternative might be to assign a set of identities with
random addresses (like randomized serial numbers), making it
hard to correlate all the different packages that a trading
partner is shipping. But, the information does not require
decrypting. Instead, some control node (possibly controlled by
the trading partner) can correlate the source of the packages
when needed. This is like a manufacturer maintaining a list of
commissioned serialized packages.



Massively duplicated product and party master data (data about
the product, supplier or customer). Product and party master
data are typically acquired prior to an order. As the DSCSA
includes a 2023 requirement to gather previous TI information,
this means that data either needs to be stored at the DSCSA
defined package level (package level granularity), or via
sophisticated algorithms to trace back through the various
logistic units, a package has been part of in its lifetime.

In the case of package level granularity, product and party master
data would be duplicated for each package produced. This would
increase data storage requirements, cost and risk of data errors.

Opportunities:

Threats:

Observations:

19 See “Traceability Requirement” in Appendix. Note: Some parties do not make this same interpretation of the statute. It was used, however, for the purposes

of this Study.

1.

1.

If obfuscation and on-block data storage challenges are resolved,
the TI information could be normalized* and stored efficiently
on a blockchain (see ReferenceModel 3 below).

There are “add on” services that can augment blockchain storage
or provide blockchain benefits in a platform that can also
manage large quantities of data efficiently (ie: BigchainDB, IPFS,
etc.). These services can provide a link in the blockchain
transaction to the actual data. Groups are actively working on
integrating storage capacity services that can meet the industry’s
performance needs.

Private, permissioned blockchains can be configured to
accommodate data sets relatively economically due to the option
of specifying performance metric meeting network nodes.

Links to off-block sources or the use of blockchain oracle
technology could be added to expand the use of this data
beyond DSCSA compliance.

Obfuscating billons of blockchain transactions could result in a
large “key management” issue for trading partners. Managing
keys may be a larger challenge than managing the DSCSA data
itself for small trading partners.

Loss of keys could disrupt product flow while key exchange is
established manually.

Posting the entire TI on the blockchain as one large transaction
rather than posting it in logical groupings makes the data more
difficult to use for purposes other than DSCSA compliance.
Product and Party master data should not be repeated for each
transaction. The idea of normalizing the data and posting data
groups in separate transactions would mimic how data is stored
in databases and could be used or expanded for other purposes.
ReferenceModel 3 expands on this concept.

Because TI data is committed directly to the blockchain and data
access rules are established and enforced by DApps, data
governance becomes a complicated and costly burden. All
companies posting data will want representation when the access
rules are established, implemented and verified. This model
would enact a large data governance commitment in terms of
resources and cost on trading partners.

20 Normalization is a process to group like data attributes together, minimizing duplication.
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+ ReferenceModel 1:
Life cycle of a pharmaceutical package

Posting data to the blockchain

Here is an example of the use of ReferenceModel 1 (see Figure 5), where GS1 EPCIS event data is
stored directly on the blockchain:

Prior to transacting, the trading partners (manufacturer, wholesaler and dispenser) would
exchange their blockchain Account ID and possibly public keys (to decrypt posted transactions).
A manufacturer would create and hold EPCIS events as product is labeled, packed into cases,
cases packed onto pallets and shipped to the purchasing wholesaler. Upon shipping the product
to the wholesaler, the manufacturer would post the held EPCIS events (commissioning, packing
and shipping) to the blockchain for the packages, cases and pallets shipped. The wholesaler
would be alerted to this shipment by one of three possible avenues:

1. An Advanced Shipment Notice
2. Direct EPCIS XML event delivery
3. Alert from a DApp on the blockchain via their blockchain Account ID

The wholesaler would either evaluate the directly delivered EPCIS events (and possibly match
them with the blockchain posted data) or retrieve the blockchain posted data and treat it as the
one source of truth. This process would be repeated for the transaction between the wholesaler
and dispenser as depicted in Figure 5.
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Figure 5:
ReferenceModel 1 — DSCSA Tl data on the blockchain



+ ReferenceModel 1:
Verifying the manufacturer place a package into commerce

For any trading partner to verify that a package was placed into commerce, they would need to access

the commissioning data that the manufacturer posted or shared. If the commissioning data was
shared directly via an GS1 EPCIS commissioning event, the trading partner would know that it was
placed in commerce. What they wouldn’t know is whether anything occurred in the interim that

would cause them to not sell, transfer, dispense or administer the product.

Using ReferenceModel 1, the trading partner could query the blockchain to retrieve all transactions

they were legitimately allowed (data governance rules) to access. The trading partner would be able to

assess whether the manufacturer, or anyone else in the supply chain had posted an event that would

render the product unusable (recall, damage, expired, etc.). Figure 6 diagrams the verification process

for the sample wholesaler and dispenser.

REFERENCEMODEL 1 (DSCSA Tl LEDGER) VERIFICATION PROCESS

DISPENSER WHOLESALER MANUFACTURER

Blockchain Platform

Receive Saleable
Returned ltems

Return Saleble
Items

Shipping

Receiving

Intemal Data
Store

v

Post

Post-Shipping

Events (Recall,
etc)

Request
Product

Identifier
Events

Evaluate

Re-Stock Saleble

P1 Search Parameters

[}

'
'
'
'
'
'
'
'
'
|
'
'
'
'
'
'
'
'
'
'
'
|
'
|
T
I
'

A

Package

Query DApp

Post

A

'
Pl Transactions- - -

PI Event Transactions

-

Blockchain

Figure 6:
ReferenceModel 1 — Verification Process
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4+ ReferenceModel 1:
The Data

The data depicted in Figure 7 is non-normative and was used to experiment with placing the TI data

on the blockchain. It shows the data that each trading partner holds internally and the data that is
posted to the blockchain platform.

REFERENCEMODEL 1 (DSCSA TI LEDGER) DATA MODEL
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Figure 7:

ReferenceModel 1 — Trading Partner and Blockchain Data
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4+ ReferenceModel 2:
Directory service

Definition
As shown in Figure 8, this model specifies that pointers, or addresses to EPCIS repositories,
DSCSA portals or other services be stored in the blockchain. The blockchain would serve as a sort
of “directory” of DSCSA and other data. Hash values calculated on original EPCIS events are also
posted to the blockchain along with the repository address and can be used later to determine if
the retrieved data matches the original data provided by the authoring trading partner.
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Figure 8:
ReferenceModel 2 — Directory Service

In ReferenceModel 2, supply chain trading partners provide TI data to a service provider via GS1
EPCIS events. The service provider stores the events in a repository and calculates a hash value
based on the event. The service provider calls a DApp on the blockchain platform established to
process the event type. The call includes the hash value and the address established by the
service provider where EPCIS queries are accepted and processed. The DApp checks to see if
this trading partner is permissioned to post the information and if so, posts information to the
blockchain ledger.

When event data are required, the trading partner sends an EPCIS Query Event to their service
provider. The service provider’s system calls the appropriate query DApp on the blockchain, which
checks whether the trading partner has permission to the data. If so, the blockchain DApp
retrieves the hash and address of the service provider holding the original event. The trading
partner’s service provider then queries the data source address and retrieves the EPCIS event data.
The hash value can then be checked to ensure the retrieved event data is identical to the event
sent by the original trading partner. The service provider then provides the event data to the
querying trading partner.



Assumptions

Private, permissioned blockchain*

GS1 Identifiers used for products, logistics units and parties

Data on blockchain is encrypted or hashed

Use of on blockchain, programming (distributed applications, or DApps) to
control posting and querying

URN and URI formats of identifiers (SGTIN, GLN, SSCC, etc.) are used
Use of EPCIS Event and Query data

Use of EPCIS EventID to reference events

Use of EPCIS standard “ErrorDeclaration” to indicate that an Event
identified by the EventID is voided

9. Correcting Events must be posted for events declared in error

ENEVWSES

N oW

Feature observations

Governance:

As all DSCSA data is stored off the blockchain in private repositories
controlled by the supply chain stakeholder or their solution provider. It is
most likely that the effort of governance will be low in terms of data access
of blockchain data.

Each EPCIS Repository establishes and executes their own data governance
rules. There is the potential for disputes if querying parties and queried
parties disagree on whether events should be shared or if data elements
should be redacted. Implementation of the rules and validation of the
programming code will also be complex on an individual EPCIS Repository
basis. However, the bulk of governance activity will be in defining
standardized data access protocols for individual EPCIS repositories:

1. Standards will need to be developed with which trading partners will
need to comply to make their data accessible. This is likely to be a similar
effort to defining data standards for keeping all data on the blockchain.

2. Governance will be needed to enforce the standard when a query to a
trading partner fails.

In comparing ReferenceModel 1 and 2, the issue shifts from relying on third-
party solution providers to preserve the confidentiality of the data on the
blockchain to relying on each supply chain partner to control their own data.
This will likely require more “governance” and more cost, but it may make
executives feel more comfortable with the security of their confidential data.

Operations:
Retrieving EPCIS Event data is a two-step process in ReferenceModel 2.

First the querying party must retrieve the EPCIS Repository address for the
object in question, then retrieve the DSCSA data from the addressed EPCIS
Repository. This process may repeat itself as it is possible that certain events
(Shipping, Receiving) may be accomplished at the outer packing hierarchy
level. In that case, the querying party may need to apply an algorithm or
series of queries to navigate the packaging hierarchy.

Each supply chain stakeholder (or their proxy) will be responsible for

retrieving EPCIS Event data sets and evaluating them to make their own

determination of actions. Evaluating data sets for each item under control
. (pallets, cases, totes, units) can cost resources and time.

21 Private, permissioned blockchain platforms allow industries to choose high performing network nodes and set and enforce critetia or rules for companies to
access the blockchain.



Risk:
Cost:
Compliance:
Supply chain

This system also requires that each local repository be available 24x7 to
respond to queries that can occur on a 24x7 basis because significant elements
of the supply chain operate around the clock. Each repository would then
need to provide solution to maintain uptime through both scheduled and
unscheduled (emergency) maintenance activities.

As each stakeholder evaluates the data available to them separately, there
could be issues of trading partners arrive at different conclusions (regarding
compliance). Each individual EPCIS Repository may have different response
times for returning query results.

Lower Governance cost for data stored on the blockchain, however, higher
cost in managing data locally and responding to trading partner’s queries.
Also, due to the added number of processing steps, there may be a higher cost
to retrieve data than ReferenceModel 1.

Trading partners will also have to develop governance processes from
establishing access control accounts for third-party access to their
repositories, as well as help desks to support third parties legitimately
accessing data in the repositories.

With a multiplicity of repositories to access - each of which may have
difference procedures - trading partners will incur costs in time lost gaining
access to repositories and using trading-partner help desks to help them
“remember” each company’s procedures and logon credentials.

Letter of DSCSA Law:
ReferenceModel 2 fulfills letter of the law in that it includes all DSCSA
data in one post available in the queried EPCIS Repositories.

Intent of DSCSA Law:
ReferenceModel 2 could be regarded as meeting the intent of the law,
however, there may be difficulty in determining duplicate SNIs.

integrity:

Counterfeits:
The Industry blockchain will hold multiple addresses for each item
(manufacturer, wholesaler, dispenser, etc.). Only by querying and
retrieving DSCSA data from all addresses can an evaluation be made
whether there is a single trail back to the manufacturer or multiple. It’s
not clear what stakeholder might take on that responsibility.

Recalls:
ReferenceModel 2 allows for “Recall” events to be posted. In a pure
“repository address only” model, a Recall event would look like any
other event unless the EPCIS Repository was queried. An additional
mechanism or indicator may be needed on the industry blockchain to
more quickly identify recalled items and alert holders of those products.

Exception management:

EPCIS contains an “Error Declaration” element that can be used to
indicate that a EPCIS Event is in error and to identify the replacing event.
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SWOT analysis:

Strengths:

Data control is guaranteed in that data is held directly by the authoring
trading partner or their proxy service provider. Each trading partner can
implement their own set of data access requirements and rules.

Weaknesses:

Opportunities:

Threats:

Observations:

1. Obfuscating data and making it accessible and interpretable by the
correct parties is an issue with this and all models.

2. Because TI data is stored in separate repositories, DApps may not be
able to detect duplicate PI data. Duplicate PI data may occur
because of a data or processing or labeling error or because of
counterfeit activity.

3. The number of interfaces and transactions necessary to post to the
blockchain and retrieve data is far greater than the other models.

4. For the system to work, there needs to be conformance to norms
and performance metrics to keep the solution from becoming
needlessly complex and costly.

5. The possibility that a repository is down at a time when it is needed
is high, given the large number of repositories required and the high
cost of providing 24x7 uptime.

6. Each trading partner would need to manage access control for its
repository. This would likely also require providing help-desk
service to resolve issues when other trading partners encounter
issues accessing the repository.

7. Trading partners seeking to lookup data may have to manage many
accounts IDs and passwords to access the various repositories. And
because such accesses may be infrequent, outside partners would
not memorize the unique access information for each trading-
partner repository. They would likely require help-desk support on
an ongoing basis.

8. If encryption keys are used to protect the data in a repository, key
management may be complex and costly.

This model can be extended to include links to additional data stores
that may valuable for other trading partner processes.

Because of the complexity of managing access for hundreds of
repositories, there is a high likelihood that some repositories would be
vulnerable to attack to gain access to their contents. This could be for
reasons of competitive intelligence or more nefarious purposes.

The current model is based on a single directory. It may be the case that
the directory concept would be implemented in different blockchains. In
this case, an additional layer of interoperability between directories
would be needed. Interoperating across directories could impact
performance, add data governance complexity and add cost or add
complexity to service calculations.

27



4+ ReferenceModel 2:
Life cycle of a pharmaceutical package

Posting data to the blockchain

As an example of the use of ReferenceModel 2, where addresses where GS1 EPCIS event data
could be accessed is stored directly on the blockchain. The hash value of the EPCIS event data
would also be posted on the blockchain to act as a check once the actual data was retrieved from
the trading partner.

Prior to transacting, the trading partners (manufacturer, wholesaler and dispenser) would
exchange their blockchain Account ID and possibly public keys (to decrypt posted transactions).
A manufacturer would collect EPCIS events as product is labeled, packed into cases, cases packed
onto pallets and shipped to the purchasing wholesaler. Upon shipping the product to the
wholesaler, the manufacturer would post the address of their EPCIS repository (held by them or
their solution provider) along with the hash of each EPCIS event data set. The wholesaler would
be alerted to this shipment by one of three possible avenues:

1. An Advanced Shipment Notice
2. Direct EPCIS XML event delivery
3. Alert from a DApp on the blockchain via their blockchain Account ID

In the scenario where the wholesaler did not receive the EPCIS event directly, they would query the
blockchain for the addresses where EPCIS repositories holding events for the package in question.
The wholesaler’s system would then query each EPCIS repository and retrieve the available events.
The wholesaler would then calculate a hash value for the events and match against the blockchain
version of the hash value. Upon matching, the retrieved EPCIS events would be treated as the one
source of truth. This process would be repeated for the transaction between the wholesaler and
dispenser (depicted in Figure 9).
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ReferenceModel 2 — Directory Service
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Verifying the manufacturer placed a package into commerce

For any trading partner to verify that a package was placed into commerce, they would need to
access the commissioning data that the manufacturer holds. The trading partner would repeat
the process outlined above of first retrieving the EPCIS repository addresses from the blockchain
and then querying those addresses for the commissioning data. The trading partner would know
that it was placed in commerce. However, they would not know whether anything occurred in
the interim that would cause them to not sell, transfer, dispense or administer the product.

This process might be supplemented by a separate “verification” database maintained by the
manufacturer to explicitly support verification lookups. But, each manufacturer then would be
responsible for ensuring that the query came from someone owning the package in question.

Using ReferenceModel 2, the trading partner could query the blockchain to retrieve all
transactions they were legitimately allowed (data governance rules) to access. The trading
partner would retrieve those events and evaluate them to determine whether the manufacturer,
or anyone else in the supply chain had posted an event that would render the product unusable
(recall, damage, expired, etc.). Figure 10 diagrams the verification process for the sample
wholesaler and dispenser. (See Figure 10.)
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4+ ReferenceModel 2:
The Data

STUDY: The Drug Supply Chain Security Act and Blockchain

The data depicted in Figure 11 is non-normative and was used to experiment with placing the TI data on
the blockchain. It shows the data that each trading partner holds internally and the data that is posted to

the blockchain platform.

REFERENCEMODEL 2 (DSCSA DIRECTORY SERVICE) DATA MODEL

Center for Supply Chain Studies

D (GLN)

— DSCSA and by and between Trading Partners outside of
ObserveEvent (Shipping) ObserveEvent (Commissioning)
eventTime eventTime
eventTimezoneOffset eventTimezoneOffset
recordTime recordTime
ePCList PCList
action action
bizStep bizStep
disposition disposition
readPoint readPoint
bizLocation bizLocation
transactionDate lotNumber
directPurchase expirationDate
additionalTradeltemlidentification (NDC) transactionDate
additionalTradeltemidentificationTypeCode directPurchase

additionalTradeltemidentification

ToEntitylD (GLN) ode
re—— regulatedProductName
(Packing/Unpacking) manufacturerofTradeltem

eventTime dosageForm

eventTimezoneOffset strength

recordTime netContent

parentiD

childEPCLIist

action

bizStep

readPoint

bizLocation

PartyMaster ProductMaster
} itylD (GLN) { productid (GTIN)

transferFromName additionalTradeltemidentfication
transferFromStreet1 i peCode
transferFromStreet2 regulatedProductName
transferFromCity manufacturerofTradeltem
transferFromState dosageForm
transferFromPostalCode strength
transferFromCountryCode netContent

Account

accountiD
transactioniD
replacesTransaction|D
postTimeStamp
postTimezoneOffset
datavalidFromDate
entityName
entityAddress
portalAddress

Productinstance

")

productinstancelD (SGTIN)
transactionlD

replacesTransactioniD

postTimezoneOffset
hashValueOfOriginalEvent

ReferenceModel 2 - Trading Partner and Blockchain Data

Figure 11:

30




4+ ReferenceModel 3:
Product “states”

Definition
This model takes a different approach to DSCSA and operational requirements than in
ReferenceModels 1 and 2. Although this model calls for the archival of EPCIS events (for
investigation purposes), it only stores a few “states” of the package as it transitions the supply
chain. The model relies on on-blockchain DApps to interpret incoming EPCIS events, archive them
and post only the “state” of the package. The premise is, if DApp code is visible to all, then all can
validate that the code would interpret a given set of incoming data (or EPCIS event) and all could
trust the “state” that the DApp set based on the incoming data and visible DApp logic. The “states”
constitute actionable information, upon which trading partners could make predictable business
decisions. The States we explored were:

1. DSCSA product: Does the product fall under the DSCSA? Non-DSCSA items in the
supply chain will be serialized. It is difficult for downstream trading partners to be
aware of which products fall under DSCSA and which do not. This state could save
resources in quarantining non-DSCSA product unnecessarily, believing it might be a
DSCSA product without the required TI/TS.

2. Grandfathered: By Nov. 2018, all product that falls under the DSCSA will be
serialized. However, passing serialized TI is not required until 2023. There will be a
period after 2023 where there will exist serialized product without TI and serialized
product with TI. The Grandfathered state identifies those products that legitimately do
not have associated TI available. These products will all exit the supply chain at some
point. At that point, this state will be unnecessary.

3. Fit for Commerce: There are many events that would indicate that a package was not
fit for commerce (such as recall, damage, expired product, temperature excursion,
determination of illegitimacy, etc.). If the posting DApp encounters any of these events,
it posts a “fit for commerce” state of false. This gives a clear indication to supply chain
and clinical operations as to what should be done with the product.

4. In Commerce: Has the product been placed in commerce by the DSCSA-defined
manufacturer? This state provides some level of security in that it is not set to “true”
until the manufacturer ships or places it into commerce. This state would provide a
clear data point for wholesalers attempting to verify saleable returns and inspections
involving counterfeit or stolen products.

5. Provenance: Have the observed transactions regarding a package added up to a
clear link back to the manufacturer? If an investigation were to take place, would the
archived transactions show the series of TI's back to the DSCSA defined manufacturer.

6. Declared Emergency: The DSCSA contains provisions where TI and TS sharing can be
suspended in the event of a declared emergency. To not render that product
illegitimate after an emergency, a manufacturer (or entity that transferred the product)
must declare which product was part of the emergency. This state provides the
mechanism to make that declaration clear to all trading partners that may receive the
product in the future.

7. Declared Emergency ID: While not a “state,” the team experimented with a way to
identify the emergency and which authority declared it.



The team explored two alternatives to maintaining the state of the package on a blockchain. The
first was to introduce an Internet of Things (IoT) concept by creating an address for each thing
(package). This was accomplished by creating a DApp for each package using a hashed version of
the PI as the name of the DApp (thereby creating a sort of address for each package). The states
were maintained in the DApp’s allocated memory.

Because DApp deployment on the blockchain is expensive, the second alternative involved
exploring a method for posting transactions that list the latest state. While not as IoT-like as the
DApp method, it did remove the burden for each subsequent trading partner to accurately
evaluate a growing string of events. This method drastically reduced trading partner processing
and risk that trading partners of theirs could interpret the events differently. This model also
reduces the risk that regulators (FDA, State Boards of Pharmacy, etc.) could interpret a series of
events differently than the trading partner.
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Figure 12:
ReferenceModel 3 — Product, Lot, Package and Logistics Unit State

Expanding the value of state management

Links for additional information:

While this model was designed to provide quick answers to pressing question of trading
partners, there is also the need to link back to the EPCIS events that were evaluated by
the DApps (to determine that state). Therefore, we explored adding a link attribute to
the states which allowed for trading partners to retrieve associated events and for
entities to provide additional data associated with the product that might be of value
beyond DSCSA compliance.

32




Other “things”:

As depicted in Figure 12, the concept of maintaining state and links to other information
can be expanded to create efficiencies (less duplicate data) and added value for DSCSA and

other needs. They include:

1.

Product Information: Identified by a GS1 Global Trade Item Number
(GTIN), information about products (master data) can be posted to cover
minimum DSCSA needs and links to more, in depth data.

Entity Information: Trading partners in the models are identified by
their GS1 Global Location Number (GLN). Master data about the entity or
location can be accessed through a posted link.

Product Lot: Expiration Date and Lot number are set by the
manufacturer for each Lot produced. This and other information about
the Lot could be posted here. Recalls typically are at the Lot level. Recall
events could set a state at the Lot level advising of the recall and setting a
link for more information.

Package: This level of information has been covered in the basic
description above. Each package could have a series of states to reflect the
context of the package.

Logistics Units: Identified by the GS1 Serial Shipping Container Code
(SSCCQ), this set of data could include packaging hierarchy, which is
needed for receiving, inference and in the event of selling through sealed
manufacturer cases, providing TI to trading partners.

The Transaction Information (TI) defined within the DSCSA law contains data attributes
about many levels of product hierarchy and logistics units. Those levels can be identified

using GS1 and other standards.

Table 1:
State can be maintained for products, instances,
logistic units and locations

Object Standard ID Example?

Finished Product GS1 GTIN urn:epc:id:sgtin:0031234.500012.0

Finished Product Lot Info GS1LGTIN urn:epc:id:lgtin:0031234.500012.201801ABC
Serialized Finished Product GS1 SGTIN urn:epc:id:sgtin:0031234.500012.12345
Logistics Unit GS1SSCC urn:epc:id:sscc:0031234.500043.12345678
Entity GS1GLN urn:epc:id:sgln:031234.500001.0

Location GS1GLN urn:epc:id:sgtin:031234.500012.0

Internal Location GS1 GLN + Extension urn:epc:id:sgtin:031234.500012.12345
Document GS1 GDTI urn:epc:id:gdti:031234.000123.12345

22 See GS1 Tag Data Standard for explanation of format: https:
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Assumptions

N

Private, permissioned blockchain®
GS1 Identifiers used for products, logistics units and parties
Data on blockchain is encrypted or hashed

Y

Use of on blockchain programming (distributed applications, or DApps) to
control posting and querying

URN and URI formats of identifiers (SGTIN, GLN, SSCC, etc.) are used

Use of EPCIS Event and Query data

Use of EPCIS EventID to reference events

Use of EPCIS standard “ErrorDeclaration” to indicate that an Event identified
by the EventID is voided

9. Correcting Events must be posted for events declared in error

N oW

Feature observations

Governance:

All sensitive DSCSA data is stored off the blockchain in private repositories
controlled by the supply chain stakeholder or their solution provider.
Indicators based on industry consensus are stored on the Industry
blockchain. It is most likely that the effort of governance will be much lower
than ReferenceModel 1, as the states may prove to expose less confidential
data and a bit higher than ReferenceModel 2. Consensus on the indicators
may only be needed initially or upon addition of indicators.

Operations:
Retrieving actionable data is straightforward. The hash of the SGTIN or
SSCC is the distributed application name. Supply chain partners obtain the
SGTIN or SSCC of the outer packaging layer from the item’s barcode. No
evaluation of EPCIS event sets is necessary by individual trading partners.
No dependency on individual EPCIS Repository latency.

Risk:
Low: The distributed application is verified and agreed by the industry and
regulators. Validation of that code is provided to all. The executed code is
visible to all. Low risk to industry stakeholders and regulators.

Cost:
The main governance activities are to form consensus on the rules and
logic that would be used to determine the state of the package, as well as
the actions to be taken if trading partners should be alerted if the state is
incorrect for the incoming event. For example, a package with the state of
“fit for commerce” is false and the incoming event is a forward logistics
shipping event (the trading partner is trying to ship a package that is not fit
for commerce).

23 Private, permissioned blockchain platforms allow industries to choose high performing network nodes and set and enforce criteria or rules for companies to
access the blockchain.




Compliance:
Letter of DSCSA Law:
ReferenceModel 3 fulfills letter of the law in that it includes addresses
for the full DSCSA data set either in individual EPCIS Repositories, or
Repositories accessible by blockchain programming.

Intent of DSCSA Law:
Duplicates not possible.

Supply chain integrity:
Counterfeits:
Each legitimately commissioned item will have one (and only one) entry.
Duplicates are not possible. A manufacturer (or repackager) would be
alerted immediately if another distributed application with the same
identifier existed.

Theft and reentry:
ReferenceModel 3 allows for “Recall” and other events (“stolen”) to be
posted and reflected in the indicators (Fit for Use).

Exception management:

EPCIS contains an “ErrorDeclaration” element that can be used to
indicate that a EPCIS Event is in error and to identify the replacing
event. The programming would reverse the previous indicator settings
and apply the new ones.

Note: Reconfiguring the indicators may create an issue for supply chain
partners that have already processed the item. Future work in this area
should explore whether these supply chain partners receive an alert to
the changes and on what states an alert might be given.

SWOT analysis:
Strengths:

1. Provides actionable information to trading partners. Certain
trading partners, processing high quantities with very short time
limits may not have the luxury of time to evaluate a series of EPCIS
events for each and evert package that move through their
operation each night.

2. Provides one source of truth that can be trusted by trading partners
and regulatory authorities.

3. Reduces the data load and processing time for trading partners.

Weaknesses

1. Obfuscating data and making it accessible and interpretable by the
correct parties is an issue with this and all models.

2. Although Provenance is one of the states, there are issues with
determining whether a clear set of TIs have been encountered
(trading partners using more than one entity identifier, non-
participating trading partners).

3. Ifencryption keys are used to protect the data in a repository, key
management may be complex and costly.
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Opportunities:
1. Could be expanded to provide many kinds of data to serve
operational, clinical and contractional processes.

2. Provides one source to connect to other systems (Product Master
Data, Temperature Monitoring, etc.).

3. As with ReferenceModel 1, this model can detect duplicate entries,
representing legitimate, correctable errors, or potentially
counterfeit product.

Threats:
The obfuscation mechanism (using blockchain oracles* to interact with
encrypt and decrypt data) may provide a single point of attack.

Observations:
This model attempts to move from duplicating the history of separately
evaluating transactions to determine actions to a consensus-based view
of items in the supply chain. It could reduce the “re”-processes (reorders,
reshipping, reconciliation, reimbursements, etc.).

24 Specialized applications on the blockchain, provided as a service, to retrieve data that is not stored on the blockchain. For example, retrieving ambient
temperature for a specific location from a trusted weather service.
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+ ReferenceModel 3:
Life cycle of a pharmaceutical package

Posting data to the blockchain
As an example of the use of ReferenceModel 3 (where states are determined by industry agreed
DApps and minimal data about the product), package, Lot and shipment are posted to the
blockchain provide trading partners actionable information without having to individually
evaluate a series of EPCIS events. Prior to transacting, trading partners (manufacturer,
wholesaler, dispenser) would exchange their blockchain Account ID and possibly public keys (to
decrypt posted transactions). The manufacturer would also post minimal product master data.

A manufacturer would create and hold EPCIS events as product is labeled, packed into cases,
packed onto pallets and shipped to the purchasing wholesaler. Upon shipping the product to the
wholesaler, the manufacturer would call a DApp, using the held EPCIS event dataset as
parameters. The DApp evaluates the data and sets certain states and information for the Lot,
package or shipment. The wholesaler would receive an alert that a shipment was posted and
could then query the blockchain using the following (may be masked or hashed):

Table 2: Query Parameters

Query parameter (urn format) Retrieves

GTIN (Global Trade Item Number) Limited product master data required by DSCSA + Does product fall under the DSCSA statute.
SSCC (Serial Shipping Container Code) Hierarchy of the shipment (pallet, cases, packages). Used for receiving.

LGTIN (Lot Global Trade ltem Number) Lot level information: Lot #, Expiration Date, Recall State of the Lot, Is Lot Grandfathered?
SGTIN (Serialized Global Trade Item Number) Package SGTIN placed in commerce? Fit for Commerce (no events such as recall, damage or

expiration)? Provenance exists? Declared emergency (may not have DSCSA Tl data because it
participated in shipments during a declared emergency).

This process would be repeated for the transaction between the wholesaler and dispenser as depicted in Figure 13.

o mm o mm - =~ - Package Commissioning (GTIN, S, Lot, Exp Date) - — - - - = e
R RN TGTINIBN, - . oo sl oo oo P O e e T R RS A T o e e o ¥
R Package to Case Aggrogation o o ol )
: ) Observe Event ;
H d gt |

Finished Orug Post Events to
o || casePacking [ Pallet Buiing PalletStorage gl ShppIng [l "o EVENSS

MANUFACTURER

Rocoving  |—a|  UnPacking [——|  Sorage |  picking [ TowPacking |—a

Recening |  UNPACKIG  fempn  Storage Dispensing

Receiving Event

WHOLESALER

Totn Gommissionng |

DISPENSER

Oft Blackehain ¥ v vy '

storage of !

Incomming DAPP Package Receving Shipping (Commissioning |

Event data Query DAPP Event DABP Event DA Event DAPP. Aggrogavon | | '

parametars Event DApp s
LY H T DSCSA Product?

New Package State Grandiathered?

: ! ey . Placed in C ?
! Pack p Now Package State iacod in Commorce:
! New Package State - ) Fit For Commerce?
i R RS | Blockehain ' Provenance Exisix?
Lo N S8 (MY o o o Transactions | = = === === == o= m oo eme ] Now Packago Stato. -1 Declared Emergency?

Blockchain Platform

Figure 13:
ReferenceModel 3 — Posting to the Blockchain
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Verifying that manufacturer placed a package into commerce

As the DApps have evaluated incoming EPCIS transactions according to industry agreement, the
trading partner has enough information from the receiving process outlined above to determine
whether a package was placed into commerce.

However, if the trading partner would like a second check (incase additional events have caused
the package’s state to change), the trading partner would query the blockchain using the URN
format of the GTIN, LGTIN or SGTIN (most likely, the hashed value of the URN format with a
unique seed value to keep the data confidential). The retrieved states will provide the trading
partner with information that is actionable without evaluation of individual EPCIS events.

Using ReferenceModel 2, the trading partner could query the blockchain to retrieve all states of
the package, lot, product or shipment. The states would show whether the manufacturer, or
anyone else in the supply chain, had posted an event that would render the product unusable
(recall, damage, expired, etc.). Figure 14 diagrams the verification process for the sample
wholesaler and dispenser.
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ReferenceModel 3:
The Data

The data depicted in Figure 15 is non-normative and was used to experiment with placing the TI data
on the blockchain. It shows the data that each trading partner holds internally and the data that is
posted to the blockchain platform.

REFERENCEMODEL 3 (DSCSA PRODUCT STATE) DATA MODEL enter for Supply Cha

[— DSCSA and by and between Trading Partners outside of Blockchain — Data
ObserveEvent (Shipping) ObserveEvent (Commissioning) Account
eventTime eventTime accountiD
eventTimezoneOffset eventTimezoneOfiset transactoniD
recordTime recordTime replacesTransactioniD
ePCList PCList postTimeStamp
action action postTimezoneOffset
Productinstance
bizStep bizStep datavalidFromDate
disposition disposition entityName D
readPoint readPoint entityAddress productinstancelD (SGTIN)
bizLocation bizLocation portalAddress asactionld
transactionDate lotNumber replacesTransactioniD
directPurchase expirationDate. postTimestamp
additionalTradeltemldentification (NDC) transactionDate postingEntitylD
additionalTradeltemidentificationTypeCode directPurchase isGrandfathered
D (GLN) additional Tradeltem|dentification isFitForCommerce
ToEntitylD (GLN) additionalTradeltemidentificationTypeCode isinCommerce
o requisisdrodieme isProvanenceAvailable
(Packing/Unpacking) manufacturerofTradeltem iSDSCSARegulateditem

eventTime dosageForm

eventTimezoneOffset strength

recordTime netContent

parentiD

childEPCList

action

bizStep

disposition

readPoint

bizLocation

PartyMaster ProductMaster
- entityiD (GLN) productiD (GTIN)

transferFromName additionalTradeltemdentification
wransferFromStreet1 additionalTradeltemIdentificationTypeCode
transferFromStreet2 regulatedProductName
transterFromCity manufacturerofTradeltem
transferFromState dosageForm
transferFromPostalCode strength
transferFromCountryCode netContent

Figure 15:
ReferenceModel 3 — Trading Partner and Blockchain Data
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+ ReferenceModel 3+
The Data

The data depicted in Figure 16 is non-normative and was used to experiment with placing the TI data

on the blockchain. It expands on the “state” concept of ReferenceModel 3 by logically grouping data
that may be interesting to query and provides “state” information at the correct group level efficiently.

For example: Determining whether a product is a DSCSA regulated drug is recorded at the product

level (“isDSCSARegulatedItem”) and not repeated for each package of the product (at the Product

Instance level). It shows the data that each trading partner holds internally and the data that is posted

to the blockchain platform.
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readPoint
bizLocation
PartyMaster ProductMaster
4{entitylD (GLN) productiD (GTIN)

additionalTradeftemidentification
additionalTradeltemidentificationTypeCode
regulatedProductName
manufacturerofTradeltem

dosageForm

strength

netContent

transferedState postTimestamp
shipmentUnitHierarchy expirationDate
isFitForCommerce
Productinstance
postingAccountiD
(SGTIN)
DeclaredEmergency i

EoshgAZcAmID replacesTransactioniD
i postTimestamp
eRCeSTIMACN0R datavalidFromDate

emergencylD
postTimestamp isGrandfathered
emergencyStartDate isFitForCommerce
timezoneOffset

isinCommerce
emergencyEndDate isProvanenceAvailable
emergencyName 0]

Expanded data model to support additional value
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Evaluating the ReferenceModels

As this was an exploratory Study, we expected to discover and consider different means to utilize
blockchain technology to support DSCSA requirements. We hoped this type of examination
would provide a platform for learning about supply chain processes, the DSCSA, blockchain
technology and the intersection of all three.

All three of this Study’s ReferenceModels incorporated different strategies for leveraging
blockchain technology - each exposed technical challenges and provided insights into the
difficulties of accurately managing product at the serialized package level and at a speed needed
by the supply chain.

Not surprisingly, with each strategy we encountered a common set of obstacles that are general
to transacting business using a common, visible platform such as blockchain. The challenge of
searching for information - while at the same time constraining access to that information to
trading partners that have had ownership of the package - is a difficult task (even with the
knowledge that the information may exist). In all models, this resulted in a multi-step process of

evaluating the query and determining whether the querying party should have access to the data.

The following evaluation provides an overview of the Study team’s insights into the challenges
and benefits of each ReferenceModel. The final take-away from the group is that many of the
industry’s current regulatory challenges may be successfully addressed as blockchain (and
supporting) technology continues to evolve.

With an overarching awareness of the importance of supply chain integrity and protection, we
believe it is possible to provide effective, secure and innovative ways of doing business with
blockchain technology.
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The models and DSCSA requirements

The following requirements are the main data exchange requirements of the DSCSA. The

evaluation of the three ReferenceModels reflect the commentary of the Study team participants.

Passing Tl to
next trading
partner

Saleable
Returns
Verification

Retrieving
previous Tl
back to
manufacturer

ReferenceModel 1
TITS Ledger

Via direct transfer of EPCIS
Events

Via bizStep of
“commissioning” in the
posted ObserveEvent

Via a combination of
Observe Events
(commissioning and
shipping) and Aggregation
Events (packing)

Manufacturer can post
Observe Event with bizStep
= “inspecting” and
disposition = “recalled”

Table 3: DSCSA Requirements and the Models

ReferenceModel 2
Directory

Via direct transfer of EPCIS
Events

1. Retrieve portal addresses
from blockchain

2. Via the manufacturer (or
repackager) portal or EPCIS
repository return of
commissioning event

Via series of blockchain data
queries and query submissions
to the portal addresses provided
from the blockchain response

Upon Tl retrieval (see retrieving
Tl above), manufacturer can
include an Observe Event with
bizStep = “inspecting” and
disposition = “recalled”

ReferenceModel 3
Package State

Via direct transfer of EPCIS
Events

Via islhCommerce and
isFitForCommerce flags in
Productinstance

Via isProvananceAvailable flag
(know that an unbroken chain of
ownership exists). Retrieve Tl
data via querying the account’s
portal address as in
ReferenceModel 2.

Manufacturer sends Recall Event
data in form of parameters to a
DApp which evaluates data and
sets isFitForCommerce flag in
Product Instance blockchain
entry

Related Requirements

ReferenceModel 3+
Expanded States

Via Shipment Unit blockchain
entry

Via islnCommerce and
isFitForCommerce flags in
Productinstance

Via Shipment Unit, Product,
Productinstance data posted
to blockchain

Manufacturer sends Recall
Event data in form of
parameters to a DApp which
evaluates data and sets
isFitForCommerce flag in
Product Lot dataset or Product
Instance blockchain entry

Proof that
data hasn’t
been altered

All Tl data is on the
blockchain and is
unalterable

Hash value for the Tl data is
posted on the blockchain and
can be matched against the
calculated hash value on Tl
data, retrieved via the trading
partner portal address

DApp posts blockchain entries
based on consensus rules and
data provided as parameters by
authoring entity

DApp posts blockchain entries
based on consensus rules and
data provided as parameters
by authoring entity
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STUDY: The Drug Supply Chain Security Act and Blockchain

Measuring the models against stakeholder needs

The following notable needs were identified by the supply chain stakeholders in the Study. The evaluation

of the three ReferenceModels reflect the commentary of the Study team participants.

MANUFACTURER

Eliminate
verification
queries

WHOLESALER

Remove need for
separate TI
events outside of
blockchain

Provide
consolidated
logistic unit
hierarchy

Reduce
verification
queries

Individual
control of
authored data
access

Table 4: Supply Chain Stakeholder Needs and Models

ReferenceModel 1
TITS Ledger
Yes
No
No

Yes, 1 query per package

No, Tl data is posted and
accessed based on industry
set rules

ReferenceModel 2
Directory

No

No

No, but possible

No, 1 portal address query
and one Tl retrieval Query.
Could be able to manage
queries for a list of packages.

Yes, Tlis passed via EPCIS
events and all Trading parties
query your portal individually

ReferenceModel 3
Package State

Yes

No

No

Yes, 1 query per package

Partial, package state(s) are
determined by implemented
industry set rules

ReferenceModel 3+
Expanded States

Yes

Yes

Yes

Yes, 1 query per shipment (for
1stwholesaler), 1 query per
package for all others.

Partial, package, product and
shipment state(s) are
determined by implemented
industry set rules
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The models and Study goals

The following goals were determined at the beginning of the Study. The evaluation of the three

ReferenceModels reflects the commentary of the Study team participants.

-

Noov s w

Reducing risk

Establishing trust between these trading partners

Funding the architecture.

Reducing the potential activity required of trading partners
Designing for expansion beyond DSCSA compliance

Establishing an electronic connection between non-adjacent trading partners

Sharing required data without inadvertently exposing proprietary information

Table 5 depicts how the models performed against the initial seven goals of the Study.

Elect
Connectlon

Confldentlallty

Expanded
value

TIT Ledger

Table 5: Study Goals and the Models

ReferenceModeI 2
Directory

ReferenceModel 3
Package State

Simplified for blockchain, however, still need individual connections between trading partners (RM02

&RM03).

Managed through permissioned
access to posted data

Simple post of event data to
blockchain to facilitate TI
gathering, however, may require
separate send of Tl data directly
to next trading partner.

This model could be expanded
by adding new datasets or
adding to the existing ones. As
the Observe Event dataset
contains elements that are not
logically grouped, there could be
some issues adding new
datasets.

Managed by each trading
partner portal

Requires separate send of Tl
data directly to next trading
partner. Retrieval of Tl data is a
2-step process (1. Retrieve the
portal addresses, 2. Query the
portals). May benefit from a bulk
query (list of serialized items to
verify or retrieve).

This model could be expanded
by adding additional datasets
and API (s) to trading partner
portals. However, making the
community aware that a new
feature or dataset is available
may be difficult.

Managed by Industry
consensus on DApps

Up-front work of evaluating
the event data is
performed by the DApp(s)
on the blockchain. Trading
partners retrieve and check
the latest states(s) for a
package instead of a
series of events.

This model has been
expanded to create
ReferenceModel 3+.

ReferenceModel 3+
Expanded States

Individual connections not
needed.

Managed by Industry
consensus on DApps

Up-front work of evaluating the
event data is performed by the
DApp(s) on the blockchain.
Trading partners retrieve and
check the latest states(s) for a
package instead of a series of
events.

Additional efficiency of
determining product level and
lot level questions with one

query.

Can expand to include
additional level of information
for products (temperature
handling instructions), lots
(recall), shipments.
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ReferenceModel 1

TITS Ledger
Funding

each trading partner.

If trading partners have different
interpretations of a series of events
a package was involved in.

Secondary risk is synchronizing
trading partner movement to the
same version of event structure.

Timing of event posting could
cause delays for trading partners

processing. lost.

ReferenceModel 2

Directory

1. If trading partner portal is
offline, data cannot be
verified.

2. If trading partner accessing
portal cannot recall
procedures for each
repository, performance could
be degraded, and labor hours

Measuring the models against the challenges

ReferenceModel 3
Package State

Risk is mitigated by the
industry-agreed DApps that
evaluate the events to
determine the state(s) of each
package.

There is risk of missing a state
change if the event is not sent
to the blockchain DApp(s).

ReferenceModel 3+
Expanded States

Funding models for the shared infrastructure are the same for all ReferenceModels. Membership fees, fees per transactions and utilization of
stable cryptocurrencies to fund necessary processing and storage usage. Funding for company-specific repositories will be the responsibility of

Risk is mitigated by the industry-
agreed DApps that evaluate the
events to determine the state(s) of
each package.

There is risk of missing a state
change if the event is not sent to
the blockchain DApp(s).

The challenges listed in Table 6 were identified throughout the Study. The evaluation of the
three ReferenceModels reflect the commentary of the Study team participants.

ReferenceModel 1

Ledger

ReferenceModel 2
Directory

DSCSA

Table 6: Challenges and the Models

ReferenceModel 3
Package State

ReferenceModel 3+
Expanded States

Multi-link
transactions
(M-W-D, M-W1-W2-D)

EPCIS events are passed
outside of the blockchain.

To provide access to event
data on an individual package,
events are stored at the
package level. eg: individual
commissioning events.

SEC. 203(g)(1)(E) of
the DSCSA -
Retrieving previous
Tl data (2023)

Each trading partner's Tl data
is stored and can be shared
with other trading partners
based on industry set rules.

2019, Verification of
saleable returns

Commissioning data for each
package is available.

EPCIS events are
passed outside of the
blockchain.

To provide query access
to retrieve Tl data on an
individual package,
package level ID is
associated with the
creating account ID.

Commissioning data for
each package is
available through the
manufacturer’s portal.

EPCIS events are passed
outside of the blockchain.
Stores the “states” of the
package as it moves through
the supply chain.

Each trading partner’s events
are provided to a blockchain
DApp, which stores the new
“state(s)” of the package.

The ‘“islnCommerce” indicator
is set for each package.

Provides shipment hierarchy
for each shipment along a
package’s route.

Provides information at the
product and Lot level that can
be shared with subsequent
trading partners.

Data is available at many
levels (shipment, product, Lot
and instance) to respond to
queries. DApp(s) post the
information and new “state(s)".
A portal address is available
to query the authoring
company directly.

The “islnCommerce” indicator
is set for each package.
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Multiple
company
identifiers
Data Access
Governance

STUDY: The Drug Supply Chain Security Act and Blockchain

ReferenceModel 1 ReferenceModel 2 ReferenceModel 3 ReferenceModel 3+
TITS Ledger Directory Package State Expanded States

Supply Chain

This challenges all models. It can be solved either by strictly using a single GLN or blockchain Account ID per company or by
introducing a company hierarchy look up service.

Must be managed by rules set Is managed by individual Must be managed by rules  Must be managed by rules set
by industry consensus. trading partners in response to  set by industry consensus. by industry consensus.
Tl data queries.

Obfuscating
data on the
Blockchain

Data storage
limitations

Multiple
Platforms

Blockchain

This challenges all models. The ability to hide data from a blockchain participant while allowing them to query for data requires
special capabilities of a blockchain. The team discussed and experimented with DApp oracles to encrypt data, zero knowledge proofs
and other mechanisms. Some blockchain platforms are developing mechanisms to allow querying and obfuscation through special on
blockchain processes.

Quite a bit of data is stored in Minimal data is stored in this Minimal data is stored in Data is stored across a data
this model. However, private model. this model. model. Each blockchain
blockchain platforms (vs public transaction stores minimal
blockchains) can manage larger data.

amounts of data.

This challenge affects all models. If industry data is spread across multiple blockchain platforms, it is unknown how industry set data
access rules would be enforced. There are blockchain/database hybrid solutions (BigchainDB) and other blockchain-like platforms
that might be useful. A single platform may be needed in the near term as the technology evolves and solutions are developed.

This challenge affects all models. Whether blockchain token or cryptocurrency usage will be acceptable to the industry, traditionally
negotiated contract with service providers or some mix of each will emerge to settle the cost/funding model.

46



Other Study findings and thoughts

Public and private blockchains

It is generally thought that private, permissioned blockchain platforms are safer than public
platforms. That public platform suffers from the following problems:

1. Performance and storage bloat. Public blockchains will be subject to a wide range of
transactions unrelated to the pharma supply chain. They will create contention for rapid
processing of transactions, slowing the processing time. It will also create a much large
data storage requirement because storing the entire blockchain would include the
millions of non-pharma transactions.

2. Governance risk. Over time, blockchain governing groups make changes to their
blockchains to address various issues that may arise. In a public blockchain, these changes
may not be agreeable to the pharma trading partners, but they may be outvoted. In a
private blockchain, the rules and changes will be determined solely by the pharma
trading-partner members.

3. Increased risk of compromise. Nefarious actors could attack the blockchain whether it is
public or private. But, the public blockchain is out in the open for them to study to determine
vectors of attack. A private blockchain would be less visible (so that many nefarious actors
might not even be aware of it) and afford less opportunity for planning an attack.

Protecting the confidentiality of information on blockchains

Most current blockchain platforms make transactions posted to a blockchain visible to all entities
that are connected to the blockchain. This visibility is a double-edged sword. It allows anyone to
determine if data has been tampered with (by checking the block hash values), but it also allows
any connected entity to read posted data and assess the blockchain data for patterns.

All three reference models specify that data posted on the blockchain be obfuscated. However,
they don’t specify how. The team has explored encryption, digital signatures and in one instance,
zero knowledge proofs. Additional models not considered here use still other techniques to
provide the necessary confidentiality. All have merit, and all have drawbacks in terms of key
management, additional services needed, etc. The team also recognizes the challenges of
establishing confidentiality in an open platform (even in private/permissioned platforms) and the
issues that may be encountered in key archiving and transferal as part of mergers or acquisitions.

Governance

Regardless of the solution selected to address DSCSA (whether it includes a blockchain component
or not) the requirement of an interoperable solution imposes a significant demand on the
industry to establish the governance rules needed for compliance. This calls for developing a
consensus among all the stakeholders on dozens of rules of engagement - each of whom may
require hundreds of decisions to formulate.

Because the industry is composed of hundreds of trading partners ranging from small to huge,
weak to powerful, sophisticated to unsophisticated - providing a wide variety of services along
the supply chain path for thousands of products and achieving this consensus will be a difficult

and time-consuming effort. Even if all parties were to agree today to implement one of the
. ReferenceModels™ described above, it will take a long time to establish a consensus on each of
these hundreds of decisions that will need to be made.



Next steps

This exploratory Study documented and provided opportunity to explore the supply
chain, DSCSA language and blockchain technology. Several challenges were identified,
and potential design alternatives thought through. This was the first step in readying
supply chain stakeholders and solution providers to define the interoperable system
needed to satisfy the requirements of the “Enhanced Drug Distribution System”
outlined in the DSCSA.

As supply chain stakeholders are currently working through serialization of drug

products, there are not enough of them to fully pilot any of the ReferenceModel designs.

The next steps are to move from a simulated environment to test environments where
the technology can be explored using test or simulated data. This phase will give clarity
on implementation issues - testing potential back-end integration and solution-to-
solution interoperability. Once the stakeholders begin to converge on single model and
can engage in connecting internal systems to a test environment, full pilots and
implementations will follow.

Pilots that connect trading partners will provide the information needed to determine
standards and guideline development, easing the development of production systems.
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Terms

DSCSA: Drug Supply Chain Security Act?>

Tracing Requirement: Effective November 2023, the DSCSA law reads: ' 'SEC. 203(g)(1)(E)
The systems and processes necessary to promptly facilitate gathering the information necessary
to produce the transaction information for each transaction going back to the manufacturer, as
applicable, shall be required.”

Obfuscation: For the purposes of this white paper, obfuscation means masking or otherwise
making the value of the attributes unknowable to parties other than the creator and those
parties. The creator or their proxy give the capability to unmask or otherwise know the value
of the attributes.

Trading Partner: Participant in the US drug supply chain. The DSCSA identifies the following
trading partner types (see definitions in the DSCSA2°):

®  Manufacturer

®  Repackager

®  Wholesale Distributor

®  Third Party Logistics Provider (3PL)
®  Dispenser

Blockchain oracle: A specialized distributed application (DApp) provided as a service to allow
blockchain distributed applications to access data outside of the blockchain. For example, an
oracle could provide ambient temperature data from a trusted weather bureau.

Service Provider: A company that provides data access services to supply chain participating
companies.

Transaction Information: Defined in the DSCSA as:

TRANSACTION INFORMATION —The term ‘transaction information’ means—
“(A) the proprietary or established name or names of the product;
“(B) the strength and dosage form of the product;
“(C) the National Drug Code number of the product;
“(D) the container size;
“(E) the number of containers;
“(F) the lot number of the product;
“(G) the date of the transaction;
“(H) the date of the shipment, if more than 24 hours after the date of the transaction;
“(I) the business name and address of the person from whom ownership is being transferred; and
“(]) the business name and address of the person to whom ownership is being transferred.”

Transaction Statement: Defined in the DSCSA as:

TRANSACTION STATEMENT. — The ‘transaction statement’ is a statement, in paper or
electronic form, that the entity transferring ownership in a transaction —
“(A) is authorized as required under the Drug Supply Chain Security Act;
“(B) received the product from a person that is authorized as required under the
Drug Supply Chain Security Act;
“(C) received transaction information and a transaction statement from the prior
owner of the product, as required under section 582;
“(D) did not knowingly ship a suspect or illegitimate product;
“(E) had systems and processes in place to comply with verification requirements
under section 582;
“(F) did not knowingly provide false transaction information; and
“(G) did not knowingly alter the transaction history.”
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Use of SWOT analysis

The Study team evaluated the ReferenceModels based on their understanding of the fit of the
model DSCSA compliance, supply chain operations blockchain technology and governance. The
team also evaluated the ReferenceModels using the initial goals that were set at the beginning of
the Study. Lastly, we evaluated based on traditional SWOT (Strengths, Weaknesses,
Opportunities and Threats) to give an overall impression of the ReferenceModels.

Definition of SWOT analysis (or SWOT matrix)??

SWOT analysis is a strategic planning technique used to help a person or organization identify
the Strengths, Weaknesses, Opportunities, and Threats related to business competition or project
planning.ll It is intended to specify the objectives of the business venture or project and identify
the internal and external factors that are favorable and unfavorable to achieving those objectives.
Users of a SWOT analysis often ask and answer questions to generate meaningful information for
each category to make the tool useful and identify their competitive advantage.

Strengths and Weakness are frequently internally-related, while Opportunities and Threats
commonly focus on environmental placement.

® Strengths: Characteristics of the business or project that give it an advantage over others

® Weaknesses: Characteristics of the business that place the business or project at a
disadvantage relative to others

® Opportunities: Elements in the environment that the business or project could exploit to
its advantage

® Threats: Elements in the environment that could cause trouble for the business or project

ReferenceModel actors

Each ReferenceModel represents a simple supply chain adhering to a specific data sharing strategy
to support DSCSA compliance. ReferenceModels were created to explore alternate strategies or
methods of making DSCSA supporting data available to each depicted trading partner. They
demonstrate enough product movement variation and information sharing to provide insight into
how data-sharing strategies and associated rules could work to support DSCSA compliance.

The processes that are exercised by each trading partner do not represent the exhaustive list of
processes that take place. Rather, they were created to exercise the data sharing strategies and
rules and to provide enough generated data to explore and compare the strategies.

The following actors were used uniformly in the ReferenceModels to aid in comparing the
outcome of the strategies.

Manufacturer 1 (identified as Moo1): The simulated manufacturer creates the
pharmaceutical product by Lot, packages it into cases and then packages those cases onto
pallets. Pallets are put away in storage and picked to fulfill large wholesaler orders.
Following GS1 EPCIS best practices, data sets extracted from Commissioning, Packing and
Shipping events are created and processed according to the model’s data sharing strategy.

Wholesaler 1 (identified as Woo1): This simulated wholesaler represents a large, high
throughput, national wholesaler that purchases directly form the manufacturer. It receives
the shipment at the pallet level (simulated scan of pallet SSCC), breaks down the pallet to
individual cases and breaks down each case and puts away the individual trade items. To
reflect realities in a high throughput wholesale environment, the cases and trade items are
not scanned during unpacking. Trade Items are scanned at the time of order picking and
verified against data made available by the design of the ReferenceModel (reflecting the
model’s data sharing strategy). Trade items are packed into reusable totes and shipped to
either the regional wholesaler (Woo2) or the dispenser (Doo1 or Doo2).

27 Source: https:

en.wikipedia.org/wiki/SWOT analysis
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Wholesaler 2 (identified as Woo2): This represents a simulated regional wholesaler that
purchases from a large national wholesaler (Woo1). It receives shipments of totes from the
national wholesaler and scans the tote upon receipt (simulated scan of tote SSCC). It then
breaks down the tote to individual trade items and puts away the individual trade items.
Trade Items are scanned at the time of order picking and verified against data made available
by the design of the ReferenceModel (reflecting the model’s data sharing strategy). Trade
items are packed into reusable totes and shipped to the dispenser (Doo1 or Dooz).

Dispenser 1 (identified as Doo1): This simulated dispenser represents a hospital facility that
purchases from a large national wholesaler (Woo1) or regional wholesaler (Wooz2). It receives
shipments of totes from the national or regional wholesaler and scans the tote upon receipt
(simulated scan of tote SSCC). It then breaks down the tote to individual trade items and puts
away the individual trade items. The individual trade items are scanned at dispense and
verified against data made available by the design of the ReferenceModel (reflecting the
model’s data sharing strategy).

Dispenser 2 (identified as Doo2): This simulated dispenser represents a large retail
pharmacy chain that purchases from a large national wholesaler (Woon). It receives
shipments of totes at its warehouse and self-distributes to the retail store pharmacy. It then
scans the tote upon receipt (simulated scan of tote SSCC) and then breaks down the tote to
individual trade items and puts away the individual trade items. The individual trade items
are scanned as the trade items are picked for pharmacy delivery and verified against data
made available by the design of the ReferenceModel (reflecting the model’s data sharing
strategy).

Other ReferenceModel Trading Partners: As the team discussed additional processes and
trading partner relationships, partial models were created to explore the data sharing
strategies and how they might affect or be affected by these other trading partners in the
supply chain. The ReferenceModels published here include only the above trading partner
actors. Other trading partners explored were:

e  Virtual Manufacturer (identified as VMoo1): This actor is the manufacturer of
record in DSCSA terms, however, they have outsourced trade item production to a
Contract Manufacturer.

e  (Contract Manufacturer (identified as CMoo1): This actor manufactures the
trade item on behalf of the manufacturer. They also provided needed DSCSA data
on behalf of the Manufacturer.

®  Third Party Logistics Provider (identified as 3PLoo1): This actor transports
shipments from the manufacturer to the wholesaler. It takes possession of the
shipment, but not ownership.

e  Reverse Distributor (RDoo1): This actor receives trade items destined for
destruction. Several sub-models depicted reverse distributors receiving product
from a wholesaler, notifies the manufacturer and destroys the trade item.

®  Repackagers: Although the repackaging operation was discussed, no
ReferenceModels were built reflecting this unique process of removing drug
product from the manufacturer’s packaging, combining it with drug product from
other trade items and repackaging into new (different count sized) trade items.
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Scenarios used to determine quantity and volume of transactions

Supply Chain Scenario #1:
Manufacturer to Wholesaler to Dispenser

Manufacturer oo1 manufacturers and sells Product o1 in 60 count bottles in lots of
40,000. They are packed into 20 count cases. Pallets contain 100 cases.

To describe the production of a Lot in EPCIS terms, the Manufacturer would record:

¢ 1 Commissioning event listing the 40,000 GTIN/Sn of each bottle
e 2,000 Commissioning events (1 for each Case)

e 2,000 Packing events (1 for each Case)

¢ 20 Commissioning events (1 for each Pallet)

e 20 Packing events (1 for each pallet)

A Wholesaler orders 100 cases (1 Pallet) of product o1. To describe the items in that
shipment, the manufacturer would record and send to the Wholesaler:

. 1 Commissioning event listing the 2,000 units, 100 cases and 1 pallet sold
¢ 100 Packing events (1 for each case)

e 1Packing event (for the pallet)

e 1shipping event (for the pallet)

The Wholesaler would record:

¢ The 103 events sent by the Manufacturer
¢ 1Receiving event (for the Pallet)
e 1Unpacking event (for the pallet)

A Dispenser orders 5 bottles of Product o1 from the Wholesaler. The Wholesaler
would record:

¢ 1Unpacking event (for the case)

¢ 1 Commissioning event (for the Tote)

e 1Packing event (for the Tote and 5 bottles)

. 1 Commissioning event (for the 5 bottles, extracted
from the Manufacturer’s Commissioning event)

e 1 Shipping event (for the Tote)

The Wholesaler would send the Dispenser:

¢ 1 Commissioning event (for the Tote)

e 1 Packing event (for the Tote and 5 bottles)

. 1 Commissioning event (for the 5 bottles, extracted
from the Manufacturer’'s Commissioning event)

¢ 1 Shipping event (for the Tote)

The Dispenser would record:

e The 4 events sent by the Dispenser
¢ 1Receiving event (for the Tote)



Supply Chain Scenario #2:
Manufacturer to Wholesaler 1to Wholesaler 2 to Dispenser

Manufacturer oo1 manufacturers and sells Product o1 in 60 count bottles in lots of
40,000. They are packed into 20 count cases. Pallets contain 100 cases.

To describe the production of a Lot in EPCIS terms, the Manufacturer would record:
¢ 1 Commissioning event listing the 40,000 GTIN/Sn of each bottle
e 2,000 Commissioning events (1 for each Case)
e 2,000 Packing events (1 for each Case)
¢ 20 Commissioning events (1 for each pallet)
e 20 Packing events (1 for each pallet)

A national Wholesaler orders 100 cases (1 Pallet) of product o1. To describe the
items in that shipment, the manufacturer would record and send to the Wholesaler:

¢ 1 Commissioning event listing the 2,000 units,
100 cases and 1 pallet sold.

e 100 Packing events (1 for each case)

e 1Packing event (for the pallet)

e 1shipping event (for the pallet)

The national Wholesaler would record:

¢ The 103 events sent by the Manufacturer
¢ 1Receiving event (for the pallet)
e 1Unpacking event (for the pallet)

A regional Wholesaler orders 3 cases of product o1 from the national
Wholesaler. The national Wholesaler would record:

¢ 1 Commissioning event derived from the Manufacturer’s that only
includes the 3 cases sold to the regional wholesaler

e 3 Packing events derived from the Manufacturer’s that only includes the
cases and the contents of those cases sold to the regional wholesaler

¢ 1 Shipping event (for the cases)

The regional Wholesaler would record:

e The 5 events sent by the national Wholesaler
e 3 Receiving events (for the Cases)

A Dispenser orders 5 bottles of Product o1 from the regional Wholesaler.
The regional Wholesaler would record:

¢ 1 Unpacking event (for the case)

¢ 1 Commissioning event (for the Tote)

e 1Packing event (for the Tote and 5 bottles)

¢ 1 Commissioning event (for the 5 bottles, extracted
from the national Wholesaler's Commissioning event)

e 1 Shipping event (for the Tote)

The regional Wholesaler would send the Dispenser:
¢ 1 Commissioning event (for the Tote)
e 1Packing event (for the Tote and 5 bottles)
. 1 Commissioning event (for the 5 bottles, extracted from
the national Wholesaler’s Commissioning event)
¢ 1 Shipping event (for the Tote)

The Dispenser would record:

e The 4 events sent by the Dispenser
¢ 1Receiving event (for the Tote)
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Should this drug package or case have a product identifier under the

Drug Supply Chain Security Act?

I’m a manufacturer
selling product

(As of 11/27/2018 -
product identifier is
required.

Products packaged
before 11/27/18 do
not need product
identifiers and can
continue to move
through the supply
chain.

See Grandfathering
Policy and Product
Identifier Compliance
Policy

YES, the product is covered under DSCSA

() I’m a repackager
’ selling product

N

fAs of 11/27/2018 -
product identifier is
required.

Products packaged
before 11/27/18 do
not need product
identifiers and can
continue to move
through the supply
chain.

See Grandfathering
Policy

N

<
N7 °

iplY U.S. FOOD & DRUG

ADMINISTRATION

NO, the product is not covered under DSCSA

Product identifier is not required.

I’m a repackager
uying product

Do you have documentation that the product
was packaged by a manufacturer or other
repackager before 11/27/2018?

[The product is
grandfathered. You
can buy it without
a product identifier.

See Grandfathering Policy

The product is not
grandfathered. It
should have a product
identifier unless it is
subject to a waiver or
exemption.

Confirm with the
product manufacturer
or other repackager.

g

X

I’m a wholesale
distributor or dispenser
buying or selling product

Do you have documentation that the
product was packaged by a manufacturer
or repackager before 11/27/2018?

identifier.

(The product is
grandfathered. You
can buy and sell it
without a product

See Grandfathering Policy

The product is not
grandfathered.

It should have a
product identifier
unless it is subject to
a waiver or exemption.
Confirm with the
product manufacturer
or repackager.
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From: Amy B. Goldsmith
To: Section Chair, NYSBA, Food, Drug and Cosmetic Section
Date: January 7, 2019

On May 25, 2018, the European Union has enacted a new General Data Protection Regulation
(GDPR) regarding how businesses, wherever they are located around the world, must manage
the personal data of European "data subjects."

What is personal data? It is any information relating to an identified or identifiable natural
person.

The GDPR applies to every situation in which any type of business (for example, food, drug or
cosmetic companies, online or brick and mortar retail stores, landlords, accountants, real estate
and insurance brokers, publishers, consumer goods manufacturers, healthcare companies)
collects personal data from a "data subject™ - European citizens and residents as well as nationals
of other countries who are in the borders of the EU when the personal data is processed. Personal
data may be collected through a form on an app, via a corporate website, at the point of sale of a
product or at a conference. For instance, if a business has a contact form on their website or at
the point of sale, and individuals located in the EU are not automatically excluded (i.e., if the
contact form has a space for country, and persons checking "EU" or an EU member nation are
permitted to go to the next step and complete the form), then the business is subject to the
GDPR.

If a business is in negotiations with EU data subjects, and the business is gathering personal data
about individuals, then the GDPR applies. Basically, if there is any action that a business takes or
may in the future take in connection with EU data subjects where personal data is gathered (such
as a person's name, address or national identification number), the GDPR applies. The GDPR
also applies if a business established outside the EU is processing personal data in the EU,
collecting or processing personal data of EU data subjects, or has a temporary or permanent
location in the EU.

Key Provisions

Upholding and enforcing the privacy rights of citizens of the European Union is the critical focus
of the GDPR.

e Right to revoke prior consent: An EU data subject may revoke prior consent regarding
your business's use of personal data

e Right to be forgotten: An EU data subject has the right to demand that your business
delete all of the information you've collected about her

e Right to rectification: An EU data subject has the right to correct information that it
previously provided
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e Right to access personal data: An EU data subject may demand to know what data your
business holds about him, how you use that data, and where it is stored

e Right to move personal data: An EU data subject has the right to demand that you move
personal data to another provider

o Notification of data breach: The business must notify EU data subjects within 72 hours of
a data breach that may affect their personal data

Key Actions
These are some of the actions that businesses are taking to comply with the GDPR:

o New GDPR Policy: businesses are posting new GDPR privacy policies on their websites
and apps

e Opt-in: any form used to gain consent to collect personal data of EU data subjects must
explicitly list each and every task that the person is permitting the business to do, such as
emailing the EU data subject, sending marketing material, sharing personal data with
others, using cookies, using personal data to retarget social media campaigns, and
analytics and tracking

« Continued Consent: existing EU data subjects are being contacted and presented with the
new opt-in forms and the option to entirely opt-out

o Separate Data Storage: given the rights to move personal data, revoke consent, and be
forgotten, maintaining EU data subjects' personal data apart from that of citizens of other
nations is a best practice. Businesses may also hold the personal data of UK citizens in
another location since it's not clear whether the UK will adopt the GDPR, or a similar
regulation, after Brexit. Your client may choose to have a sophisticated third-party
vendor hold all of the personal data and be legally responsible for, and indemnify your
business with respect to, GDPR compliance

e Responsible Persons: each business not located in the European Economic Area (EEA) is
required to appoint (1) a representative within the EEA to be its primary point of contact
with the European authorities and (2) a contact person at your business to serve as the
data protection contact for EU data subjects

If your client’s business collects personal data from European data subjects, then understanding
the GDPR and implementing new protocols are critical to properly managing their personal data.
Working with counsel who partners with European privacy experts is one way to navigate this
new system.
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APPENDIX A

EUROPEAN UNION and EEA

EU Countries EEA Countries
Austria Italy Liechtenstein
Belgium Latvia Iceland
Bulgaria Lithuania Norway
Croatia Luxembourg

Cyprus Malta

Czech Republic Netherlands

Denmark Poland

Estonia Portugal

Finland Romania

France Slovakia

Germany Slovenia

Greece Spain

Hungary Sweden

Ireland United Kingdom (pre-Brexit,

perhaps post too)
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APPENDIX B
Personal Data

OName

ODate of birth

OEmail Address

OResidence Address

OPhone

OCitizenship information

OResidency information

ORace

OGender

OReligion

OHealth

OFinancial information

OPurchasing history

OIP addresses

OCookies
“data from which a living individual can be identified or
identifiable (by anyone), whether directly or indirectly, by
all means reasonably likely to be used”

Living Individual = Data Subject
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APPENDIX C
Where and how do clients house personal data?

OEXxisting databases of customers, vendors, business
contacts and others from contact forms

DMS

Email

Disaster Recovery Repositories
Communications with Government Agencies
Contact Management System

Billing System

Insurance carriers and brokers
Electronically Stored Information Systems
Phone System

Cookies

Tracker™

Docketing/Calendaring systems

w W W wwnwnww ww w

ONew Consent Forms from Data Subjects

OPayment (credit card, PayPal)
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APPENDIX D

How should clients protect and safely share personal
data?

O Passwords: the PD is kept in a password protected
environment and is accessible only to those employees who
must have access as part of their business function

O No Downloads: the PD should not be downloaded to a
laptop, phone, thumb drive, or any other storage device and
should not be printed unless it’s necessary

O Safe Password Exchange: the passwords should be
exchanged person to person, phone to phone (not voice
mail) NOT BY email or text or voice mail

O Sharing: the document containing the PD should only be
shared with specified third parties by authorized individuals

O Secure Hosted Environment: these services could be used
for sharing the PD document (Dropbox, WeTransfer, etc.)

O Breach Notification: if the PD is breached, the client must
notify the Data Subject within 72 hours of the client’s
knowledge of the breach; the client may wish to use a third
party vendor
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APPENDIX E
How do the data subjects access their personal data?

The client should implement a system to respond to a
Data Subject’s request to do any of the following:

OUpdate personal data

ORevoke permission to send marketing materials per
each line item

OObject to the client’s handling of personal data

Olnstruct deletion of personal data but first confirm if
the client has a legal obligation to maintain PD that in
legal’s view supersedes GDPR; health records must
be maintained, for instance

Amy B. Goldsmith | Partner
D: 212-216-1135 | F: 212-216-8001
agoldsmith@tarterkrinsky.com | Bio

Tarter Krinsky & Drogin LLP
1350 Broadway | New York | NY | 10018
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From: Amy B. Goldsmith
To: Section Chair, NYSBA, Food, Drug and Cosmetic Section
Date: January 7, 2019

On May 25, 2018, the European Union has enacted a new General Data Protection Regulation
(GDPR) regarding how businesses, wherever they are located around the world, must manage
the personal data of European "data subjects."

What is personal data? It is any information relating to an identified or identifiable natural
person.

The GDPR applies to every situation in which any type of business (for example, food, drug or
cosmetic companies, online or brick and mortar retail stores, landlords, accountants, real estate
and insurance brokers, publishers, consumer goods manufacturers, healthcare companies)
collects personal data from a "data subject™ - European citizens and residents as well as nationals
of other countries who are in the borders of the EU when the personal data is processed. Personal
data may be collected through a form on an app, via a corporate website, at the point of sale of a
product or at a conference. For instance, if a business has a contact form on their website or at
the point of sale, and individuals located in the EU are not automatically excluded (i.e., if the
contact form has a space for country, and persons checking "EU" or an EU member nation are
permitted to go to the next step and complete the form), then the business is subject to the
GDPR.

If a business is in negotiations with EU data subjects, and the business is gathering personal data
about individuals, then the GDPR applies. Basically, if there is any action that a business takes or
may in the future take in connection with EU data subjects where personal data is gathered (such
as a person's name, address or national identification number), the GDPR applies. The GDPR
also applies if a business established outside the EU is processing personal data in the EU,
collecting or processing personal data of EU data subjects, or has a temporary or permanent
location in the EU.

Key Provisions

Upholding and enforcing the privacy rights of citizens of the European Union is the critical focus
of the GDPR.

e Right to revoke prior consent: An EU data subject may revoke prior consent regarding
your business's use of personal data

e Right to be forgotten: An EU data subject has the right to demand that your business
delete all of the information you've collected about her

e Right to rectification: An EU data subject has the right to correct information that it
previously provided
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e Right to access personal data: An EU data subject may demand to know what data your
business holds about him, how you use that data, and where it is stored

e Right to move personal data: An EU data subject has the right to demand that you move
personal data to another provider

o Notification of data breach: The business must notify EU data subjects within 72 hours of
a data breach that may affect their personal data

Key Actions
These are some of the actions that businesses are taking to comply with the GDPR:

o New GDPR Policy: businesses are posting new GDPR privacy policies on their websites
and apps

e Opt-in: any form used to gain consent to collect personal data of EU data subjects must
explicitly list each and every task that the person is permitting the business to do, such as
emailing the EU data subject, sending marketing material, sharing personal data with
others, using cookies, using personal data to retarget social media campaigns, and
analytics and tracking

« Continued Consent: existing EU data subjects are being contacted and presented with the
new opt-in forms and the option to entirely opt-out

o Separate Data Storage: given the rights to move personal data, revoke consent, and be
forgotten, maintaining EU data subjects' personal data apart from that of citizens of other
nations is a best practice. Businesses may also hold the personal data of UK citizens in
another location since it's not clear whether the UK will adopt the GDPR, or a similar
regulation, after Brexit. Your client may choose to have a sophisticated third-party
vendor hold all of the personal data and be legally responsible for, and indemnify your
business with respect to, GDPR compliance

e Responsible Persons: each business not located in the European Economic Area (EEA) is
required to appoint (1) a representative within the EEA to be its primary point of contact
with the European authorities and (2) a contact person at your business to serve as the
data protection contact for EU data subjects

If your client’s business collects personal data from European data subjects, then understanding
the GDPR and implementing new protocols are critical to properly managing their personal data.
Working with counsel who partners with European privacy experts is one way to navigate this
new system.
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Personal Data
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APPENDIX C
Where and how do clients house personal data?

OEXxisting databases of customers, vendors, business
contacts and others from contact forms
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APPENDIX D

How should clients protect and safely share personal
data?

O Passwords: the PD is kept in a password protected
environment and is accessible only to those employees who
must have access as part of their business function

O No Downloads: the PD should not be downloaded to a
laptop, phone, thumb drive, or any other storage device and
should not be printed unless it’s necessary

O Safe Password Exchange: the passwords should be
exchanged person to person, phone to phone (not voice
mail) NOT BY email or text or voice mail

O Sharing: the document containing the PD should only be
shared with specified third parties by authorized individuals

O Secure Hosted Environment: these services could be used
for sharing the PD document (Dropbox, WeTransfer, etc.)

O Breach Notification: if the PD is breached, the client must
notify the Data Subject within 72 hours of the client’s
knowledge of the breach; the client may wish to use a third
party vendor
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APPENDIX E
How do the data subjects access their personal data?

The client should implement a system to respond to a
Data Subject’s request to do any of the following:

OUpdate personal data

ORevoke permission to send marketing materials per
each line item

OObject to the client’s handling of personal data

Olnstruct deletion of personal data but first confirm if
the client has a legal obligation to maintain PD that in
legal’s view supersedes GDPR; health records must
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Helsinn Healthcare S.A. v. Teva Pharmaceuticals Industries, Ltd.

What are secret sales and when are they considered prior art?

How license, distribution and other agreements between the patentee and third parties can raise
issues with respect to issued patents and/or patent applications if the agreements are not properly
drafted.

How the release of information to the public about agreements between the patentee and third
parties can raise issues with respect to issued patents and/or patent applications.

Are there different criteria for whether a secret sale constitutes prior art depending on the filing
date of the patent application, i.e., did the America Invents Act (AlA) change the definition of
“on sale” for purposes of determining patentability?

When is a pharmaceutical invention “ready for patenting”?

Question for Certiorari Before the United States Supreme Court

Whether, under the Leahy-Smith America Invents Act, an inventor’s sale of an invention to a
third party that is obligated to keep the invention confidential qualifies as prior art for purposes
of determining patentability of the invention.

Applicable Patent Statute
35 U.S.C. Sec. 102 - Conditions for Patentability (pre AlA)

A person shall be entitled to a patent unless ...

the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to date of the application for patent
in the United States (emphasis added)

35 U.S.C. Sec. 102 - Conditions for Patentability; Novelty (current)

A person shall be entitled to a patent unless ...

the claimed invention was patented, described in a printed publication, or in public use, on sale,
or otherwise available to the public before the effective filing date of the claimed invention
(emphasis added)
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Before DYK, MAYER, and O’MALLEY, Circuit Judges.
DYK, Circuit Judge.

Helsinn Healthcare S.A. (“Helsinn”) is the owner of
the four patents-in-suit directed to intravenous formula-
tions of palonosetron for reducing or reducing the likeli-
hood of chemotherapy-induced nausea and vomiting

(“CINV?).

Helsinn brought suit against Teva Pharmaceuticals
USA, Inc. and Teva Pharmaceutical Industries, Ltd.
(collectively, “Teva”) alleging that the filing of Teva’s
Abbreviated New Drug Application (“ANDA”) constituted
an infringement of various claims of those patents. Teva
defended, inter alia, on the ground that the asserted
claims were invalid under the on-sale bar provision of 35
U.S.C. § 102. The district court found that the patents-in-
suit were not invalid. With respect to three of the patents,
which are governed by the pre-Leahy-Smith America
Invents Act (“pre-AIA”) version of § 102, the district court
concluded that there was a commercial offer for sale
before the critical date, but that the invention was not
ready for patenting before the critical date. With respect
to the fourth patent, which is governed by the AIA version
of § 102, Pub. L. No. 112-29, § 3(b), 125 Stat. 284, 285-86
(2011), the district court concluded that there was no
commercial offer for sale because the AIA changed the
relevant standard and that, in any event, the invention
was not ready for patenting before the critical date.

We reverse. The asserted claims of the patents-in-suit
were subject to an invalidating contract for sale prior to
the critical date of January 30, 2002, and the AIA did not
change the statutory meaning of “on sale” in the circum-
stances involved here. The asserted claims were also
ready for patenting prior to the critical date.
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BACKGROUND

Helsinn owns four patents, U.S. Patent Nos.
7,947,724 (724 patent”), 7,947,725 (725 patent”),
7,960,424 (424 patent”), and 8,598,219 (“219 patent”)
(collectively, “the patents-in-suit”), directed to reducing

the likelihood of CINV. CINV is a serious side effect of
chemotherapy treatment.

The use of palonosetron to treat CINV was not new.
Indeed, U.S. Patent No. 5,202,333 (’333 patent”) taught
that an intravenous formulation of palonosetron is “useful
in the prevention and treatment of emesis,” 333 patent,
col. 9 1l. 56-57, including “emesis induced by ... treat-
ment for cancer with . . . chemotherapy,” id. col. 10 11. 7-9.
The ’333 patent is now expired. The patents-in-suit pur-
port to disclose novel intravenous formulations using
unexpectedly low concentrations of palonosetron that
were not taught by the prior art. All four of the patents-
in-suit claim priority to a provisional patent application
filed on January 30, 2003. The critical date for the on-sale
bar is one year earlier, January 30, 2002. The significance
of the critical date is that a sale of the invention before
that date can be invalidating.!

Helsinn alleged infringement of claims 2 and 9 of the
724 patent, claim 2 of the *725 patent, claim 6 of the 424
patent, and claims 1, 2, and 6 of the 219 patent (collec-
tively, “the asserted claims”). Claim 2 of the 725 patent is
representative of the asserted claims of the 724, *725, and
‘424 patents.

1 The parties agree that the 219 patent has the
same critical date as the pre-AIA patents for the on-sale
bar even though it is governed by the AIA. The one-year
grace period in the AIA is less protective than under pre-
AIA § 102(b) for reasons not relevant here.
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2. A pharmaceutically stable solution for reducing
emesis or reducing the likelihood of emesis com-
prising:

a) 0.05 mg/mL palonosetron hydrochlo-
ride, based on the weight of the free
base, in a sterile injectable aqueous
carrier at a pH of from 4.5 to 5.5;

b) from 0.005 mg/mL to 1.0 mg/mL
EDTA; and

¢) mannitol in an amount sufficient to
tonicify said solution, in a concentra-
tion of from about 10 mg/ml to about 80
mg/ml

725 patent, col. 10 11. 11-19.

Claim 1 is representative of the asserted claims of the
’219 patent.

1. A pharmaceutical single-use, unit-dose formu-
lation for intravenous administration to a human
to reduce the likelihood of cancer chemotherapy-
induced nausea and vomiting, comprising a 5 mL
sterile aqueous isotonic solution, said solution
comprising:

palonosetron hydrochloride in an amount
of 0.25 mg based on the weight of its free
base;

from 0.005 mg/mL to 1.0 mg/mL EDTA;
and

from 10 mg/mL to about 80 mg/mL manni-
tol,

wherein said formulation is stable at 24
months when stored at room temperature.
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’219 patent, col. 10 1l. 2—12. The claims of the patents-in-
suit to some extent all express the same concepts in
different terms. For instance, the ’724, ’725, and 424
patents claim a 0.05 mg/ml concentration of palonosetron,
which equates to a total dose of 0.25 mg when adminis-
tered in a 5 ml solution. The 219 patent expressly claims
a fixed dose of 0.25 mg of palonosetron in a 5 ml solution.
It is undisputed that each asserted claim covers the
0.25 mg dose of palonosetron. In order to simplify the
relevant discussion, we refer to the patents as covering
the 0.25 mg dose.

In 1998, Helsinn acquired a license under the ’333 pa-
tent from Roche Palo Alto LLC (“Roche”) to palonosetron
and all intellectual property resulting from ongoing
palonosetron research. Roche and its predecessor, Syntex
(U.S.A) Inc. (“Syntex”), had already conducted Phase I
and Phase II clinical trials. A Phase II trial—Study
2330—found that the 0.25 mg dose “was effective in
suppressing chemotherapy-induced emesis for 24 hours.”
J.A. 32, 1636. Helsinn then submitted safety and efficacy
protocols for Phase III clinical trials to FDA in early 2000,
proposing to study two dosages—0.25 mg and 0.75 mg. By
early 2001 the Phase III trials were ongoing but not yet
completed.

On April 6, 2001, almost two years before applying for
a patent, Helsinn and MGI Pharma, Inc. (“MGI”), an
oncology-focused pharmaceutical company that markets
and distributes in the United States, entered into two
agreements: (1) a License Agreement and (2) a Supply
and Purchase Agreement. These agreements were an-
nounced in a joint press release of the two corporations
and in MGI’s Form 8-K filing with the Securities and
Exchange Commission (“SEC”), which included partially-
redacted copies of both agreements. See MGI Pharma Inc.,
Current Report (Form 8-K) Ex. 99.1 (Apr. 25, 2001) [here-
mnafter License Agreement]; MGI Pharma Inc., Current
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Report (Form 8-K) Ex. 99.2 (Apr. 25, 2001) [hereinafter
Supply and Purchase Agreement].

Under the terms of the License Agreement, MGI
agreed to pay $11 million in initial payments to Helsinn,
plus additional future royalties on distribution of “prod-
ucts” in the United States. The parties agree that the
“products” covered by the License Agreement were
0.25 mg and 0.75 mg doses of palonosetron.

Under the Supply and Purchase Agreement, MGI
agreed to purchase exclusively from Helsinn, and Helsinn
agreed to supply MGI’s requirements of the 0.25 mg and
0.75 mg palonosetron products, or whichever of the two
dosages were approved for sale by FDA. The agreement
required MGI to submit purchase forecasts to Helsinn and
to place firm orders at least 90 days before delivery. It
also specified that such orders would be “subject to writ-
ten acceptance and confirmation by [Helsinn] before
becoming binding.” Supply and Purchase Agreement,
supra, art. 4.2. But, in the event that Helsinn were unable
to meet MGI’s firm orders and to the extent they fell
within the previously forecasted amount, Helsinn would
then be obligated to designate a third party manufacturer
to supply MGI with the product. The agreement specified
price (29% of the gross sales price by MGI with a mini-
mum of $28.50 per vial), method of payment (wire trans-
fer within 30 days of receipt of an invoice), and method of
delivery (DDU—which means delivery duty unpaid). See
Black’s Law Dictionary 481, 521 (10th ed. 2014) (defining
“DDU” and “delivery duty unpaid”).

The License Agreement made reference to the ongoing
clinical trials and stated that in the event that the results
were unfavorable and FDA did not approve the sale of
either dosage of the product, Helsinn could terminate the
agreement. If the License Agreement were terminated,
the Supply and Purchase Agreement would “terminate
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automatically.” Supply and Purchase Agreement, supra,
art. 11.1.

All of the above information about the transaction
was publicly disclosed with two exceptions. The two
features of the agreements that were not publicly dis-
closed were the price terms and the specific dosage formu-
lations covered by the agreements—that is the 0.25 and
0.75 mg doses.

Helsinn admitted at oral argument that the agree-
ment was binding as of its effective date, April 6, 2001,
and that it would cover either or both of the 0.25 and
0.75 mg doses, subject to FDA approval. Helsinn also
agreed that, if the Phase III trials were successful and the
products were approved by FDA, then the agreement
obligated MGI to purchase and Helsinn to supply the
approved doses. But if FDA did not approve either dose,
then the agreement likewise would terminate automati-
cally with the License Agreement. As Helsinn stated, in
such a scenario “both parties [could] accept that fact and
walk away.”2 Oral Arg. at 36:37-40,
http://oralarguments.cafc.uscourts.gov/default.aspx?fl=20
16-1284.mp3.

After the signing of the agreements, and still before
the critical date, Helsinn prepared preliminary statistical
analysis of the earliest Phase III trial on January 7, 2002.
The data showed that 81% of patients who received the
0.25 mg dose of palonosetron experienced relief from
CINV for 24 hours. After the critical date of January 30,

2 Even if FDA approval were not an express condi-
tion of a contract for sale of a pharmaceutical, there would
be a strong argument for implying such a condition since
federal law prohibits the introduction of new drugs into
Iinterstate commerce without FDA approval. See 21 U.S.C.
§ 355.
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2002, Helsinn submitted its preliminary Phase III data to
FDA in early February. In September 2002, after the
successful completion of all Phase III trials, Helsinn filed
its New Drug Application for the 0.25 mg dose, but did not
seek FDA approval of the 0.75 mg dose. On January 30,
2003, Helsinn filed a provisional patent application cover-
ing the 0.25 mg dose (and also the 0.75 mg dose). FDA
issued approval for the 0.25 dose on July 2003. From 2005
to 2006, Helsinn filed three patent applications and these
1ssued as the 724, 725, and ’424 patents. In May 2013,
after the effective date of the AIA, Helsinn filed a fourth
patent application which issued as the ’219 patent. All
four patents cover the 0.25 mg dose, are listed in FDA’s
“Orange Book,” and claim priority to the January 30, 2003
date of the provisional application.

In 2011, Teva filed an ANDA seeking FDA approval to
market a generic 0.25 mg palonosetron product.? Teva’s
ANDA filing included a Paragraph IV certification that
the claims of the patents-in-suit were invalid and/or not
infringed. Helsinn then brought suit under the Hatch-

3 We treat this case as involving only the 0.25 mg
dose of palonosetron. Teva also filed an ANDA for a 0.075
mg dose of palonosetron in 1.5 ml of solution. It is undis-
puted that this product has a concentration of 0.05 mg/ml
and falls within the asserted claims of the ’724, 725, and
’424 patents. There is no contention that the 0.075 mg
dose was on sale before the critical date or that the Sup-
ply and Purchase Agreement covered the 0.075 mg dose.
But the parties agree that the same claims cover both the
0.25 mg dose and the 0.075 mg dose, and the case stands
or falls on whether the asserted claims covering the 0.25
mg dose are invalid under the on-sale bar. In other words,
if the claims covering the 0.25 mg dose are invalid, there
are not valid and asserted claims covering the 0.075 mg
dose.
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Waxman Act, 35 U.S.C. § 271(e)(2)(A), alleging infringe-
ment of the patents-in-suit by the ANDA filing.

The district court held a bench trial. The district court
held that Teva’s 0.25 mg dose infringed all of the patents-
in-suit. In addressing the on-sale issue, the court applied
the two-step framework of Pfaff v. Wells Electronics, Inc.,
525 U.S. 55 (1998), which requires that there was a sale
or offer for sale and that the claimed invention was ready
for patenting for the on-sale bar under 35 U.S.C. § 102 to
apply. As to the ’724, 725, and ’424 patents, the court
found that pre-AIA law applied under § 102(b) and that
the MGI Supply and Purchase Agreement was a contract
for a future sale of a commercial product embodying the
0.25 mg dose and therefore constituted a sale under
§ 102(b). But, the court found that the claimed invention
was not reduced to practice before the critical date of
January 30, 2002, and therefore was not ready for patent-
ing under the second prong of Pfaff. The district court did
not address whether the invention was ready for patent-
ing on the alternative theory that Teva had shown that
the inventor had created enabling descriptions before the
critical date. See Pfaff, 525 U.S. at 67—68.

As to the 219 patent governed by the AIA, the court
held that the AIA changed the meaning of the on-sale bar
and § 102(a)(1) now “requires a public sale or offer for sale
of the claimed invention.” J.A. 113 (emphasis added). The
court concluded that, to be “public” under the AIA, a sale
must publicly disclose the details of the invention. The
court found that the MGI Supply and Purchase Agree-
ment did not constitute a public sale or commercial offer
for sale because, although it disclosed the sale agreement
and substance of the transaction, it failed to publicly
disclose the 0.25 mg dose. The 219 patent also was not
ready for patenting before the critical date. Therefore, the
district court found that the asserted claims of the four
patents were not invalid.
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Teva appeals. We have jurisdiction under 28 U.S.C.
§ 1295(a).

Di1scUsSsION

Application of the on-sale bar under 35 U.S.C. § 102 is
ultimately a question of law that we review de novo.
Robotic Vision Sys., Inc. v. View Engg, Inc., 249 F.3d
1307, 1310 (Fed. Cir. 2001). The factual findings underly-
ing the district court’s conclusion are reviewed for clear
error. Id. Under Pfaff, application of the on-sale bar
requires that (1) “the product must be the subject of a
commercial offer for sale” and (2) “the invention must be
ready for patenting.” 525 U.S. at 67.

I

We first address whether the invention of the ’724,
725, and ’424 patents was subject to a sale or offer for
sale prior to the critical date. We recently had occasion to
address the pre-AIA on-sale bar en banc in Medicines Co.
v. Hospira, Inc., 827 F.3d 1363 (Fed. Cir. 2016). There we
established a framework for determining whether there is
an offer for sale. We explained that the question must be
“analyzed under the law of contracts as generally under-
stood” and “must focus on those activities that would be
understood to be commercial sales and offers for sale ‘in
the commercial community.” Id. at 1373 (quoting Grp.
One, Ltd. v. Hallmark Cards, Inc., 254 F.3d 1041, 1047
(Fed. Cir. 2001)). While acknowledging that it is not of
“talismanic significance” to our inquiry, “[a]s a general
proposition, we will look to the Uniform Commercial Code
(‘UCC) to define whether . . . a communication or series of
communications rises to the level of a commercial offer for
sale.” 827 F.3d at 1373 (alteration in original) (quoting
Grp. One, 254 F.3d at 1047). A sale occurs when there is a
“contract between parties to give and to pass rights of
property for consideration which the buyer pays or prom-
1ses to pay the seller for the thing bought or sold.” Trad-
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ing Techs. Int’l, Inc. v. eSpeed, Inc., 595 F.3d 1340, 1361
(Fed. Cir. 2010) (internal quotation marks omitted).

In Medicines we also pointed to other factors that are
important to this analysis, but noted that, like the UCC
itself, none is determinative individually. We noted that
the absence of the passage of title, the confidential nature
of a transaction, and the absence of commercial market-
ing of the invention all counsel against applying the on-
sale bar. Id. at 1375-76. We deemed these factors im-
portant because they helped shed light on whether a
transaction would be understood “in the commercial
community” to constitute a commercial offer for sale. Id.
at 1373 (quoting Grp. One, 254 F.3d at 1047). But those
additional factors are not at issue in this case. There is no
suggestion that the Supply and Purchase Agreement did
not involve transfer of title; it expressly contemplated it.
And, while certain details were redacted from the publicly
disclosed copy of the Supply and Purchase Agreement,
Helsinn does not argue that the transaction itself between
Helsinn and MGI remained confidential. Helsinn also
commercially marketed its invention before the critical
date. It publicly sought “marketing partners for its pa-
tented [palonosetron] product,” J.A. 63—-64 n.26, and
ultimately contracted with MGI “to distribute, promote,
market, and sell” the claimed invention, J.A. 2255.

We agree with the district court that there was a sale
for purposes of pre-AIA § 102(b) prior to the critical date
because there was a sale of the invention under the law of
contracts as generally understood.

Helsinn admits that the Supply and Purchase Agree-
ment was binding as of its effective date, April 6, 2001,
and that, if FDA approved the 0.25 mg dose and/or the
0.75 mg dose of palonosetron, the agreement obligated
Helsinn to sell and MGI to purchase those products. The
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Supply and Purchase Agreement bears all the hallmarks
of a commercial contract for sale.* It obligated MGI to
purchase exclusively from Helsinn and obligated Helsinn
to supply MGI’s requirements of the 0.25 and 0.75 mg
doses if approved by FDA.

The agreement here included other specific terms,
such as price, method of payment, and method of delivery.
Even though MGI’s firm orders pursuant to the agree-
ment were ostensibly “subject to written acceptance and
confirmation by [Helsinn] before becoming binding,” J.A.
2260, Helsinn was nonetheless obligated to meet or desig-
nate a third party manufacturer to meet MGI’s firm
orders. The public 8-K filing described the Supply and
Purchase Agreement as obligating Helsinn to supply
MGTI’s “requirements of finished product.” MGI Pharma
Inc., Current Report (Form 8-K), at 2 (Apr. 25, 2001).
Under our decision in Enzo Biochem, Inc. v. Gen-Probe,
Inc., 424 F.3d 1276 (Fed. Cir. 2005), the fact that an
agreement covered one party’s requirements as opposed to
a specified quantity does not prevent application of the
on-sale bar. Id. at 1281-82.

Despite these facts, Helsinn argues that the Supply
and Purchase Agreement is not invalidating because at
the critical date it was uncertain whether FDA would

4 See, e.g., Merck & Cie v. Watson Labs., Inc., 822
F.3d 1347, 1351 (Fed. Cir. 2016) (offer “provid[ed] essen-
tial price, delivery, and payment terms”); Cargill, Inc. v.
Canbra Foods, Ltd., 476 F.3d 1359, 1369 (Fed. Cir. 2007)
(offer “explicitly set[] forth an amount ... to be delivered
to P&G, at a specified unit price, and under a standard
contract designation, FOB (free on board)”); Linear Tech.
Corp. v. Micrel, Inc., 275 F.3d 1040, 1052 (Fed. Cir. 2001)
(offers “included quantity terms and clearly identified the
requested product”).
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approve the 0.25 mg dose, and FDA approval was a condi-
tion precedent to the sale.

There can be no real dispute that an agreement con-
tracting for the sale of the claimed invention contingent
on regulatory approval is still a commercial sale as the
commercial community would understand that term. The
UCC expressly provides that a “purported present sale of
future goods . .. operates as a contract to sell.” UCC § 2—
105(2) (defining “future goods” as “[g]loods which are not
both existing and identified”). This is true irrespective of
whether those future goods have yet to receive necessary
regulatory approval. A contract for sale that includes a
condition precedent is a valid and enforceable contract.
See BG Grp., PLC v. Republic of Argentina, 134 S. Ct.
1198, 1207 (2014). Indeed, conditions precedent such as
regulatory approval are a basic feature of contract law.5
See, e.g., 25 Williston on Contracts § 67:73, at 462 (4th ed.
2013) (“Particular construction or development projects
may also require specific governmental or regulatory
approvals as conditions precedent to the consummation of
the project.”); 8 Corbin on Contracts § 31.11, at 99-101
(1999) (“In many contracts it is expressly provided that
some act of a third person shall be a condition of a promi-
sor’s duty . .. [such as a duty] to buy property contingent
on a zoning board’s approval . . ..”).

It has been implicit in our prior opinions that the ab-
sence of FDA or other regulatory approval before the

5  “A condition precedent is either an act of a party
that must be performed or a certain event that must
happen before a contractual right accrues or a contractual
duty arises.” 13 Williston on Contracts § 38:7, at 434-37
(4th ed. 2013); see also id. § 38:7, at 434—46; Restatement
(Second) of Contracts § 224 (1981); 2 Anderson U.C.C. § 2-
301:11, at 149-52 (3d. ed. 2013); 8 Corbin on Contracts
§§ 30.6-30.7, at 9—15 (1999).
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critical date does not prevent a sale or offer for sale from
triggering the on-sale bar. For instance, in Enzo, we
applied the on-sale bar even though the contract for sale
covered the buyer’s reasonable requirements for “per-
form[ing] all preclinical and clinical studies,” by defini-
tion before FDA approval, because the “claimed invention,
the polynucleotide probe, is a tangible item or product
that can be sold or offered for sale.” 424 F.3d at 1279,
1282 (emphasis added). Similarly, in C.R. Bard, Inc. v.
M3 Sys., Inc., 157 F.3d 1340 (Fed. Cir. 1998), we affirmed
a jury verdict of invalidity based on a sale even though
the product sold was subject to regulatory approval. There
was no majority opinion, but through two separate indi-
vidual opinions a majority of the panel held that the on-
sale bar applied. Id. at 1354 n.4. One opinion explicitly
addressed the patentee’s argument that the offer to sell
did not trigger the statutory bar because “FDA approval
had not been obtained” before the critical date, concluding
that “FDA approval is not required before a sale can bar
patent rights.” Id. at 1376 (Mayer, C.J.). The dissent
recognized that the majority was rejecting the argument
that the product was not on sale because at the time of
the sale it was “still being developed [and] tested” for FDA
approval. Id. at 1357 (Newman, J.). Thus, while the
absence of FDA approval may be a relevant consideration
depending upon the other circumstances surrounding a
transaction relating to a pharmaceutical formulation, the
fact that a transaction was subject to regulatory approval
would not, absent more, prevent it from being a sale for
purposes of the on-sale bar. We do not find that it does so
here. This i1s not a case like Elan Corp., PLC v. Andrx
Pharm., Inc., 366 F.3d 1336 (Fed. Cir. 2004), where the
purported offer concerned a product when and if it had
been developed, and there was no price or quantity term.
Id. at 1341.

Helsinn also argues that, even if the agreement of
sale for the 0.25 mg dose could be an invalidating sale, the
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agreement was uncertain because it covered the 0.25 mg
dose, the 0.75 mg dose, and both doses. Helsinn is correct
that the agreement covered either dose or both doses.
Under established contract law, even if the agreement
had given MGI, as the purchaser, the option of choosing
between the two doses, as opposed to making the decision
dependent on actions of third party regulators, there
would still be a binding agreement.

In any event, here there is no ambiguity introduced by
the provision for the purchase of either or both doses. This
contract is indistinguishable from a situation involving
two otherwise identical contracts, one covering the
0.25 mg dose and the other covering the 0.75 mg dose,
each contingent on FDA approval. It is clear that these
two hypothetical agreements would individually trigger
the on-sale bar for the 0.25 mg dose and the 0.75 mg dose,
respectively. It cannot be that combining them into a
single agreement somehow thwarts application of the on-
sale bar. We see no valid reason based in contract law,
patent law, or otherwise, to distinguish between a single
agreement that covers two potential products—Ilike the
one between Helsinn and MGI—and two separate agree-
ments, one for each product.

Our en banc decision in Medicines also made clear
that the offer or contract for sale must unambiguously
place the invention on sale, as defined by the patent’s
claims. 827 F.3d at 1374. As discussed below, that is
clearly the case here. The Supply and Purchase Agree-

6 See, e.g., 1 Corbin on Contracts § 4.6 (citing Dolly
Parker Motors, Inc. v. Stinson, 245 S.W.2d 820 (Ark.
1952); Delaney v. Shellabarger, 353 P.2d 903 (Nev. 1960);
Langer v. Lemke, 49 N.W.2d 641 (N.D. 1951); Calder v.
Third Judicial Dist. Court, 273 P.2d 168 (Utah 1954));
C.W. Hull Co. v. Westerfield, 186 N.W. 992, 994 (Neb.
1922).
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ment described the palonosetron formulation in detail and
Helsinn does not assert that the 0.25 mg dose described in
the Supply and Purchase Agreement does not embody the
asserted claims of the patents-in-suit. The fact that the
contract made the selection of which doses to supply
contingent on regulatory approval did not create an
ambiguity with respect to whether what was on sale fell
within the bounds of the patents’ claims.

At oral argument for the first time, Helsinn contended
that applying the on-sale bar would be unfair because it
would distinguish between vertically-integrated manufac-
turers that have in-house distribution capacity and small-
er entities like Helsinn that must contract for distribution
services from a third party. Helsinn asserts that Medi-
cines stands for the proposition that we should not allow
commercial activities to be invalidating if those same
activities could be performed in-house without triggering
the on-sale bar. Such a broad principle would largely
eviscerate the on-sale bar provision except as to sales to
end users; that was not the holding of Medicines. There
we concluded that “stockpiling,” including purchases from
a supplier, “does not trigger the on-sale bar.” 827 F.3d at
1374. We also expressed concern over a policy of “penaliz-
ing a company for relying, by choice or by necessity, on
the confidential services of a contract manufacturer.” Id.
at 1378. But the concern that Medicines focused on is not
applicable here. Helsinn did not contract for MGI’s confi-
dential marketing or distribution services as Medicines
contracted for Ben Venue’s confidential manufacturing
services. Instead, the Supply and Purchase Agreement
between Helsinn and MGI unambiguously contemplated
the sale by Helsinn of MGI’s requirements of the claimed
invention.

It is clear that the Supply and Purchase Agreement
constituted a commercial sale or offer for sale for purposes
of § 102(b) as to the asserted claims of the 724, ’725, and
‘424 patents.
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II

We next address whether the AIA changed the mean-
ing of the on-sale bar under 35 U.S.C. § 102 so that there
was no qualifying sale as to the '219 patent. The parties
agree that the 219 patent is governed by the AIA. See 35
U.S.C. §102(a)(1); AIA, Pub. L. No. 112-29, § 3(n), 125
Stat. 284, 293 (2011).

Before the AIA, § 102(b) barred the patentability of an
invention that was “patented or described in a printed
publication in this or a foreign country or in public use or
on sale in this country, more than one year prior to the
date of the application for patent.” 35 U.S.C. § 102(b)
(2006) (emphasis added). Under that earlier provision, we
concluded that, although confidentiality weighs against
application of the on-sale bar, see Medicines, 827 F.3d at
1376, 1377 n.2, that fact alone is not determinative.” For

7 See, e.g., Woodland Trust v. Flowertree Nursery,
Inc., 148 F.3d 1368, 1370 (Fed. Cir. 1998) (stating that
“an inventor’s own prior commercial use, albeit kept
secret, may constitute a public use or sale under § 102(b),
barring him from obtaining a patent”); J.A. LaPorte, Inc.
v. Norfolk Dredging Co., 787 F.2d 1577, 1581-83 (Fed.
Cir. 1986) (stating that the on-sale bar “is not limited to
sales by the inventor or one under his control, but may
result from activities of a third party” and rejecting the
argument that “secret commercialization by a third party”
1s not invalidating since “the invention . .. was discovera-
ble from the device which was sold” and the “device . ..
embodie[d] the invention” (emphasis omitted)); In re
Caveney, 761 F.2d 671, 675 (Fed. Cir. 1985) (rejecting the
argument that a secret sale by a third party was not
invalidating because “sales or offers by one person of a
claimed invention will bar another party from obtaining a
patent”); see also 2 R. Carl Moy, Moy’s Walker on Patents
§ 8:228 (4th ed. 2016) (“[E]ven a private sale or offer for
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instance, in In re Caveney, a British company offered to
sell the claimed invention to an American company that
would be its exclusive seller in the United States before
the critical date. In re Caveney, 761 F.2d 671, 673-74
(Fed. Cir. 1985). The court rejected the argument that a
sale or offer for sale did not trigger the on-sale bar when it
had been “kept secret from the trade,” concluding that
“sales or offers by one person of a claimed invention . ..
bar another party from obtaining a patent if the sale or
offer to sell is made over a year before the latter’s filing
date.” Id. at 675.

By enacting the AIA, Congress amended § 102 to bar
the patentability of an “invention [that] was patented,
described in a printed publication, or in public use, on
sale, or otherwise available to the public before the effec-
tive filing date of the claimed invention.” 35 U.S.C.
§ 102(a)(1) (emphasis added).

Teva and various amici assert that by reenacting the
existing statutory term, “on sale,” Congress did not
change the meaning of the on-sale bar or disturb settled
law. Helsinn, the government, and other amici argue that
the AIA changed the law by adding the “otherwise availa-
ble to the public” phrase. They argue that the on-sale bar
now does not encompass secret sales and requires that a
sale make the invention available to the public in order to
trigger application of the on-sale bar. Apart from the
additional statutory language, this argument primarily
relies on floor statements made by individual members of
Congress. While recognizing that such floor statements
are typically not reliable as indicators of congressional
intent, see, e.g., Exxon Mobil Corp. v. Allapattah Seruvs.,

sale can be a barring event.”); 3 John Gladstone Mills III
et al., Pat. L. Fundamentals § 10:12 (2d ed. 2017) (“An
invention is ‘on sale’ even though the only sale was a
‘private’ one.”).
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Inc., 545 U.S. 546, 568 (2005), they argue that here we
should look to the floor statements to determine the
meaning of the provision. These floor statements include
material such as the following:

[S]Jubsection 102(a) was drafted in part to do away
with precedent under current law that private of-
fers for sale or private uses or secret processes
practiced in the United States that result in a
product or service that is then made public may be
deemed patent-defeating prior art. That will no
longer be the case.

157 Cong. Rec. 3415 (2011) (remarks of Sen. Leahy)
(emphasis added).

[T]he current on-sale bar imposes penalties not
demanded by any legitimate public interest. There
is no reason to fear ‘commercialization’ that mere-
ly consists of a secret sale or offer for sale but that
does not operate to disclose the invention to the
public. . .. The present bill’'s new section 102(a)
precludes extreme results such as these . . ..

157 Cong. Rec. 3424 (2011) (remarks of Sen. Kyl) (empha-
sis added).8

8 See also 157 Cong. Rec. 3423 (2011) (remarks of
Sen. Kyl) (“The word ‘otherwise’ makes clear that the
preceding clauses describe things that are of the same
quality or nature .... As the committee report notes at
page 9, ‘the phrase “available to the public” is added to
clarify the broad scope of relevant prior art, as well as to
emphasize the fact that it...must be publicly availa-
ble.”); 157 Cong. Rec. 9782 (2011) (remarks of Sen. Smith)
(“[Clontrary to current precedent, in order to trigger the
bar in the new 102(a) in our legislation, an action must
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We decline the invitation by the parties to decide this
case more broadly than necessary. At most the floor
statements show an intent “to do away with precedent
under current [§ 102] law,” 157 Cong. Rec. 3415 (2011)
(remarks of Sen. Leahy). Such precedent had held certain
secret uses to be invalidating under the “public use” prong
of § 102(b). Senator Kyl explicitly referenced cases such as
Egbert v. Lippman, 104 U.S. 333 (1881), Beachcombers
International, Inc. v. Wildewood Creative Products, Inc.,
31 F.3d 1154 (Fed. Cir. 1994), and JumpSport, Inc. v.
Jumpking, Inc., Nos. 05-1182, 05-1196, 05-1197, 2006
WL 2034498 (Fed. Cir. July 21, 2006), and stated that
“new section 102(a) precludes extreme results such as
these.” 157 Cong. Rec. 3424 (2011) (remarks of Sen. Kyl).
Each of those cases involved a public use where the inven-
tion was not, as a result of the use, disclosed to the public.
This public use issue is not before us, and we decline to
address it.

The floor statements do not identify any sale cases
that would be overturned by the amendments. Even if the
floor statements were intended to overrule those secret or
confidential sale cases discussed above and cited in foot-
note 7, that would have no effect here since those cases
were concerned entirely with whether the existence of a
sale or offer was public. Here, the existence of the sale—
i.e., the Supply and Purchase Agreement between Helsinn
and MGI—was publicly announced in MGI’s 8-K filing
with the SEC. The 8-K filing also included a copy of the
contract for sale as an attachment, albeit partially redact-
ed. Detailed information about palonosetron, its benefits
and uses 1n treating CINV were also disclosed. The
statements disclosed the chemical structure of palono-
setron and specified that the covered products were

make the patented subject matter ‘available to the public’
before the effective filing date.”).
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“pharmaceutical preparations for human use in [intrave-
nous] dosage form, containing [palonosetron] as an active
ingredient.” Supply and Purchase Agreement, supra, art.
1.9.9 And, as described above, the agreements disclosed
all the pertinent details of the transaction other than the
price and dosage levels.

Helsinn argues that the AIA did more than overrule
the “secret sale” cases, and relies on the “otherwise avail-
able to the public” language in the statute and the floor
statements. Helsinn argues that those statements suggest
that the on-sale bar does not apply unless the sale “dis-
close[s] the invention to the public” before the critical
date. 157 Cong. Rec. 3424 (2011) (remarks of Sen. Kyl). It
urges that since the 0.25 mg dose was not disclosed, the
invention was not disclosed and the on-sale bar does not
apply. The suggestion is that Congress required that the
details of the claimed invention be publicly disclosed
before the on-sale bar is triggered.

Requiring such disclosure as a condition of the on-sale
bar would work a foundational change in the theory of the
statutory on-sale bar. Indeed, the seminal Supreme Court

9  The joint April 10, 2001 press release stated that
“[p]alonosetron is a potent and selective 5-HT3 antagonist
with an extended half-life, in Phase 3 development for the
prevention of chemotherapy-induced nausea and vomiting
(CINV).” MGI Pharma Inc., Current Report (Form 8-K)
Ex. 99.5, at 1 (Apr. 25, 2001). It also disclosed that, once
launched, it would “be one of four products competing in
the $1 billion North American market for 5-HT3 antago-
nists . .. [and its] extended half-life...as compared to
the other agents and the results of Phase 2 trials as-
sessing efficacy beyond 24 hours differentiate[] palono-
setron from the three currently marketed 5-HTS3
antagonists indicated for CINV.” Id. at 2.
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decision in Pennock addressed exactly such a situationl0—
the public sale of an item but the withholding from “the
public the secrets of [the] invention.” Pennock v. Dialogue,
27 U.S. (2 Pet.) 1, 19 (1829). Failing to find such a sale
invalidating, said the Court, “would materially retard the
progress of science and the useful arts, and give a premi-
um to those who should be least prompt to communicate
their discoveries.” Id.

So too under our cases, an invention 1s made available
to the public when there is a commercial offer or contract
to sell a product embodying the invention and that sale is
made public. Our cases explicitly rejected a requirement
that the details of the invention be disclosed in the terms
of sale. See RCA Corp. v. Data Gen. Corp., 887 F.2d 1056,
1060 (Fed. Cir. 1989), overruled in part on other grounds
by Grp. One, 254 F.3d at 1048 (rejecting the argument
“that the bid documents themselves must disclose the
invention with respect to all claim elements” since that is
“clearly not legally correct” and there can be “a definite

10 Pennock v. Dialogue, 27 U.S. (2 Pet.) 1, 19 (1829)
(“If an inventor should be permitted to hold back from the
knowledge of the public the secrets of his invention; if he
should for a long period of years retain the monopoly, and
make, and sell his invention publicly, and thus gather the
whole profits of it, relying upon his superior skill and
knowledge of the structure; and then, and then only,
when the danger of competition should force him to secure
the exclusive right, he should be allowed to take out a
patent, and thus exclude the public from any farther use
than what should be derived under it during his fourteen
years; it would materially retard the progress of science
and the useful arts, and give a premium to those who
should be least prompt to communicate their discover-
ies.”).
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offer for sale or a sale of a claimed invention even though
no details are disclosed”).

A primary rationale of the on-sale bar is that publicly
offering a product for sale that embodies the claimed
invention places it in the public domain, regardless of
when or whether actual delivery occurs.l! The patented
product need not be on-hand or even delivered prior to the
critical date to trigger the on-sale bar.12 And, as previous-

11 See, e.g., Pfaff, 525 U.S. at 64 (“§ 102 of the Patent
Act serves as a limiting provision, both excluding ideas
that are in the public domain from patent protection and
confining the duration of the monopoly to the statutory
term. ... A similar reluctance to allow an inventor to
remove existing knowledge from public use undergirds
the on-sale bar.”); Merck & Cie, 822 F.3d at 1355 n.4
(“One of the primary purposes of the on-sale bar is to
prohibit the withdrawal of inventions that have been
placed into the public domain through commercializa-
tion.” (internal quotation marks omitted) (quoting Abbott
Labs. v. Geneva Pharm., Inc., 182 F.3d 1315, 1319 (Fed.
Cir. 1999))); J.A. LaPorte, 787 F.2d at 1583 (“The date of
the purchase agreement is, therefore, the effective date on
which the invention became part of the public domain.
That delivery of the device embodying the invention
occurred later is immaterial.”).

12 See, e.g., Pfaff, 525 U.S. at 58, 67 (applying the on-
sale bar where the sale order was not filled until after the
critical date); STX, LLC v. Brine, Inc., 211 F.3d 588, 590
(Fed. Cir. 2000) (same); Buildex Inc. v. Kason Indus., Inc.,
849 F.2d 1461, 1464 (Fed. Cir. 1988) (“Proof of delivery
before the critical date would have been conclusive in this
case, but it is not necessary to holding that the device was
on sale before then.”); Robbins Co. v. Lawrence Mfg. Co.,
482 F.2d 426, 431 (9th Cir. 1973) (“A simple placing on
sale 1s sufficient to establish the ‘on sale’ defense—even
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ly noted, we have never required that a sale be consum-
mated or an offer accepted for the invention to be in the
public domain and the on-sale bar to apply, nor have we
distinguished sales from mere offers for sale.l> We have
also not required that members of the public be aware
that the product sold actually embodies the claimed
invention. For instance, in Abbott Laboratories v. Geneva
Pharmaceuticals, Inc., 182 F.3d 1315 (Fed. Cir. 1999), at
the time of the sale, neither party to the transaction knew

an executory contract under which the patented matter is
delivered after the critical date.”).
13 See, e.g., Pfaff, 525 U.S. at 67 (“|A]cceptance of the
purchase order prior to April 8, 1981, makes it clear that
. an offer had been made.”); Merck & Cie, 822 F.3d at
1352 (“An offer to sell is sufficient to raise the on-sale bar,
regardless of whether that sale is ever consummated.”);
Hamilton Beach Brands, Inc. v. Sunbeam Prods., Inc., 726
F.3d 1370, 1374, 1377 (Fed. Cir. 2013) (“An actual sale is
not required for the activity to be an invalidating com-
mercial offer for sale.”); Cargill, 476 F.3d at 1370 (“There
1s no requirement that the sale be completed.”); Scaltech,
Inc. v. Retec/Tetra, LLC, 269 F.3d 1321, 1328 (Fed. Cir.
2001) (“An offer for sale does not have to be accepted to
1mplicate the on sale bar.”); A.B. Chance Co. v. RTE Corp.,
854 F.2d 1307, 1311 (Fed. Cir. 1988) (“A single offer to sell
is enough to bar patentability whether or not the offer is
accepted.”); Buildex, 849 F.2d at 1464 (“It is not necessary
that a sale be consummated for the bar to operate.”); In re
Theis, 610 F.2d 786, 791 (CCPA 1979) (“For § 102(b) to
apply, it is not necessary that a sale be consummated.”);
Mfg. Research Corp. v. Graybar Elec. Co., 679 F.2d 1355,
1362 (11th Cir. 1982) (“The statutory on sale bar applies
when the invention that is the subject of a patent applica-
tion 1s merely offered for sale; there is no requirement
that a sale be consummated before the statutory bar
attaches.”).
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whether the product sold embodied the claimed invention
and had no easy way to determine what the product was.
Id. at 1317-18.

Thus, our prior cases have applied the on-sale bar
even when there is no delivery, when delivery is set after
the critical date, or, even when, upon delivery, members
of the public could not ascertain the claimed invention.
There is no indication in the floor statements that these
members intended to overrule these cases. In stating that
the invention must be available to the public they evi-
dently meant that the public sale itself would put the
patented product in the hands of the public. Senator Kyl
himself seems to have agreed with this proposition,
stating explicitly that “once a product is sold on the
market, any invention that is inherent to the product
becomes publicly available prior art and cannot be pa-
tented.” 157 Cong. Rec. 3423 (2011) (remarks of Sen.
Kyl).14 There are no floor statements suggesting that the
sale or offer documents must themselves publicly disclose
the details of the claimed invention before the critical
date. If Congress intended to work such a sweeping
change to our on-sale bar jurisprudence and “wished to
repeal . .. [these prior] cases legislatively, it would do so
by clear language.” Dir., OWCP v. Perini N. River Assocs.,
459 U.S. 297, 321 (1983).

14 Senator Kyl quoted our anticipation decision in
Rosco, Inc. v. Mirror Lite Co., 304 F.3d 1373 (Fed. Cir.
2002). “Under the doctrine of inherency, if an element is
not expressly disclosed in a prior art reference, the refer-
ence will still be deemed to anticipate a subsequent claim
if the missing element is necessarily present in the thing
described in the reference, and that it would be so recog-
nized by persons of ordinary skill.” 157 Cong. Rec. 3423
(2011) (remarks of Sen. Kyl) (internal quotation marks
omitted) (quoting Rosco, 304 F.3d at 1380).
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We conclude that, after the AIA, if the existence of the
sale 1s public, the details of the invention need not be
publicly disclosed in the terms of sale. For the reasons
already stated, the Supply and Purchase Agreement
between Helsinn and MGI constituted a sale of the
claimed invention—the 0.25 mg dose—before the critical
date, and therefore both the pre-AIA and AIA on-sale bars
apply. We do not find that distribution agreements will
always be invalidating under § 102(b). We simply find
that this particular Supply and Purchase Agreement is.

II1

We finally address whether the invention was ready
for patenting as of the critical date of January 30, 2002.
Under Pfaff, there are at least two ways in which an
invention can be shown to be ready for patenting: “by
proof of reduction to practice before the critical date; or by
proof that prior to the critical date the inventor had
prepared drawings or other descriptions of the invention
that were sufficiently specific to enable a person skilled in
the art to practice the invention.” Pfaff, 525 U.S. at 67—68.
We conclude that the invention here was ready for patent-
ing because it was reduced to practice before the critical
date, and we need not address the alternative enablement
approach, not addressed by the district court.15

A. Reduction to Practice

An invention is reduced to practice when “the inven-
tor (1) constructed an embodiment ... that met all the
limitations and (2) determined that the invention would
work for its intended purpose.” In re Omeprazole Patent
Litig., 536 F.3d 1361, 1373 (Fed. Cir. 2008) (internal
quotation marks and citations omitted) (citing Z4 Techs.,
Inc. v. Microsoft Corp., 507 F.3d 1340, 1352 (Fed. Cir.
2007)). Reduction to practice occurs if “the claimant had

15 See J.A. 130 n.53.
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possession of the subject matter of the [claim] and that it
was shown or known to work for its intended purpose.”16
Streck, Inc. v. Research & Diagnostic Sys., Inc., 659 F.3d
1186, 1193 (Fed. Cir. 2011); accord Sanofi-Aventis v.
Pfizer Inc., 733 F.3d 1364, 1367—68 (Fed. Cir. 2013).

Before trial, the parties stipulated that they would
contest ready for patenting “only with respect to the
limitations and intended uses of ‘reducing emesis or
reducing the likelihood of emesis’ and ‘to reduce the
likelihood of cancer chemotherapy-induced nausea and
vomiting’ of the asserted claims” and not “for any other
reason.” J.A. 26081. Thus, for instance, it is uncontested
that the formulation had been made and was stable prior
to the critical date. Accordingly, the only issue with
respect to ready for patenting before the district court and
on appeal 1s whether Helsinn had determined that the
mvention would work for its intended purpose, which,
according to the claims, is “reducing the likelihood” of
emesis and CINV.

Our cases distinguish between the standard required
to show that a particular invention would work for its
intended purpose and the standard that governs FDA
approval of new drugs, including the various stages of
clinical trials. See, e.g., Scott v. Finney, 34 F.3d 1058,
1063-64 (Fed. Cir. 1994) (addressing reduction to practice
in the priority context). In patent law, the requisite test-
ing, if any, for showing that an invention will “work for its
intended purpose” varies depending on “the character of
the invention,” including the claim language and the

16 See, e.g., Honeywell Int’l Inc. v. Universal Avionics
Sys. Corp., 488 F.3d 982, 997 (Fed. Cir. 2007) (citing to
Fujikawa v. Wattanasin, 93 F.3d 1559, 1563 (Fed. Cir.
1996), a case that addresses ready for patenting in the
priority context, for the ready for patenting standard in
the context of the on-sale bar).
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“nature and complexity of the problem” the invention
seeks to solve. Id. at 1061-62; see also Slip Track Sys.,
Inc. v. Metal-Lite, Inc., 304 F.3d 1256, 1265 (Fed. Cir.
2002). Generally there must be some “demonstration of
the workability or utility of the claimed invention.” Hon-
eywell Int’l Inc. v. Universal Avionics Sys. Corp., 488 F.3d
982, 997 (Fed. Cir. 2007). This must show that the inven-
tion works for its intended purpose “beyond a probability
of failure” but not “beyond a possibility of failure.” Scott,
34 F.3d at 1062. “[L]ater refinements do not preclude
reduction to practice, [and] it 1s improper to conclude that
an invention is not reduced to practice merely because
further testing is being conducted.” Atlanta Attachment
Co. v. Leggett & Platt, Inc., 516 F.3d 1361, 1367 (Fed. Cir.
2008).

Approval of a new drug by FDA, however, is a more
demanding standard than that involved in the patents-in-
suit. The patents here make no reference to FDA stand-
ards and broadly claim a palonosetron formulation for
reducing the likelihood of emesis and CINV. For FDA
approval, however, an applicant must submit, inter alia,
“adequate tests by all methods reasonably applicable to
show whether or not such drug is safe for use” and “sub-
stantial evidence that the drug will have the effect it
purports or is represented to have under the conditions of
use prescribed.” 21 U.S.C. § 355(d). This requires “ade-
quate and well-controlled investigations, including clini-
cal investigations, by experts qualified by scientific
training and experience to evaluate the effectiveness of
the drug involved, on the basis of which it could fairly and
responsibly be concluded by such experts that the drug
will have the effect it purports or is represented to have
under the conditions of use prescribed, recommended, or
suggested in the labeling or proposed labeling thereof.” Id.
This is understood to be “a rigorous standard.” Ams. for
Safe Access v. DEA, 706 F.3d 438, 451 (D.C. Cir. 2013).
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Here, the district court based its finding that the in-
vention was not reduced to practice before the critical
date on insufficient testing for Helsinn to have “deter-
mined that the invention would work for its intended
purpose.” J.A. 159. The district court appeared to believe
that Teva needed to meet the FDA standard, which
requires finalized reports with fully analyzed results from
successful Phase III trials. This is clear from the district
court’s reliance on the testimony of Helsinn’s expert who
“referred to FDA standards in forming his opinions in this
case” and stated that FDA “articulated a statistical
framework for being able to really know from the [clinical
trial] data . .. that a drug is working.” J.A. 148. Through-
out its opinion the district court found lack of reduction to
practice for failure to establish “efficacy” under FDA
standards, and the lack of fully analyzed Phase III studies
as required by FDA. J.A. 159. The district court was
influenced particularly by the fact that FDA found the so-
called Study 2330 insufficient to demonstrate efficacy.l?
See, e.g., J.A. 34, 48-50, 56, 147, 151, 154-55.

The district court clearly erred by applying too de-
manding a standard. The completion of Phase III studies
and final FDA approval are not pre-requisites for the
invention here to be ready for patenting. The evidence is
overwhelming that before the critical date of January 30,
2002, it was established that the patented invention
would work for its intended purpose of reducing the
likelihood of emesis.

17 FDA found Study 2330 insufficient on its own to
support Phase III trials since, “[w]hen compared to the
lowest doses (0.3 and 1 mcg/kg) only the 30 mcg/kg dose
was statistically significant; a significant dose response
trend was not evident.” J.A. 10907. We view this as irrel-
evant to whether the invention was ready for patenting.
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The 1995 report from Study 2330 demonstrated
that three different doses, including the 0.25
mg dose, produced statistically significant re-
sults at the 5% level for the median time it took
patients to experience an emetic episode after
administration of palonosetron. While this
study did not show statistical significance for
complete control of emesis or CINV for 24
hours, complete control is not a claim require-
ment. The invention is for reducing the likeli-
hood of emesis, not necessarily completely
preventing it, and the statistical significance
for mean time to failure demonstrates that the
product reduced the likelihood of emesis. In-
deed, the Study 2330 final report concluded
that the relevant dose of palonosetron “was ef-
fective in suppressing” CINV. J.A. 1636. Under
our cases this is sufficient to establish that the
invention here would work for its intended
purpose of reducing the likelihood of CINV. See,
e.g., Z4 Techs., 507 F.3d at 1352 (concluding
that the intended purpose of the invention at
issue was to reduce piracy, not to completely
stop 1ts occurrence).

Giorgio Calderari, one of the named inventors
of the patents-in-suit, characterized the results
of the Phase II trial, Study 2330, as “yes, the
product was showing some efficacy clearly.”
J.A. 524.

Minutes from a July 1998 meeting of Helsinn’s
palonosetron team indicated that their “pro-
posal [wa]s to test effective doses seen in Phase
2,7 including the 0.25 mg dose. J.A. 1424 (em-
phasis added).

The proposed protocols for Phase III trials that
Helsinn submitted to FDA in November 1999
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stated that the “[r]esults achieved in Phase II
CINV studies suggest that palonosetron is safe
and effective in preventing nausea and vomit-
ing following emetogenic chemotherapy,” J.A.
3846, and “[d]ata from this study clearly
demonstrate that the 3 ug/kg dose of palono-
setron 1s the minimal effective dose in prevent-
ing CINV,” J.A. 3851.

On September 14, 2000, Helsinn announced in
a press release that “Phase II trials [had]
demonstrated the efficacy of Palonosetron in
the prevention of emesis with no significant
side effects.” J.A. 9983.

On January 7, 2002, Helsinn prepared prelimi-
nary data tables analyzing the results from the
first Phase III trial.!8 “[T]he preliminary data
for Complete Response, which is the primary ef-
ficacy outcome measure for acute CINV, was
81.0% (153/189) for palonosetron 0.25 mg.” J.A.
81. This means that 81% of patients who re-
ceived the 0.25 mg dose of palonosetron experi-
enced relief from CINV for 24 hours. As one of
the named inventors of all four patents ex-
plained, these data showed that the 0.25 mg
dose of palonosetron “reduced the likelihood of
CINV in those subjects.” J.A. 593.

Even though the purported sale or offer for sale

occurred before these data tables were prepared, post-
contract developments are relevant such that even if an
invention is not ready for patenting at the time of the
offer or sale, it may become so before the critical date and
thereby trigger application of the on-sale bar, a point to
which both parties agreed at oral argument.
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e In a 2007 declaration submitted to overcome an
initial rejection by the examiner during prose-
cution, Giorgio Calderari and four of the other
named inventors of the patents-in-suit stated
that “[tlhe formulations ... were completed
sometime before March 24, 1999” and that they
“had invented and were in possession of all of
the subject matter currently claimed ... as of
March 24, 1999.” J.A. 1411-12. This was clari-
fied at trial as referring to the claimed inven-
tion, i.e., “a pharmaceutically stable solution for
reducing emesis or reducing the likelihood of
emesis.” J.A. 527 (154:16-22; 156:1-9).

e In a 2010 declaration corresponding to another
related palonosetron patent application,1® Ser-
gio Cantoreggli and two named inventors of the
724, ’725, and ’424 patents submitted a decla-
ration stating that they “had conceived the in-
vention ..., and reduced it to practice, before
November 16, 2001,” J.A. 2921 4 2, and “had
conceived the idea to use palonosetron for the
treatment of acute and delayed-onset CINV,
and had conducted clinical trials in humans to
test this idea, at least as early as October 2,
2001,” J.A. 2921 g 3. The declaration concluded

19 The patent application claimed a method of treat-
ing CINV with the 0.25 mg dose: “A method of treating
chemotherapy or radiotherapy-induced acute and delayed
emesis in an adult human for five days after an emesis
inducing chemotherapy or radiotherapy event, comprising
administering to said human a single dose of a treatment-
effective amount of about 0.25 mg of palonosetron in the
form of palonosetron hydrochloride prior to said emesis-
inducing event, without administering any further
palonosetron during said give day period.” J.A. 2922.
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that “[m]ost important, [they] had successfully
tested the method in human patients, and
[they] had done so before October 2, 2001 (the
date the [Phase III] study was completed).” J.A.
2923 9 18. The district court found that these
statements in the 2010 declaration “were liter-
ally true.” J.A. 158.

These results consistently showed that the invention
worked for its intended purpose, from the final report for
the 1995 Phase II trial to the preliminary results in
January 2002 from a Phase III trial. Under the district
court’s unduly restrictive standard, Helsinn could not
have filed a valid patent application before the critical
date of January 30, 2002. Such a standard would preclude
the filing of meritorious patent applications in a wide
variety of circumstances. The evidence that the formula-
tion was ready for patenting is overwhelming, and the
District Court’s contrary conclusion—applying the wrong
standard—was clearly erroneous. There is simply no
tenable argument that, before the critical date, Helsinn
was unable to file a patent application that met the
requirements of 35 U.S.C. § 112.20

20 See Space Sys./Loral, Inc. v. Lockheed Martin
Corp., 271 F.3d 1076, 1080 (Fed. Cir. 2001) (“To be ‘ready
for patenting’ the inventor must be able to prepare a
patent application, that is, to provide an enabling disclo-
sure as required by 35 U.S.C. § 112. ... [W]hen develop-
ment and verification are needed in order to prepare a
patent application that complies with § 112, the invention
1s not yet ready for patenting.”); Clock Spring, L.P. v.
Wrapmaster, Inc., 560 F.3d 1317, 1328 (Fed. Cir. 2009)
(“By filing the 1992 [patent] application, the inventors
represented that the invention was then ready for patent-
ing ....”); see also In re Brana, 51 F.3d 1560, 1568 (Fed.
Cir. 1995) (“FDA approval, however, is not a prerequisite
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The district court and Helsinn on appeal rely on our
decision in Omeprazole to argue that the results from
Phase III trials must be analyzed in order to draw a valid
conclusion regarding whether the invention works for its
intended purpose. See Omeprazole, 536 F.3d 1361. But
there is no general rule that Phase III trials must be
completed before a product is ready for patenting, just as
there is no general rule that Phase III trials are irrele-
vant. Each case must be decided based on its own facts.
And this case is not like Omeprazole. In Omeprazole,
there was significant uncertainty going into Phase III
trials regarding whether the formulation would “solve the
twin problems of in vivo stability and long-term storage”
that had been identified after Phase II trials. Id. at 1373
(internal quotation marks omitted). Indeed, between
Phase II and Phase III the researchers needed to attempt
“a number of modifications to the Phase Il formulation”
since achieving the “two goals seemingly conflicted.” Id.
Here, of course, there was no similar need to modify the
formulation in between the Phase II and Phase III trials,
as Helsinn stipulated to the formulation’s stability.

We conclude that the invention was reduced to prac-
tice and therefore was ready for patenting before the
critical date.

CONCLUSION

We hold that the asserted claims, claims 2 and 9 of
the ’724 patent, claim 2 of the 725 patent, claim 6 of the
424 patent, and claims 1, 2, and 6 of the 219 patent, are
invalid under the on-sale bar.

REVERSED

for finding a compound useful within the meaning of the
patent laws.”).
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APPENDIX C

UNITED STATES DISTRICT COURT FOR THE
DISTRICT OF NEW JERSEY

No. 11-3962 (MLC)

HELSINN HEALTHCARE S.A, et al,,
Plaintiffs,

V.

DR. REDDY’S LABORATORIES LTD.,et al,,
Defendants.

March 3, 2016

SUPPLEMENTAL OPINION
COOPER, District Judge.

This is an action arising under the Hatch-Waxman
Act, 35 US.C. § 271(e)(2)(A). Plaintiffs, Helsinn
Healthcare S.A. (“Helsinn”) and Roche Palo Alto LLC
(“Roche”) (collectively, “plaintiffs”), are assignees of U.S.
Patents No. 7,947,724 (“the ’724 patent”), No. 7,947,725
(“the "725 patent”), No. 7,960,424 (“the ’424 patent”), and
No. 8,598,219 (“the '219 patent”). The four patents-in-suit
are listed in the FDA “Orange Book” as covering plain-
tiffs’ product Aloxi®, which is a pharmaceutical composi-
tion containing the active ingredient palonosetron. The
version of Aloxi® currently marketed by plaintiffs is an
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intravenous solution with approved indications for pre-
venting or treating cancer chemotherapy-induced nausea
and vomiting.

Plaintiffs brought this action, and related consolidated
actions, against generic drug manufacturers, Dr. Reddy’s
Laboratories, Ltd., Dr. Reddy’s Laboratories, Inc.
(“DRL”), Sandoz, Inc. (“Sandoz”), Teva Pharmaceuticals
USA, Inc., and Teva Pharmaceutical Industries, Ltd.
(“Teva”). Plaintiffs alleged that each group of defendants
had filed an Abbreviated New Drug Application
(“ANDA”) containing so called “Paragraph IV” certifica-
tions asserting that the claims of the patents-in-suit were
invalid and/or not infringed. The asserted claims are
claims 2 and 9 of the "724 patent, claim 2 of the 725 patent,
claim 6 of the ’424 patent, and claims 1, 2, 6, and 7 of the
’219 patent. The pertinent limitations of the first three pa-
tents are “reducing emesis . . .,” the “0.05 mg/mL” con-
centration, and “EDTA.” The pertinent limitations of the
’219 patent are “reduce ... cancer chemotherapy-induced
nausea and vomiting,” “0.25 mg” dose in “5 mL . .. solu-
tion,” and “EDTA.”

Defendant Sandoz was dismissed from the action by
consent, on December 31, 2014. (Dkt. 247.)! The Court is-

* The Court will cite to the documents filed in this case in the Elec-
tronic Case Filing System (“ECF”) by referring to the docket entry
numbers by the designation of “dkt.” References to docketed materi-
als are to ECF pagination. The two later-filed actions that have been
consolidated into this lead case are Civil Aetion No. 11-5579 and Civil
Action No. 13-5815. Copies of the four patents-in-suit are attached as
exhibits te the pleadings, and are trial exhibits. We will simply cite to

the patents by page or column and line number. Those patents are
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sued a Memorandum Opinion construing certain pream-
ble language in the 219 patent claims, on April 22, 2015.
(Dkt. 290.) An 11-day bench trial was conducted in June
2015, with closing arguments presented on August 12,
2015. (Dkts. 320, 322, 324, 326, 328, 330, 331, 337, 340, 342,
344, and 353.) Defendant DRL was dismissed on stipula-
tion on October 16, 2015. (Dkt. 355.)> Thus, the current
parties in this case are plaintiffs and Teva.

Teva asserts that the asserted claims of each of the
four patents-in-suit are invalid as obvious under 35 U.S.C.
§ 103.3 Teva further asserts invalidity of those patents un-
der the on-sale bar provision of 35 U.S.C. § 102. The on-
sale bar issue presents not only underlying factual ques-
tions, but also a statutory interpretation question ad-
dressing the amended text of § 102(a)(1) under the Amer-
ica Invents Act (“AIA”), Pub. L. No. 112-29 (2011). Teva
also raises a written description claim against those pa-
tents under 35 U.S.C. § 112. Plaintiffs oppose each of

trial exhibits numbered as follows: *724 patent (DTX-0069), "725 pa-
tent (DTX-0070), 424 patent (DTX-0001 and DTX-0071), and 219 pa-
tent (DTX-0268).

2 DRL and plaintiffs have a related action, actively pending in this
Court, pertaining to the 724 patent and DRL’s pending 505(b)2)
New Drug Application under 21 U.S.C. § 355(b)2). See Helsinn
Healtheare S.A., et al. v. Dr. Reddy’s Laboratories, Ltd., et al, Civil
Action No. 12-2867. In that case, the Court issued a Memorandum
Opinion and Order on April 2, 2015, construing the 724 claim term “a
chelating agent.” (Civ. Action No. 12-2867, dkt. 91 (Order) and dkt.
92 (SEALED Mem. Op.).)

% Teva has advised that it will not appeal the ruling of this Court
that the patents-in-suit are valid under 35 U.S.C. § 103 (obviousness).
This Court will issue a separate Supplemental Opinion providing fur-
ther rulings on that issue as necessary.
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Teva’s points on those issues, asserting that the patents
are valid and enforceable.

There is also an infringement issue. Teva filed one con-
solidated ANDA, seeking approval for products at two dif-
ferent dose levels (0.25 mg and 0.075 mg), and two differ-
ent treatment indications (chemotherapy-induced nausea
and vomiting (“CINV”) for the 0.25 mg dose, and post-op-
erative nausea and vomiting (“PONV”) for the 0.075 mg
dose). The concentration of both proposed Teva products
is 0.05 mg/mi, because the 0.25 mg dose solution is 5 ml
and the 0.075 mg dose solution is 1.5 ml. The asserted '219
patent claims only specify a 0.25 mg dose, in a 5 ml volume
(i.e., concentration 0.05 mg/ml), for CINV. Plaintiffs as-
sert that if the 219 claims are held to be valid, those claims
are infringed by Teva’s ANDA filing itself, according to
the Hatch-Waxman Act, and therefore both generic prod-
ucts applied for in Teva’s ANDA must infringe and be en-
joined. Teva disputes plaintiffs’ legal position and seeks a
declaration that its 0.075 mg dose PONYV product will not
infringe the asserted 219 patent claims.

The C

A

ber 13, 015 and entered judgment declaring that:

emorandum Oninion on Novem-
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(1) the asserted claims of the 724, '725, and 424 pa-
tents are valid and are infringed by both Teva’s pro-
posed 0.25 mg and 0.075 mg generic products;

(2) the asserted claims of the ’219 patent are valid and
are infringed by Teva’s proposed 0.25 mg generic
product; and

(3) the asserted claims of the 219 patent are valid and
are not infringed by Teva’s proposed 0.075 mg generic
product.
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(Dkt. 360; dkt. 361.)

This Supplemental Opinion constitutes the Court’s
findings of fact and conclusions of law on the issues of the
on-sale bar under 35 U.S.C. § 102, statutory interpreta-
tion of the on-sale bar after the passage of the American
Invents Act under 35 U.S.C. § 102(a)(1), written descrip-
tion under 35 U.S.C. § 112, and infringement under 35
U.S.C. § 271. The Court now makes the following findings
of fact and conclusions of law pursuant to Federal Rule of
Civil Procedure 52(a)(1).

1. FINDINGS OF FACT
A. Medical treatment for emesis

Medical science has long recognized that the human
body has an elaborate and multifaceted defense system
against trauma and toxins. (Dkt. 328 at 29.) Part of that
defense system is called emesis, referring generally to the
reflexive reaction experienced as nausea and vomiting.
(Id. at 27, 31-32.) Its purpose is essentially to get rid of
toxins in the body. (Id. at 26.)

The parties presented undisputed medical back-
ground information on the scientific field of the claimed
inventions. (Id.; see also dkt. 320; dkt. 324; dkt. 326; dkt.
331; dkt. 337; dkt. 340; dkt. 342; dkt. 344.) For example,
Teva’s expert clinician Dr. David Frame provided a basic
overview of the mechanisms in the body that lead to eme-
sis, at least as related to chemical stimuli.* As he ex-
plained, the gastrointestinal tract and the brain are the

¢ Dr. Frame explained that he uses the term “emesis” to refer to
vomiting, as distinguished from nausea. (See dkt. 328 at 31.) Other
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two primary systems involved in creating emesis. (Dkt.
328 at 25-26.) If a person ingests a toxin directly into the
stomach, or if a toxin is injected into the blood, the noxious
substances go into the GI tract. (Id. at 26.) The GI tract
then releases certain molecules called neurotransmitters.
(Id.) Those neurotransmitters will bind to receptors, caus-
ing signals to transmit up a nerve called a vagal nerve that
leads to a specific spot located in the brain but just outside
the blood-brain barrier (the trigger zone or essentially the
vomiting center). (Id.) When those neurotransmitter sig-
nals arrive there, they will activate one or more neuro-
transmitters that will carry the signal back down the va-
gal nerve to the GI tract and produce the contractions of
nausea and vomiting. (Id. at 27.)

Scientists have identified approximately 20 to 30 types
of neurotransmitters that play a role in prompting the em-
esis reaction. (Id. at 28.) Those neurotransmitters bind to
cells called receptors, found in various places in the body.
(Id. at 28-29.) In other words, several different neuro-
transmitters and corresponding receptors are involved in
most causes of nausea and vomiting. (Id. at 29.) Also, de-
pending on what kind of toxic stimulus is introduced,
there may be different amounts and types of neurotrans-
mitters activated, and different locations within the body
where the corresponding receptors are concentrated. (Id.
at 28-29.) All of this is part of that elaborate defense sys-
tem against various toxic substances that is inherent in
the body. (1d. at 26, 29.)

witnesses and some of the prior art would use the term “emesis” more
broadly to refer to nausea and vomiting. (See, e.g., dkt. 331 at 20.) We
use the term in that broader sense, except when referring to testing
results that pinpoint those aspects separately.
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One of the neurotransmitters known to play a role in
causing emesis is serotonin (5-hydroxytryptamine). (Id. at
28.) It can bind to many different types of receptors, but
the one that it binds to that is most responsible for nausea
and vomiting is a specific “hydroxytryptophan” receptor,
called the 5-HT3 receptor. (Id. at 29.) Indeed, there are
different types of hydroxytryptophan receptors, and the
number 3 type (the “5-HT3 receptor”) is known to be spe-
cific in binding with serotonin to release those nausea and
vomiting signals. (Id.)

Some of the other types of neurotransmitters known
to participate in prompting emesis (with corresponding
varieties of receptors) are dopamine and something called
Substance P that binds to neurokinin receptors. (Id. at 29,
33.) For this reason, among others, clinicians trying to
prevent or treat emesis will often use a multifaceted ap-
proach. (Id. at 29.) Instead of relying on just one type of
drug product, they will use a combination of therapies.
(Id.) The pharmaceutical products used in this effort, that
target various receptors and their corresponding neuro-
transmitters, are referred to as “antagonists.” (Id. at 30.)
Thus, compounds directed to serotonin and the 5-HT3 re-
ceptor are called “serotonin receptor antagonists” or “5-
HT3 receptor antagonists.” (Id.)

There are also timing and toxin factors in selecting
“antiemetic” therapies. For example, some toxins used in
medical treatment, or dosage levels of those toxins, are
considered “highly emetogenic,” whereas others may be
considered “moderately emetogenic.” (Id. at 148; dkt. 324
at 52.)

It is recognized that the onset and duration of emesis
may vary, depending on the situation. (Dkt. 328 at 38.) So
antiemetic therapy will look at effects in the immediate
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time period after introduction of a toxin, as well as in the
succeeding hours and days. (Id.) Those time periods are
referred to as the “acute emesis” period for the first 24
hours, and “delayed emesis” thereafter. (Id. at 38-39.)
These time periods are a recognized feature of designing
and studying antiemetic care.

Another defining concept in the antiemetic field is the
distinction between so-called “post-operative nausea and
vomiting,” or PONV, and “cancer chemotherapy-induced
nausea and vomiting,” or CINV. (Id.) Both sorts of reac-
tions are encompassed within the general term “emesis,”
but clinicians typically will select antiemetic therapies
with that distinetion in mind. (Id.) For example, the claims
of the 219 patent-in-suit are directed to “cancer chemo-
therapy-induced nausea and vomiting.” See Section I.B.
The claims of the other three patents-in-suit are directed
more broadly to “emesis.” (Id.

Aloxi® is the brand name of plaintiffs’ antiemetic
product, listed in the FDA Orange Book as covered by the
four patents-in-suit. The active ingredient in Aloxi® is

1 + hvdvranhlnmiAd hinrh 1 1
Padnosetron nyaroCulriae, waiéinn is a serctonin antag0=

nist or so-called 5-HT3 antagonist. It is currently mar-
keted in the United States in the form of an intravenous
0.25 mg dose in 5 ml solution (resulting in palonosetron
concentration of 0.05 mg/ml). At that dosage, it has FDA-
approved indications for preventing CINV in both moder-
ately and highly emetogenic cancer chemotherapy, in-
cluding delayed CINV with respect to the moderately
emetogenic chemotherapy. (DTX-1244-0002.) A later-ap-
proved additional indication is at a one-third lower dosage
of 0.075 mg for prevention of PONV, but it is not currently
marketed in that form. (Id.; dkt 331 at 85.)
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The compound Aloxi®, with its label information, re-
ceived FDA approval on July 25, 2003, after a lengthy new
drug application process. See n. 39 infra. The provisional
patent application to which the four patents-in-suit claim
priority was filed on January 30, 2003. The parties agree
that the relevant date for analyzing prior art (as well as
for the on-sale bar factual issues) is January 30, 2002. See
n. 61 infra. As the discussion in this opinion will demon-
strate, the patent validity issues in this case focus heavily
upon the history of the Aloxi® drug development process
in that time frame.

B. The patents-in-suit

The four patents-in-suit are each named “Liquid Phar-
maceutical Formulations of Palonosetron.” They are all
composition patents. (Dkt. 290 at 2.) There are other pa-
tents and patent applications in the same patent family
history. (I1d.; dkt. 289.)

Each of the patents-in-suit claims priority to the orig-
inal provisional application date, January 30, 2003, alt-
hough they have different effective filing dates. (Dkt. 289.)
In chronological order of issuance, they are the 724 and
725 patents, issued on May 24, 2011; the ’424 patent, is-
sued on June 14, 2011; and the *219 patent, issued on De-
cember 3, 2013. (Id.)

All four patents are subject to terminal disclaimer, and
will expire no earlier than July 30, 2024. (Dkt. 361 at 3.)
The parties agree that the first three patents are subject
to the patent provisions in effect prior to enactment of the
ATA, and the 219 patent is subject to the AIA for pur-
poses of this case. In fact, the ’219 patent was applied for
and granted during the pendency of this litigation. (Dkt.
289.) This case was filed on July 8, 2011. (Dkt. 1.) The
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effective application date of the 219 patent was May 23,
2013, after the pertinent effective date of the AIA. (Dkt.
289.)

The asserted claims are the "724 patent, claims 2 and
9; the 725 patent, claim 2; the ’424 patent, claim 6; and the
’219 patent, claims 1, 2, 6, and 7. (Dkt. 174 at 2.) This Court
has issued a claim construction opinion that construed the
preamble language of the asserted claims to be claim Iim-
itations. (Dkt. 290.)

Claim 2 of the 724 patent is representative of the as-
serted claims of the '724, 725, and 424 patents. Rewritten
to incorporate claim 1 of the '724 patent on which it de-
pends, claim 2 states:

A pharmaceutically stable intravenous solution for re-
ducing emesis or reducing the likelihood of emesis
comprising:

a) about 0.05 mg/ml palonosetron or a pharmaceuti-
cally acceptable salt thereof, buffered at a pH of from
4.0 to 6.0; and

b) a pharmaceutically acceptable sterile aqueous car-
rier including a tonicifying effective amount of manni-
tol and from 0.005 mg/ml to 1.0 mg/ml EDTA.

(724 patent, col. 9, line 27, to col. 10, line 3.)

Asserted claim 1 of the 219 patent, on which asserted
claims 2, 6, and 7 of that patent depend, states:

A pharmaceutical single-use, unit-dose formulation for
intravenous administration to a human to reduce the
likelihood of cancer chemotherapy-induced nausea
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and vomiting, comprising a 5 mL sterile aqueous iso-
tonic solution, said solution comprising:

palonosetron hydrochloride in an amount of 0.25 mg
based on the weight of its free base;

from 0.005 mg/mL to 1.0 mg/mL. EDTA; and
from 10 mg/mL to 80 mg/mL mannitol,

wherein said formulation is stable at 24 months when
stored at room temperature.

(°219 patent, col. 10, lines 1-12.)

The written descriptions of the four patents are gen-
erally similar. For example, the specification of each pa-
tent contains the following sentence, giving the exact dos-
age and/or concentration appearing in the asserted
claims:

In one particular embodiment the palonosetron is sup-
plied in vials that comprise 5 ml. of solution, which
equates to about 0.25 mg of palonosetron at a concen-
tration of about 0.05 mg/ml.

(See ’724 patent, col. 4, line 66, to col. 5, line 2; 725 patent
(same); "219 patent (same); '424 patent, col. 5, lines 14-17.)

C. Factual chronology

It is necessary to set forth in detail the factual history
of the pharmaceutical development process that led to the
patents-in-suit, and to the marketing of Aloxi® as their
commercial embodiment. That factual history is undis-
puted, but the parties differ sharply as to the legal conse-
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quences of the facts, particularly in analyzing Teva’s va-
lidity challenges based on both obviousness and the on-
sale bar.

An important distinction must be borne in mind when
reviewing this factual history. For purposes of the obvi-
ousness analysis, the focus must be on the state of the art
as publicly known; that is, the published prior art and
what a skilled artisan would have known. In fact, the ac-
tual process of invention that led to the claimed invention
is considered irrelevant under obviousness analysis. See
Ortho-McNeil Pharm., Inc. v. Mylan Labs., Inc., 520 F.3d
1358, 1364 (Fed. Cir. 2008). In sharp contrast, the legal
tests for the on-sale bar require a court to look also at
facts that were not public; for example, to determine
whether the invention was “ready for patenting” more
than one year before the patent application date. See Sec-
tion I1.A.4.

One fact that is pivotal to both the obviousness and the

on-sale bar issues is that the provisional application date
for all four natents-in-suit was Januarvy 20, 2003. (See dkt.

n
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289.) Therefore, the date of January 30, 2002, is the criti-
cal date for purposes of the on-sale bar. See 35 U.S.C.
§ 102, amended by Leahy-Smith America Invents Act,
Pub.L. No. 112-29, 125 Stat. 254 (2011). That same date of
January 30, 2002, is also the date for obviousness analysis
of the published prior art references, as stipulated by the
parties. (Dkt. 328 at 240-41.)

Here we set forth both the publicly known and the be-
hind-the-scene facts in recounting this history. In Section
I1 the parties’ arguments on their many legal issues are
addressed by reference to these facts.
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1. Syntex and the genus ‘333 patent

There was a group of scientists in Palo Alto, Califor-
nia, doing research in a company named Syntex (U.S.A.),
Inc. (“Syntex”), beginning in the late 1980’s. In May 1991,
Syntex filed a patent application that resulted in issuance
of U.S. Patent No. 5,202,333 (“the ‘333 patent”) on April
13, 1993. (DTX-0343.)

The ‘333 patent disclosed “novel compounds which are
5-HT3 receptor antagonists,” in particular, “tricyclic
5HTS3 receptor antagonists containing a bridged bicyclic
amine substituent.” (Id., col. 1, lines 9-14.) There were
three independent claims and many dependent claims.
Claim 1 was to “a compound of Formula I,” which was an
extremely broad genus-type formula. (I1d., col. 34, line 15,
to col. 35, line 14.) Independent claim 40 made the follow-
ing pharmaceutical composition claim:

A pharmaceutical composition for treating a condition
chosen from emesis, a gastrointestinal disorder treat-
able with prokinetic agents, anxiety/depressive state,
and pain, which composition comprises a therapeuti-
cally effective amount of a compound of claim 1 in com-
bination with a pharmaceutically acceptable carrier.

(Id., col. 37, lines 10-17.) Independent claim 41 claimed a
method for treating a condition chosen from those disor-

ders, “in an animal in need of such treatment.” (Id., col.
37, lines 18-24.)
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“Emesis” was a defined term in the ‘333 patent, quoted
here in the margin.” “Disease” was defined to include “the
emesis caused by therapy with agents having emetogenic
side effects, in particular by therapy for cancer, such as
chemotherapy with cytotoxic agents ....” (1d., col. 4, lines
33-41.) “Treating” was defined to include preventing, in-
hibiting, or relieving the “disease.” (Id., col. 5, lines 33—
40.)

The Background of the Invention section of the ‘333
specification explained serotonin and its receptors, in per-
tinent part as follows:

Serotonin, a neurotransmitter with mixed and com-
plex pharmacological characteristics, was first discov-
ered in 1948 and subsequently has been the subject of
substantial research. Serotonin, also referred to as.. ..
(5-HT), acts . ..on discrete 5-HT receptors . .. [which]
are presently delineated into three major subclassifi-
cations -- 5-HT1, 5-HT2 and 5-HT3 . . . . Receptors of
the 5-HT3 subclass . . . appear to regulate the release
of a variety of neurotransmitters in the gastrointesti-

nal ecardiovaseinlar and cantral nervous svsteams
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5-HT3 receptors are located in high densities on neu-
rons associated with the emetic reflex and drugs which
block the interactions of serotonin at the 5-H'T'3 recep-
tor level, i.e., 5-HT3 receptor antagonists, possess po-

5 The ’333 written deseription stated: ““Emesis’, for the purposes of
this application, will have a meaning that is broader than the normal,
dictionary definition and includes not only vomiting, but also nausea
and retching.” (DTX-0343, col. 4, lines 42-45.)
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tent antiemetic properties. Such antagonists demon-
strate utility for counteracting the emetic effects of
cancer chemotherapy and radiotherapy.

(Id., col. 1, lines 19-41.)

The parties agree that palonosetron is one of the myr-
iad compounds claimed within Formula I of the ‘333 pa-
tent, although the exact chemical name and structure of
palonosetron is not specified.® The number of compounds
claimed in the ‘333 patent is not quantified in the patent
itself or in any of the trial evidence, but expert testimony
at trial indicated that the amount of possible combinations
that could be claimed within the patent formula was
“huge.” (Dkt. 328 at 172.)

The ‘333 specification reported that the inventors had
employed accepted testing methods to determine activity
of “the compounds of Formula I” in animals. (DTX-0343,
col. 11.) That testing included in vitro assay of rat brain
tissue, as well as in vivo testing of anesthetized rats, to
measure 5-HT3 “receptor binding affinity” of the com-
pounds. (Id., col. 11, lines 5-11.) It also included in vivo
measurement of “anti-emetic activity” of the compounds
in reducing emesis induced by a chemotherapy agent
(specifically, cisplatin) in ferrets and in dogs. (Id., col. 11,
lines 11-35.)

¢ Teva’s formulator expert, Dr. Kirsch, identified this language in
the ’333 specification as including palonosetron: “Of most interest are
the compounds of Formula I in which each p, q and u are O, and R3 is
1-azabicyelo[2.2.-2]oct-3-yl, in particular wherein one or, when pre-
sent, both chiral centers possess S configurations.” (Dkt. 326 at 189
(quoting DTX-0343, col. 9, lines 23-26).)
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As seen in the claim language of the ‘333 patent, the
planned uses of its compounds were not confined to antie-
metic treatment. (Id., col. 37, lines 10-26; col. 38, lines i-
7.) Other “dise