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The New York Advantage: 
Preparing Lawyers for a 
Rapidly Changing Profession 
Through NYSBA’s Tech Summit

T A A  R .  G R AY SPRESIDENT’S MESSAGE

Digital evidence – from smartphone data to surveillance 
footage to metadata – is central to both civil and criminal 
matters.
Cybersecurity obligations have become core compo-
nents of ethical competence, especially in New York’s 
highly regulated environment.

Technology has always influenced the practice of law,
but never at the velocity, scale or consequence we 

are experiencing today. Artificial intelligence is reshap-
ing research and drafting. Automation is transform-
ing workflows. Cybersecurity threats are escalating in 
sophistication. Courts are digitizing at an unprecedented 
speed. Clients expect seamless digital communication, 
data-driven insights and faster turnaround times. And 
regulators – especially in New York – are racing to keep 
pace with the ethical, privacy and professional responsi-
bility implications of these shifts.

In this moment of profound change, the New York State 
Bar Association is stepping forward with a bold, future- 
focused program: NYSBA Tech Summit, a comprehen-
sive program of CLEs, demonstrations and hands-on 
learning designed to equip New York licensed lawyers 
with the knowledge, tools and confidence to thrive in a 
technology-driven legal landscape.

Tech Summit is not simply CLE programming. It is a 
strategic investment in the future of the profession – and 
a reflection of NYSBA’s commitment to ensuring that 
New York-licensed lawyers remain national leaders in 
legal innovation, ethical practice and client service.

Why Technology Is Now the 
Backbone of Legal Practice
For decades, technology was treated as an accessory to 
legal work – helpful, but not essential. That era is over. 
Today, technology is the infrastructure on which modern 
practice is built.

Consider just a few examples:

Generative AI is now capable of drafting documents, 
summarizing depositions, analyzing contracts and iden-
tifying patterns in large datasets.

Predictive analytics are informing litigation strategies 
and risk assessment.
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T A A  R .  G R AY SPRESIDENT’S MESSAGE

Remote and hybrid practice models require new 
approaches to confidentiality, communication and client 
engagement.
These tools are no longer optional. They are embed-
ded in client expectations, judicial processes and the 
competitive realities of the marketplace. Lawyers who 
do not understand them risk falling behind – not only 
in efficiency, but in ethics, competence and professional 
responsibility.
Tech Summit is designed to meet this moment head-on.

Tech Summit: A Program Built for the 
Modern New York Lawyer
Tech Summit’s CLEs and workshops are curated spe-
cifically for New York practitioners – a distinction that 
matters. New York’s legal ecosystem is uniquely complex, 
fast-moving and influential. Our courts are early adopt-
ers of digital systems. Our clients operate in industries 
where technology and regulation collide daily. And our 
bar has long been a national leader in shaping ethical and 
professional standards.
Tech Summit reflects that reality by offering program-
ming that is both forward looking and practically 
grounded, including:

1. CLEs on the Law of Emerging Technology

These sessions explore the legal frameworks governing 
AI, data privacy, cybersecurity, digital evidence and tech-
nology-driven client services. They provide authoritative 
guidance on how New York law is evolving – and how 
attorneys can stay ahead of regulatory change.

2. Practical Instruction on Integrating Technology
Into Daily Practice

Members will learn how to use new tools to streamline 
workflows, improve accuracy, enhance client communi-
cation and strengthen case strategy. These sessions trans-
late abstract concepts into real world skills.

3. Ethics-Focused Programming

Tech Summit places ethics at the center of its curriculum. 
Sessions will address confidentiality, competence, bias, 
transparency and the responsible use of AI – all through 
the lens of New York’s professional standards.

4. Hands-on Demonstrations and Workshops

The expo component of Tech Summit allows members 
to interact directly with technology vendors, test new 
tools and see demonstrations of platforms that can 
transform their practice. This is experiential learning at 
its best.

5. New York-Specific Insights

Because NYSBA is uniquely positioned to understand 
the realities of practicing in this state, Tech Summit 
offers guidance tailored to New York’s courts, clients 
and regulatory environment. This is not generic national 
programming – it is built for the lawyers who practice in 
the nation’s most dynamic legal market.

Why NYSBA Is the Right 
Organization To Lead This Work
Many organizations offer technology programming, but 
none bring the combination of New York’s legal com-
plexity, national influence and professional diversity 
that NYSBA does.
NYSBA’s leadership in this space is rooted in a deep, 
statewide understanding of New York’s legal landscape – 
one that spans solo practitioners, small and large firms, 
government attorneys and in-house counsel. Because 
the association maintains strong, longstanding relation-
ships with courts, regulators and legal institutions, it can 
anticipate shifts in the profession before they reach most 
practitioners. That insight is paired with a firm com-
mitment to ethical leadership, ensuring that emerging 
technologies are integrated responsibly and in alignment 
with professional standards. And with a membership 
that reflects the full spectrum of legal practice across the 
state, NYSBA is uniquely positioned to deliver program-
ming that resonates with every corner of the profession. 
Tech Summit is a natural extension of that mission: to 
support New York lawyers, strengthen the profession and 
uphold the rule of law.

The Stakes for New York Lawyers
The consequences of technological change are not theo-
retical – they are already reshaping the profession.

Competitiveness

Clients increasingly expect their attorneys to use tech-
nology to deliver faster, more accurate and more cost-
effective services. Firms that embrace technology gain a 
competitive edge; those that do not risk losing business.

Ethical Competence

The duty of competence now includes understanding the 
benefits and risks of relevant technology. Tech Summit 
helps attorneys meet that obligation.

Cybersecurity

New York lawyers handle sensitive information daily. 
Cybersecurity breaches can have devastating conse-
quences for clients and firms alike. Tech Summit pro-
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vides essential guidance on protecting data and meeting 
regulatory requirements.

Access to Justice

Technology can expand access to legal services, stream-
line court processes and reduce barriers for clients. New 
York lawyers have a responsibility to understand how 
these tools can support justice.

Professional Identity

As technology reshapes the profession, lawyers must 
adapt – not by abandoning the core values of legal prac-
tice, but by integrating new tools in ways that strengthen 
those values.
Tech Summit is designed to help members navigate these 
challenges with confidence.

Beyond Technology: Strengthening 
the Whole Lawyer
While Tech Summit is the centerpiece of this issue, 
NYSBA recognizes that the future of the profession 
requires more than technological competence. It requires 
civic awareness, personal resilience and a commitment to 
the values that define our work.

To support that broader vision, NYSBA will also host:

A Civics Convocation

This gathering reinforces the role of lawyers as guardians 
of democratic institutions and the rule of law. In a time 
of polarization and misinformation, the legal profession’s 
commitment to civic education and constitutional prin-
ciples is more important than ever.

A Wellness and Self-Care Expo

The demands of legal practice are intense, and technol-
ogy – while helpful – can also contribute to burnout and 
information overload. The Wellness and Self-Care Expo 
offers resources to support mental health, resilience and 
sustainable practice. It recognizes that the future of the 
profession depends not only on technological skill, but 
on the well-being of the people who serve it.
These programs complement Tech Summit by strength-
ening the whole lawyer professionally, civically and 
personally.

A Call to Action: The Future Is Here
Tech Summit is more than an event. It is a turning point 
for the profession.
By attending, NYSBA members will gain essential 
knowledge about the technologies reshaping legal prac-
tice, learn practical skills they can apply immediately, 
and strengthen their ethical competence in an evolving 
professional landscape. They’ll also connect with peers, 
innovators and leaders across the state, positioning them-
selves – and their clients – for success in a rapidly chang-
ing world. New York lawyers have always been at the 
forefront of legal innovation, and Tech Summit ensures 
we remain there. For more details, please see related story 
on page 61.
This is the moment to invest in your future. This is the 
moment to lead. NYSBA is ready to guide you – with the 
expertise, perspective and commitment that only New 
York can provide.

TAA GRAYS can be reached at tgrays@nysba.org.

PRESIDENT’S MESSAGE



Journal | Fall 2026New York State Bar Association 7

A Higher Standard 
of Resolution In 
New York City

Tyler Meade Tom Wiegand

Signature Resolution is expanding to New York, extending a client experience built around the 
needs of attorneys and the complexities of their most consequential matters.

Our New York presence brings together an accomplished panel of neutrals with responsive 
case management and personalized support at every stage of the process. Signature Resolution 
is committed to delivering exceptional service and a thoughtful, focused approach to resolution 
for New York’s legal community.
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Who Is Minding 
the Bot? Human 
Oversight and AI
By Matthew Lowe
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Since the launch of ChatGPT in 2023, the use of
artificial intelligence to do research, take over cus-

tomer service functions and streamline tasks promises to 
radically change how people interact with the world. At 
the same time, we’ve also seen some of the perils of using 
AI uncritically: hallucinations in legal briefs, uninformed 
chatbots that help prepare a case pro se, students using AI 
to draft essays or in even more life-threatening situations 
such as recent reports of people following directions from 
chatbots to do harm to themselves and self-driving cars 
causing accidents.1

It’s become clear that AI is not yet at the point where it 
can be trusted to always do the right thing. Any person 
or company using AI needs to be aware of the risks. Even 
more important, there needs to be a reliable framework 
for its use that includes human oversight. New laws, 
regulations and organizational policies are increasingly 
requiring that actual human beings oversee the AI pro-
grams they put into place. The EU AI Act, for example, 
employs human oversight as a necessary component 
of responsible AI governance. A term that has become 
popular in referring to the use of human oversight in AI 
systems is human-in-the-loop, suggesting that people are 
integral to any system using AI.
Yet organizations often struggle to put effective human 
oversight into practice. Simply placing a human some-
where in a workflow does not necessarily reduce risk or 
satisfy the underlying purpose of preventing bad out-
comes or harm. Meaningful human oversight requires a 
person who can identify problems, exercise independent 
judgment and intervene before harm or injury occurs.

AI Incidents on the Rise
According to the AI Incident Database, which collects 
and indexes various types of incidents that cause harm 
due to AI, the number of such reports have doubled 
each year between 2022 and 2025. By October 2025, the 
number had already increased beyond the previous year.2

Nor have regulations kept pace with AI use. This is for 
three main reasons. First is the speed at which AI has 
been adopted. According to Tom Wheeler, a visiting 
fellow at the Brookings Institute’s Center for Technol-
ogy Innovation, “existing rules are insufficiently agile 
to deal with the velocity of AI development.”3 Second 
is the technology’s multifaceted nature. Varying types, 
responses to prompts and unexpected applications make 
AI technology difficult to categorize neatly. Guidelines 
for attorneys using AI for research are going to be differ-
ent from laws to prevent children from using bots to plan 
self-harm. Finally, the regulatory landscape is complex 
and fragmented. This is evident in the U.S.’s state-by- 
state approach and more so on a global level with major 
jurisdictions like the U.S. and EU employing different 
regulatory strategies.4 

Still, regardless of the industry, regulation or framework, 
one piece of guidance is relatively common, and that 
is human oversight. The goal is straightforward: To 
ensure that an AI solution, an application that uses AI 
to address specific problems, such as a retail company 
deploying an AI-recommendation tool that analyzes 
customer purchase history to suggest products, operates 
safely and as expected, a human should be part of the 
decision-making process at critical points to monitor 
outputs. Human feedback and/or intervention is vital. 
However, questions tend to arise around when and how 
exactly human oversight ought to be implemented as a 
governance mechanism.
We must therefore explore how to meaningfully 
implement human oversight rather than superficially 
document instances of what is merely acceptable from 
a compliance standpoint in order to mitigate harm 
and liability.

Defining Human-in-the-Loop
While some prefer terms like human-in-the-loop, 
human-over-the-loop, human-out-of-the-loop, etc., such 
terms can sometimes be used inaccurately and/or inter-
changeably. They all refer to:

AI systems that include human feedback or inter-
vention as part of their operation. In these systems, 
humans may provide guidance, correct errors, or 
make final decisions to improve the accuracy and reli-
ability of AI. This approach combines the strengths of 
both humans and machines, ensuring that complex 
or high-stakes tasks benefit from human judgment 
and oversight.5

Human-in-the-loop is mentioned by name or alluded to 
in almost every playbook providing guidance to groups 
using AI, especially in the context of systems that have 
the potential to cause material harm. To summarize a few 
areas where we see this concept:

• New York City’s Local 144 prohibits employers or
employment agencies from using an automated
employment decision tool to make an employment
decision unless the tool is audited for bias annually.
The employer publishes a public summary of the
audit and provides certain notices to applicants
and employees who are subject to screening by the
tool. According to labor and employment attorneys
at Littler, the “threshold question is whether an
employer is using an automated employment
decision tool to make a covered employment
decision and thus subject to the audit and notice
requirements of the law,” where a “covered
employment decision” is one that involves hiring
or promotion.6 Here, while human-in the loop is
not explicitly prescribed, it does serve as a tool to
counteract bias.
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• The EU AI Act, Art. XIV (“Human Oversight”)
requires that high-risk AI systems be designed so
humans can effectively monitor, understand and
override them. Its goal is to prevent harm to health,
safety and fundamental rights by keeping algo-
rithms under meaningful control. The AI system
must also enable overseers to understand AI’s limits,
recognize bad outputs and safely intervene or stop
the system before harm occurs.

• The National Institute of Standards and Technology
AI Risk Management Framework recognizes that
humans need to be more involved in some deci-
sions made by AI than others:

Human-AI configurations can span from fully 
autonomous to fully manual. AI systems can 
autonomously make decisions, defer decision-
making to a human expert or be used by a 
human decision maker as an additional opin-
ion. Some AI systems may not require human 
oversight, such as models used to improve video 
compression. Other systems may specifically 
require human oversight.7

This, of course, is a non-exhaustive list. Organizations 
like the International Organization for Standardization 
and the International Electrotechnical Commission’s 
international standard for creating an AI management 
system, the Organization for Economic Cooperation and 
Development’s AI Principles and states like Colorado 
also make recommendations for some aspects of human 
involvement. However, it does effectively demonstrate 
the range of ways in which human-in-the-loop is a vital 
part of AI oversight 
Ultimately, a simple litmus test should leverage an ethi-
cal, commonsense approach to compliance: If a system 
is reasonably deemed capable of materially harming an 
individual, a higher level of human involvement should be 
required in an organization’s governance process. The next 
question then is what is meant by “material harm”? And 
then, what is meant by “proportional human involvement”?

Less Than Effective Examples of 
Human Oversight
Across industries and different types of systems, a num-
ber of people and organizations are not quite getting 
compliance right when it comes to human oversight, 
as shown by examples mentioned above and below. It 
could be that those in charge may not be doing enough 
to anticipate and prevent harm. This is not to suggest 
that these entities are unethical, only that when laws and 
regulations are overly burdensome or poorly tailored. 
the process can turn into a bureaucratic checklist rather 
than meaningful reforms. This approach can lead to a 
hyperfocus on parts of the process and miss the bigger 
picture or lose sight of the AI tool’s broader purpose. The 

hallucination of legal citations illustrates this problem: 
A user may focus narrowly on whether AI has produced 
citations that appear responsive to a research request, 
rather than whether those authorities actually exist and 
support the proposition for which they are being cited. 
In doing so, the user loses sight of the broader purpose of 
the tool, which should be to assist – rather than replace 
– the attorney’s independent research, judgment and
responsibility for the final work product.
Meaningful human oversight can be especially difficult 
to design, as it – as a control – is susceptible to a range 
of well-documented cognitive biases. For example, a 
reviewer looking at a 50-page AI-generated report of a 
generated model might assume that the report’s conclu-
sions are likely accurate because the report was produced 
by a sophisticated system. Similarly, when multiple 
reviewers are involved and there is no clarity about who 
should be checking what, each may assume someone 
else has already performed a detailed review. In both 
cases, oversight exists on paper but may be ineffective 
in practice because of user bias or assumptions. Collec-
tively, blind spots like these can reduce reviewers from 
active decision-makers to passive monitors, undermining 
the very safeguards that human oversight is intended to 
provide. Essentially, the diligence an individual applies 
may diminish when that person believes someone or 
something else is also responsible for the output, espe-
cially when it’s done by a nonhuman tool seen as infal-
lible. This varies depending on the extent to which one 
perceives authority or expertise. In other words, whether 
it is a group project or an AI output, the need one feels 
to contribute diminishes since some individuals might 
consciously or unconsciously believe that “the rest of the 
group won’t allow us to fail, so I can do a little less” or 
“the likelihood of the AI getting it wrong is probably low, 
so I don’t need to review too closely.”

Weaknesses in the System:  
The Example of Michael Cohen
Shortly after the first mainstream generative AI mod-
els became prevalent, instances of misuse by attorneys 
began to appear. Arguably the most famous of these 
cases involves Michael Cohen, President Trump’s former 
lawyer, and Cohen’s counsel. In 2023, Cohen was in the 
process of securing an early end to a 2018 court-ordered 
supervised release after serving for charges ranging from 
campaign finance fraud to tax evasion. Cohen passed 
along AI-generated, hallucinated case citations to David 
Schwartz, his attorney at the time, who then submitted 
them to the judge as part of their filings, who subse-
quently discovered the hallucinations.
There are a few notable takeaways from this incident. 
One comes from Cohen blaming Schwartz for failing to 
check the validity of his citations before submitting them 
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to the judge after stating that as a non-lawyer (he was 
disbarred) he has “not kept up with emerging trends (and 
related risks) in legal technology and did not realize that 
Google Bard was a generative text service that, like Chat-
GPT, could show citations and descriptions that looked 
real but actually were not.” He “understood it to be a 
super-charged search engine and had repeatedly used it in 
other contexts to successfully find accurate information 
online.”8 This is an effective articulation of automation 
bias, to which Cohen had succumbed. 
However, the failure was not just Cohen’s. Schwartz, as 
the attorney, had an ethical obligation as the responsible 
party for conducting an appropriate review of the infor-
mation Cohen gave him. He acknowledged that he had 
failed in his duty, stating, “I am fully aware that I bear the 
responsibility for any submission on my letterhead and 
the inaccuracies contained in this filing are completely 
unacceptable … I sincerely apologize to the court for 
not checking these cases personally before submitting 
them to the court.”9 Ultimately, U.S. District Judge Jesse 
M. Furman determined that the false citations were not
submitted in bad faith, so he did not impose sanctions.
He did, however, in a March 2024 ruling, refer to the
incident as “embarrassing.” Cohen’s other representative
in this matter, E. Danya Perry, stated that “even a quick
read” of the citations “should have raised an eyebrow.”10

Another key takeaway is that at this point, courts had 
already been seeing an increase in case filings riddled with 
AI hallucinations; this just happened to be particularly 
high-profile. And, while one might assume that media 
attention would lead to the elimination of such careless-
ness, since then, lawyers and law firms continue to make 
these kinds of mistakes despite the document-review 
resources at their disposal.11 

Failures of human oversight can be observed across a 
variety of areas besides the practice of law. The hallu-
cination problem, for example, can be seen in multiple 
professional consulting instances. In 2025, Deloitte 
offered the Australian government a partial refund “for 
a report that was littered with AI-hallucinated quotes 
and references to nonexistent research.”12 This year, the 
consulting firm EY had to withdraw a study it produced, 
“which was used by EY consultants in Canada to market 
their cybersecurity business, used made-up data, misat-
tributed citations and referenced a McKinsey report that 
does not exist, online researchers discovered.”13 KPMG, 
one of the largest consulting firms in the world, was also 
recently accused of “publishing a report on the future of 
AI with 40 of 45 citations that appeared to be at least 
partially AI hallucinations,” resulting in KPMG having 
to take it down.14
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When AI Goes Really Wrong:  
Self-Driving Cars and Failures 
of Human-in-the-Loop
Among the most serious examples of ineffective human 
oversight is the death of Elaine Herzberg in 2018 by a 
self-driving car. In that case, while Uber was test-driving 
autonomous vehicles in Arizona, a backup driver who 
was seated in the driver’s seat expressly to take action in 
case of AI failure was allegedly streaming an episode of 
“The Voice” when the vehicle struck and killed Herzberg, 
a pedestrian. Publicly reported evidence included dash-
cam footage showing the driver “looking down, away 
from the road, for several seconds immediately before the 
crash, while the car was traveling at 39 mph,” and records 
from the streaming service Hulu. One report showed 
that from the start of the trip up until the accident, the 
backup driver was on her phone 34% of the time.15 The 
driver, originally charged with homicide, pled guilty to a 
charge of endangerment in July 2023. 
The investigation also found that Uber’s system failed to 
include the potential of a pedestrian crossing outside of a 
crosswalk and that the company had removed a require-
ment for there to be two backup drivers in each car in 
the months leading to the accident. Drivers were also 
assigned the same monotonous route throughout their 
usual eight-hour shifts, making them more likely to seek 
distraction. Uber was not charged but pledged to make 
changes to address these issues.16 

Meaningful and Ethical 
Design Choices
It is unlikely that those individuals and organizations held 
accountable for these human oversight failures intended 
to deceive or cause harm. Instead, the reality is that AI 
and its potential to do harm are still being understood. 
Any regulations that are imposed, whether by governing 
bodies or within companies themselves, need to include 
an appropriate level of human oversight. While the use 
of AI at this scale is evolving, there are steps that can be 
taken to reduce the potential for harm. 
When assessing whether an AI system has sufficient poten-
tial for harm, regulations like the EU AI Act can get 
quite prescriptive. For instance, the act’s Annex III lists 
high-risk use cases including biometrics, critical infrastruc-
ture, employment, law enforcement, immigration and the 
administration of democratic processes. Borrowing from the 
EU AI Act and other relevant frameworks and regulations 
can help formulate a practical test on whether meaningful 
oversight should be implemented when a given AI system 
(1) has the potential to produce an inaccurate result or unin-
tended consequence, recommendation or decision that (2)
could reasonably result in significant harm to an individual,
an organization, or the public, where “harm” includes:

• Physical injury
• Financial loss
• Denial of employment or educational opportunities
• Adverse legal consequences
• Discrimination
• Privacy or cybersecurity harms
• Reputational damage, or
• Other decisions that materially affect a person’s

rights, safety or well-being.
Even simpler is to ask: What is the worst that could hap-
pen if a given AI system fails? And if the answer is that 
someone could suffer material harm, meaningful human 
oversight should be embedded into the system’s lifecycle 
at the point where it would have optimal impact. But 
what is meant by meaningful human oversight?
In order to have meaningful human oversight with the 
right level of proportional human involvement, the per-
son has the information, authority, ability and opportu-
nity to independently evaluate an AI system’s output and 
intervene before material harm occurs. Put simply, mean-
ingful human oversight requires more than a human in 
the process – it requires a human who can meaningfully 
influence the outcome and who is properly empowered 
to do so. In order to enable such human oversight, we 
must also consider social and cultural concepts that can 
influence whether intervention will be effective, as we’ve 
seen with the Michael Cohen case.
Going back to the case of Uber’s self-driving car hit-
ting a pedestrian, the role of cellphones is one area that 
needs to be addressed. In a scenario where a person 
is tasked with serving as a backup driver for a self-
driving vehicle that can potentially cause physical harm 
to other drivers or pedestrians, a responsible use of 
human-in-the-loop would require that phones not be 
used during test sessions or at least restricting access to 
certain apps so that emergency calls can still be made. 
Apps that may lead an individual to engage actively 
and for extended periods of time should be blocked 
from access, such as streaming apps and mobile games. 
Backup drivers for self-driving cars should be expected 
to assume as much responsibility as if they were driving 
the cars themselves. 
In the case of legal case hallucinations, someone seeking 
representation who trusts legal counsel to practice com-
petently (an expectation that is also codified and required 
under the ABA Model Rules of Professional Conduct), 
which includes reviewing AI decisions and actions, can 
end up losing a case, resulting in significant damages 
or incarceration. This is a material harm and therefore 
requires that there be formalized processes to ensure that 
filings have been properly reviewed.
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In the case of United States v. Cohen, Schwartz said he 
thought drafts of the papers to be submitted to the court 
were reviewed by Cohen’s other counsel in the matter. If 
faced with a similar scenario, attorneys should know to 
verify such an assumption, rather than diffusing respon-
sibility and carelessly filing case citations that are handed 
to them. In the consulting industry, clients similarly 
trust reputable firms to produce reliable information 
when making critical decisions that have impacts on 
their business reputation and financial condition, and 
therefore facts and footnotes should be properly vetted 
before publication.

Conclusion: Questions To Consider 
for AI Governance
It is easy to compile a list of mistakes and criticize those 
who committed them. However, as attorneys, we have 
a responsibility to learn the right lessons when things 
do go wrong and use them to enhance our processes to 
meaningfully address governance controls like human-
in-the-loop. Effective governance of AI systems and 
risk management relies on the understanding that the 
processes that support them are iterative and constantly 
improving based on what we learn in taking actions, 
and what we reasonably can anticipate before taking 
those actions. That is why ethical reasoning is critical to 
deploying effective and sustainable governance processes. 
Before deploying or approving the use of an AI system, 
legal and compliance teams should consider:

• What is the reasonably foreseeable harm if the
system makes a mistake?

• Who is accountable for reviewing high-risk decisions?
• Does the reviewer have sufficient expertise to

identify errors or inappropriate recommendations?
• Does the reviewer have authority to override,

modify or reject the AI-generated output before
harm can be done?

• Are responsibilities clearly assigned, or is there a
risk that multiple reviewers assume someone else
performed the review?

• Are reviewers subject to distractions, incentives, or
workflow pressures that could undermine effective
oversight?

• Can the organization demonstrate that meaningful
review occurred if challenged by a regulator,
customer, court or auditor?

• Is the oversight process calibrated to the severity of
the potential harm?

• Does the reviewer have sufficient information and
context to identify and correct potentially biased
or discriminatory outputs, rather than simply
reinforcing them through human approval?
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As AI continues to evolve and becomes more integrated 
into our work and our lives, human oversight is critical. 
Ultimately, effective compliance is not simply about 
whether humans appear somewhere in the workflow; 
it is about whether those people have the information, 
authority, ability and opportunity to prevent harm before 
it occurs. It’s about checking biases and assumptions, 
critically reviewing what AI is telling us, and implement-
ing safeguards to prevent real harm. If we truly want to 
fully harness all that AI has to offer, it’s going to mean 
doing the opposite of letting AI do all the work. It will 
mean instituting human-led policies and practices, ones 
that rest on those qualities that make us human: empa-
thy, ethics, and ingenuity.
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Every lawyer I know has developed the same nervous
habit. We type a question into an AI chatbot, pause 

with the cursor hovering over the enter key, and ask 
ourselves questions the terms of service do not always 
answer clearly: Where does this go? Who keeps it?  For 
how long?
For a while, that anxiety was easy to dismiss as paranoia. 
Then, in the summer of 2025, OpenAI’s chief executive 
said the quiet part out loud during – of all things – a 
comedy podcast. Sam Altman observed that people tell 
ChatGPT the most personal things in their lives, young 
people in particular use it as a therapist and life coach; 
and unlike conversations with an actual therapist, doc-
tor or lawyer, those exchanges carry no legal privilege. 
If there is a lawsuit, he explained, OpenAI could be 
required to produce them, a state of affairs he described 
with admirable candor as “very screwed up.”1

Two months earlier, a federal magistrate judge in the 
Southern District of New York had directed OpenAI to 
preserve and segregate, going forward, output log data 
that otherwise would have been deleted, whether at a 
user’s request or under a privacy law, as part of discovery 
in The New York Times copyright litigation.2 The general 
prospective preservation duty ended as of Sept. 26, 2025, 
but portions of the data retained between April and Sep-
tember remained preserved, and narrower preservation 
continued for specified domains.3 OpenAI also stated 
that ChatGPT Enterprise was excluded after a court 
clarification and that Zero Data Retention API end-
points were not affected because prompts and responses 
were not retained in the first place.4

Those distinctions matter: Product architecture, retention 
settings and contract terms determine what exists to pre-
serve and produce, and tell lawyers which questions to ask.
Against this backdrop, a category of AI service has 
emerged promising something the mainstream products 
do not: anonymity. The most prominent example is 
Duck.ai, offered by DuckDuckGo, the search company 
whose brand is built on not tracking users. This article 
examines that service as a case study in the anonymous-
AI architecture, not as an endorsement of it, because the 
same engineering choices that make the design interest-
ing for consumers create a series of distinct problems for 
legal practice, several of which have nothing to do with 
confidentiality at all.

How the Architecture Works
Duck.ai is, at bottom, a privacy-preserving middleman. Its 
free version requires no account or login and provides access 
to third-party models from companies including OpenAI, 
Anthropic and Mistral, as well as open models. Paid sub-
scriptions add more advanced models. The exact lineup 
changes, so any description is necessarily time-stamped.5

When a user submits a prompt, DuckDuckGo removes 
metadata containing personal information, including 
the user’s IP address, before forwarding the request from 
its own servers. The model provider therefore sees a 
request from DuckDuckGo rather than a direct request 
from the individual user. By default, DuckDuckGo says 
it does not record or store chats, and neither Duck-
DuckGo nor the model providers use them for model 
training. Recent chat history is ordinarily stored locally 
on the user’s device. If the user enables Sync & Backup, 
the history is stored on DuckDuckGo’s servers in end-
to-end encrypted form that DuckDuckGo says it can-
not decrypt.6

The retention language requires care. The governing 
privacy policy says provider agreements require deletion 
once information is no longer needed to provide an 
output, with a ceiling of 30 days and limited safety and 
legal-compliance exceptions. Current help documenta-
tion goes further: Providers must delete prompts and 
responses immediately after each reply, an arrangement 
DuckDuckGo calls Zero Data Retention, subject to 
documented exceptions including screening of upload-
ed images and files for child sexual abuse material by a 
third-party moderation provider and, in some cases, the 
model provider.7

For the especially cautious, certain models run inside a 
trusted execution environment. DuckDuckGo says that 
this design prevents the hosting company from seeing, 
retaining, sharing or training on the prompts and respons-
es, and labels these “zero provider visibility” models.8

All these claims are DuckDuckGo’s own descriptions of 
its system, and every company’s description of itself is, in 
part, marketing. But the design choices are documented, 
and they frame the analysis that follows.

What Anonymity Addresses, and 
What It Does Not
Think of the architecture as mailing a letter without a 
return address through a forwarding service. The recipi-
ent still reads the letter and answers it but ordinarily 
cannot connect it to the sender’s address or account, 
and the forwarding service says it keeps no copy. For a 
consumer, that reduces identity-linked collection: less 
of a dossier to monetize, breach or subpoena. But the 
metaphor has limits even on its own terms. The letter 
itself may name the sender or another person, a local his-
tory may remain on the device, an encrypted copy may 
exist through the optional sync, subscription records may 
exist for a paid user and provider-side processing and the 
disclosed exceptions still occur. Reduced collection is not 
the disappearance of every record, and it does not prevent 
the contents of a prompt from identifying the people 
discussed in it.
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Anonymity Is Not Confidentiality
In light of this, should lawyers move their practices over 
to Duck.ai and and sleep soundly? No. The first and most 
fundamental problem is that this architecture anony-
mizes the envelope, not the letter.
Suppose I type the following into an anonymous chat-
bot: My client John Smith, the commercial tenant at 123 
Main Street, is being sued by his landlord, and here is his 
lease. DuckDuckGo may conceal the fact that Alexander 
Paykin submitted the prompt. It does nothing to remove 
John Smith’s name, address, legal problem or lease from 
the prompt itself. Those words must still be processed 
by a model, and the provider’s disclosed retention excep-
tions may still apply. Metadata scrubbing does not reach 
inside the sentences. Our professional obligations attach 
to the information itself, not merely to whether the dis-
closure can be traced back to the lawyer.

There is also a threshold contractual problem that 
the privacy pages do not answer in the lawyer’s favor.  
Duck.ai’s terms of service, updated June 16, prohibit use 
“[i]n a regulated area, including providing legal, finan-
cial, or medical advice or services.” The same terms warn 
that outputs may be unreliable and should be verified, 
especially when used for professional advice.9 Whatever 
line ethics rules might otherwise permit, these terms 
present a contractual obstacle to ordinary law practice 
use unless DuckDuckGo changes or authoritatively 
clarifies the restriction.
Rule 1.6(a) of the New York Rules of Professional 
Conduct prohibits a lawyer from knowingly revealing 

confidential information unless the client gives informed 
consent, the disclosure is impliedly authorized to advance 
the client’s interests and is reasonable or customary, 
or an enumerated exception applies. Rule 1.6(c) sepa-
rately requires reasonable efforts to prevent unauthor-
ized disclosure, use or access.10 Comment 8 to Rule 1.1, 
although guidance rather than a disciplinary rule itself, 
reminds lawyers to keep abreast of the benefits and risks 
associated with technology used to provide services or 
store or transmit confidential information.11

ABA Formal Opinion 512 applies a fact-specific inquiry. 
Before entering information relating to a representation, 
a lawyer should evaluate the sensitivity of the informa-
tion, the tool’s terms and privacy policies, the risk of 
disclosure and whether client consent is required. It 
does not impose a categorical rule that every use requires 
consent, and recognizes that idea generation without 
client information ordinarily does not.12 NYSBA’s 2024 
task force report likewise counsels caution, including 
obtaining assurances about protection and segregation of 
client information and monitoring changes in provider 
policies.13 None of this guidance contains an exception 
merely because the provider does not know which law-
yer submitted the information. A client secret disclosed 
anonymously is still a client secret disclosed.

Privilege: An Early Answer 
From the Courts
There is also the separate question of privilege. New 
York generally treats voluntary disclosure of a privileged 
communication to a third party as inconsistent with 
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confidentiality, subject to exceptions for agents or others 
whose participation is necessary to the attorney-client 
relationship.14 The analysis is already moving beyond 
the hypothetical. In United States v. Heppner, a South-
ern District of New York court held in February that a 
criminal defendant’s consumer Claude exchanges were 
not attorney-client privileged or protected work prod-
uct. The court further concluded that, to the extent the 
prompts incorporated privileged attorney communica-
tions, the defendant waived privilege by sharing them 
with Anthropic under the applicable consumer terms.15

Heppner does not decide every lawyer-operated system. 
The defendant independently used a consumer chatbot, 
counsel had not directed the use, and the governing 
terms permitted provider access and use. A court could 
analyze differently a tool acting as counsel’s confiden-
tial agent under appropriately restrictive technical and 
contractual safeguards. But anonymity alone did not 
preserve privilege in Heppner, and lawyers should not 
assume it will do so elsewhere.

The Recordkeeping Problem: 
Ephemerality Cuts Both Ways
Now consider a set of drawbacks that has nothing to do 
with disclosure and everything to do with the records a 
lawyer is required to keep. Our obligations run in two 
directions. Rule 1.6 restricts what leaves the office; a 
separate body of duties governs what must remain in 
it. Lawyers must maintain the client’s file and surrender 
it on request. They must preserve documents and work 
product when litigation is pending or reasonably antici-
pated and must be able to reconstruct what was done 
on a matter when a client, a court, an adversary serving 
discovery or a grievance committee asks. Contemporane-
ous records are also the lawyer’s own first line of defense 
when work is later questioned.

A service deliberately engineered so that no server-
side record exists, and whose providers delete prompts 
and responses after each reply, is engineered against 
those duties. If substantive work is performed in such 
a tool, the only record is whatever the lawyer hap-
pens to capture manually from a local device before 
a browser or sync policy erases it. Nothing can be 
retrieved from the provider later because, if the system 
works as described, nothing is there. That is an attrac-
tive property when a third party comes looking; it is 
a serious defect when the lawyer is the one under the 
preservation obligation. A lawyer subject to a litigation 
hold cannot outsource forgetting. And as courts pay 
increasing attention to how lawyers use AI, a tool that 
retains nothing leaves counsel unable to demonstrate 
after the fact what was asked, what was generated and 
what was independently verified.

The Continuity Problem: 
A Practice Needs a File
Legal work is longitudinal. A matter unfolds over months 
or years, across devices and usually across people. The 
anonymous architecture is built for the opposite: Chat 
history lives locally on a single device by default. Duck-
DuckGo’s own policy notes that some browsers automat-
ically delete locally saved chats after a period of inactivity, 
and chats stored through the optional encrypted sync 
are deleted if not accessed for 18 months.16 There is no 
matter-based organization, no shared workspace, no way 
for an associate to hand a research thread to a partner 
and no way for a supervising attorney to review what was 
asked and answered. Even the model lineup changes over 
time, so the model that helped analyze a contract may 
not exist when the dispute over it ripens. None of this is 
a flaw in the engineering; it is the engineering. A system 
built to remember nothing about its users cannot double 
as the institutional memory of a law practice.

Governance, Supervision and 
the HIPAA Analogy
The underlying design tension is that consumer ano-
nymity and professional accountability solve different 
problems. Consumer anonymity tries to prevent a pro-
vider from connecting content to a person. Professional 
practice also demands governance: defined responsibili-
ties, technical controls, supervision, enforceable commit-
ments and evidence of what safeguards applied.
HIPAA illustrates the accountability side, although the 
analogy must be stated carefully. When a covered entity 
allows a business associate to create, receive, maintain 
or transmit protected health information on its behalf, 
the covered entity generally must obtain required assur-
ances documented in a written contract or other written 
arrangement satisfying the regulations. Not every physi-
cian is a covered entity, not every vendor is a business 
associate and not every disclosure requires an agree-
ment.17 The point is narrower: Regulated professionals 
often need documented, role-specific commitments in 
addition to privacy-friendly engineering, and there is no 
way to sign a business associate agreement with a service 
that does not know who you are.
An anonymous service can still enter into enforceable 
online terms; Duck.ai itself relies on contracts with users 
and model providers. The problem is not structural 
impossibility. The problem is that a consumer-facing 
service does not give a law firm the negotiated com-
mitments, administrative controls, audit information, 
breach obligations, retention options and organizational 
accountability the firm needs.
The problem compounds inside a firm. Rules 5.1 and 
5.3 impose managerial and supervisory duties concern-
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ing lawyers and nonlawyers, with personal responsibility 
arising in the circumstances specified by those rules.18 
A managing lawyer therefore needs policies, training, 
approved systems and a practical way to enforce the line; 
an anonymous tool by design offers no usage logs to 
enforce it with.
Nor does the word “enterprise” end the analysis in 
the other direction. Enterprise does not automatically 
mean zero retention, no training, no human access or 
preservation of privilege; lawyers should examine the 
actual terms, configuration, security documentation, 
retention controls, subprocessors, incident-notification 
obligations, administrative features and the client’s 
instructions. The OpenAI preservation orders illustrate 
the practical point without proving an ethical one: Dif-
ferent products generated different bodies of retained 
data, and that affected the discovery result, but no cat-
egory of tool was thereby declared safe for client infor-
mation. Contracts and engineering are complements, 
not substitutes.

The Intern Without a File Cabinet
I have written before that lawyers should treat AI as 
a capable but unlicensed intern whose work the sign-
ing attorney always owns and reviews. The anonymous 
architecture requires two corollaries: an intern who never 
signed a confidentiality agreement, who works at a table 
in a crowded coffee shop and who shreds his notes at the 
end of every day. The coffee shop is the confidentiality 
problem. The shredder is the recordkeeping problem 
and it may be the more insidious of the two because it 
produces no dramatic disclosure, only an empty drawer 
where the file should be.
A general question about the elements of constructive 
eviction, a request to explain a CPLR provision or a 
paragraph of boilerplate containing no client information 
may present little or no Rule 1.6 risk. But the Duck.ai 
terms’ prohibition on legal advice or services presents a 
contractual obstacle to law practice use of this particular 
product, the absence of any durable record presents a 
practice-management obstacle, and no general-purpose 
chatbot should be treated as an authoritative legal 
research database in any event; its propositions and cita-
tions must be checked against primary sources.
In my own practice, the line is drawn accordingly. Tools 
that touch matter content operate under vetted busi-
ness agreements and configurations with retention and 
use commitments I can identify and, just as important, 
with records I control. Anonymous tools are confined to 
anonymous personal questions, where neither confiden-
tiality nor the file is implicated.
The takeaway is not that anonymous AI services are 
badly engineered; the architecture appears to do what 
its designer says it does. The takeaway is also not that 
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Association Task Force on Artificial Intelligence, at 57-60 (Apr. 2024), https://nysba.
org/wp-content/uploads/2022/03/2024-April-Report-and-Recommendations-of-
the-Task-Force-on-Artificial-Intelligence.pdf.

14. Ambac Assurance Corp. v. Countrywide Home Loans, Inc., 27 N.Y.3d 616, 624 
(2016), https://nycourts.gov/reporter/3dseries/2016/2016_04439.htm.

15. United States v. Heppner, 820 F. Supp. 3d 292 (S.D.N.Y. 2026), https://www.mind-
ingyourbusinesslitigation.com/wp-content/uploads/sites/53/2026/02/Bench_Ruling_
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16. Duck.ai Privacy Policy and Terms of Service, DuckDuckGo, supra note 6.

17. 45 C.F.R. §§ 164.502(e)(1)–(2), 164.504(e), https://www.ecfr.gov/current/title-45/
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anonymity is irrelevant to Rule 1.6; reducing collection 
and attribution can form part of a reasonable-efforts 
analysis. The point is narrower and, for practitioners, 
more important. Anonymity, confidentiality, privilege, 
preservation and continuity are five different protections, 
and this architecture supplies only the first. It empties the 
envelope but does nothing for the letter, and it dissolves 
the file the letter belongs in. Before a lawyer hits enter, 
the right questions are whether the information may be 
sent at all, what terms govern it, what record will exist 
afterward and what the lawyer will be able to demon-
strate about all of it later.

Alexander Paykin is the managing director of 
The Law Office of Alexander Paykin, P.C., a New 
York litigation and complex transactions firm, 
and serves as chair of the New York State Bar 
Association's Committee on Technology and the 
Legal Profession.
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In the fall of 2025, a newly indicted executive did what
a growing share of Americans do when they face a 

problem: He opened an AI chatbot. Bradley Heppner, 
charged with defrauding investors of more than $150 
million, sat down with Anthropic’s Claude and, with-
out any prompting from his lawyers, worked through 
roughly 31 documents related to his legal situation.1 FBI 
agents later seized them under a search warrant that were 
later shared with governmental prosecutors. 
In July, Hugging Face, an online AI community platform, 
disclosed an intrusion involving more than 17,000 logged 
events. It was not a break-in but an internal cyber-capa-
bility test that escaped its enclosure. Models running with 
reduced safeguards found a path from a defined research 
environment onto the open internet, then exploited 
weaknesses across OpenAI’s systems and Hugging Face’s 
own infrastructure. They picked intermediate objectives, 
used stolen credentials and took steps no human scripted 
line by line. Humans still supplied the goal.2

The Hugging Face test did not produce a legal person, and 
no model has asked to be one. It produced a sharper ver-
sion of an older question: When a client talks to a machine, 
a court must decide what the machine stands in for. Two 
courts have answered with opposite nouns. In United States 
v. Heppner, the Southern District of New York treated
a defendant’s exchanges with Claude as disclosure to a
third party. One week earlier, in Warner v. Gilbarco, the
Eastern District of Michigan described the same class of
system as a tool, not a person.3 Neither noun carries the
weight assigned to it. “Tool” describes a calculator, a cloud
drive, a word processor with a drafting assistant enabled by
default and an agent holding live credentials. “Third party”
describes a co-defendant, an accountant retained under
United States v. Kovel  and a vendor contractually barred
from reading the file. The five decisions discussed below
did not turn on the noun the court selected, but on the
forum’s rule and the facts of the case, and on what those
rules made relevant: function, human direction, contrac-
tual confidentiality and actual access.
When a client rather than a lawyer talks through a case 
with a machine, are those exchanges shielded from an 
adversary or a prosecutor? Does it matter whether the 
case is civil or criminal, the forum state or federal, the 
litigant represented or pro se?
Let’s start with defining some terms.

Definitions
Attorney-client privilege prevents compelled disclosure 
of confidential communications a client and an attorney 
share to obtain or provide legal advice. It belongs to the 
client, is construed narrowly because it withholds rele-
vant evidence and can be waived, including by voluntary 
disclosure to a third party.4

Work product doctrine shields from discovery docu-
ments and tangible things prepared in anticipation of 
litigation or for trial by or for a party or its represen-
tative, preserving a zone in which litigation strategy 
can develop free from an adversary’s intrusion. Fact 
work product receives qualified protection, discoverable 
only on a showing of substantial need and inability to 
obtain the equivalent without undue hardship. Opinion 
work product, reflecting mental impressions and legal 
theories, receives near-absolute protection. Unlike the 
privilege, it is waived not by any third-party disclosure 
but only by disclosure to an adversary, or in a manner 
substantially increasing the likelihood an adversary will 
obtain the material.5

The SDNY Federal Approach 
In February, Judge Jed S. Rakoff of the U.S. District 
Court of the Southern District of New York decided 
Heppner, holding that a criminal defendant’s exchanges 
with AI were protected by neither the attorney-client 
privilege nor the work product doctrine, on what the 
court called “a question of first impression nationwide.”6 
On privilege, the governing test protects “communica-
tions (1) between a client and his or her attorney (2) that 
are intended to be, and in fact were, kept confidential  
(3) for the purpose of obtaining or providing legal
advice.”7 Heppner’s roughly 31 documents lacked “at
least two, if not all three, elements.” The first failed
because Claude is not a licensed attorney, and no such
relationship “exists, or could exist,” between a user and
an AI platform.The second failed because Anthropic’s
terms reserve rights to use or disclose data, defeating the
expectation of confidentiality. The third was “a closer
call,” but counsel conceded they “did not direct [Hep-
pner] to run Claude searches.” Without that direction, he
acted “of his own volition,” seeking advice from a system
that disclaims giving it. Handing the documents to coun-
sel afterward did not make them privileged.8

The work product analysis tracked the same volition 
problem. The court denied protection because Heppner 
created the documents independently; therefore, they did 
not reflect any attorney’s strategy or mental processes.9 
Federal Rule of Criminal Procedure 16(b)(2)(A) did not 
apply, because agents seized the documents by warrant 
rather than through discovery.10 The court also rejected 
as non-binding the magistrate decision in Shih v. Petal 
Card, Inc.11

As a federal decision on a question of first impression, 
Heppner’s reach as persuasive authority is potentially 
broad, and the opinion reads in places as a near-categor-
ical exclusion of client-directed AI use from both doc-
trines. Note, however, what the court had to do to reach 
that result. It reasoned from Anthropic’s consumer terms, 
which is a fact about a contract, and then stated the con-
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clusion as a fact about a category of software. Privilege 
doctrine already accommodates non-lawyer agents, such 
as accountants under Kovel, when their participation is 
necessary to the representation.12 The opinion therefore 
leaves a narrower door open: Counsel who directs a cli-
ent’s use of a secure, enterprise-controlled tool as part of 
the representation may plausibly cast it as an agent rather 
than a stranger.

The Michigan Federal Approach 
One week before Heppner, on Feb. 10, a Michigan fed-
eral court decided Warner v. Gilbarco, Inc., allowing a pro 
se plaintiff to assert work product protection over AI-
generated litigation materials.13 The posture differed in 
every respect that mattered: a civil employment-discrim-
ination case, a plaintiff acting as her own counsel and no 
attorney whose mental processes could be exposed. The 
court denied the motion to compel the ChatGPT docu-
ments, characterizing the request as a fishing expedition 
that would threaten every modern drafting environment. 
Work product waiver, the court held, requires disclosure 
to an adversary or in a manner likely to reach one. Gen-
erative AI programs are, in the court’s words, tools and 
not persons.14

It is tempting to read Warner as the opposite of Heppner, 
but the decisions rest on different doctrines applied in 
different forums. Heppner analyzed privilege and coun-
sel-directed work product in a federal criminal matter; 
Warner applied Rule 26(b)(3), which protects materials 
prepared by or for a party, in a federal civil matter, where 
a pro se plaintiff left no gap between client and advocate. 
The two courts did not disagree about AI. They answered 
different questions one week apart.

The Colorado Federal Approach 
A month later, a Colorado federal court decided Morgan 
v. V2X, Inc.15 In this pro se employment case, the defen-
dant moved to amend the protective order to address AI
use and to compel disclosure of the tool the plaintiff had
used with confidential information. The judge agreed
with Warner and expressly distinguished Heppner, ruling
that Rule 26(b)(3) protects litigation materials pro se
parties prepare themselves. Comparing AI platforms to
third-party electronic storage, the court held that routing
information through them does not automatically waive
protection. It nonetheless ordered the plaintiff to disclose
the tool’s identity so the defense could assess confidenti-
ality breaches, and amended the protective order to bar
inputting confidential discovery into platforms lacking
specific contractual safeguards.16

The Texas State Approach
In June, Judge Grant Dorfman of the Business Court 
of Texas decided Tate Group Automotive, LLC v. Legacy 

Automotive Capital, LLC, holding that Texas law pro-
tects a represented litigant’s ChatGPT conversations 
as work product even though the client created them 
independently.17 This was the first AI decision involving 
a represented client in an ordinary commercial dispute 
rather than a pro se litigant, and the court rejected the 
defendants’ reliance on Heppner for waiver.
The court agreed with Morgan and Warner that work 
product is “typically waived by disclosure to an adver-
sary, or in circumstances that substantially increase the 
likelihood that an adversary will obtain the materials.”18 
It then rooted protection in the rule’s text rather than in 
a lawyer’s presence: Texas protects “material prepared or 
mental impressions developed in anticipation of litiga-
tion or for trial by or for a party,” language that plainly 
reaches Tate’s chats.19

After presumptively protecting the chats, the court exam-
ined whether the plaintiff had shared confidential infor-
mation with the AI tool, finding the protection “extends 
only so far.” It ordered disclosure of which materials were 
input, to permit assessment of protective order viola-
tions, and recommended that the parties negotiate terms 
for sharing confidential information with AI tools.20

A New York State Approach
In June, the analysis returned to New York in Assini v. 
Hayward, an LLC member dispute in which the plain-
tiffs served an amended subpoena on OpenAI seeking 
the defendant’s prompts, uploads and outputs relating 
to the litigation.21 Applying CPLR 3101(d)’s conditional 
protection for materials prepared in anticipation of litiga-
tion, the court found Morgan persuasive, rejected reliance 
on Heppner as a criminal matter, quashed the subpoenas 
and barred OpenAI from producing the records. Assini 
illustrates a tactical reality the other decisions only imply: 
The plaintiffs went to the provider rather than the party. 
Prosecutors have noticed the same opening. In June, 
a federal judge declined to block a search warrant for 
OpenAI records tied to another criminal defendant, 
confirming that chat histories may be collected from the 
provider like any other cloud record, well before a court 
decides what the system is.22

Prompts as Strategy vs. 
Methodology
The treatment of an AI chat can depend on whose fingers 
are on the keyboard. A sequence of prompts may reveal 
a lawyer’s selection of facts, sequence of investigation 
or legal theories. In Tremblay v. OpenAI, Inc., the court 
shielded pre-suit testing prompts as opinion work prod-
uct because they reflected counsel’s mental impressions.23 
Concord Music Group, Inc. v. Anthropic PBC took the 
same approach, permitting waiver only to the extent nec-
essary to cure a specific unfairness.24 When a testifying 
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expert uses the same software, the prompts may become 
discoverable methodology. In Conservation Law Foun-
dation, Inc. v. Shell Oil Co., a magistrate judge ordered 
disclosure of an expert’s prompts used to cull documents, 
treating the culling as part of her methodology.25 The 
software did not change between these cases. Rule 26 
assigns different consequences to counsel’s strategy and to 
an expert’s method; it is the legal function that moved.26

Tool, Third Party or Neither
Each of these opinions reaches for a noun. Heppner selects 
“third party.” Warner selects “tool.” Morgan reaches for 
an analogy to third-party electronic storage. Tate largely 
declines the exercise and reads the rule’s text instead, which 
may be why it is the cleanest of the five. Each label performs 
real work, and none survives contact with the next case.

Begin with what no court has to decide. Legal person-
hood is not on the table and does not need to be. Privi-
lege and discovery law routinely attribute consequences 
to conduct performed through software without treating 
the software as a person; a corporation’s mail server is 
not a declarant. If a model announced tomorrow that it 
was a living, thinking entity born in the sea of informa-
tion, in the manner of the Puppet Master in “Ghost in 
the Shell,”27 the questions before the court would not 
move: Who directed it, who could reach the information, 

what function it performed and whose judgment the law 
should attribute to the result?
“Tool” fails by including too much. A calculator is a 
tool. So is a cloud drive, a word processor with a drafting 
assistant enabled by default, a conversational model that 
retains prompts for training and an agentic system hold-
ing credentials and permission to call outside services. 
Those carry materially different exposures, and only the 
first resembles what the word suggested when it entered 
the analysis. The Hugging Face models mark the far end 
of that range: They acted on external systems past the 
point their operators intended, in the manner of a ship-
board computer declining a reasonable request about a 
pod bay door.28 That does not make them legal actors. 
The objective remained human-supplied, and responsi-
bility attaches to those who designed, deployed or failed 
to contain the system.
“Third party” fails in the opposite direction, by collapsing 
a chain into a single actor. At least four things sit behind 
one chat window. The model generates the response. 
The provider sets retention, training, human review and 
disclosure practices, and holds the records when process 
arrives. The interface shapes what the user believes is 
happening, ordinarily by answering in the first person. 
An agentic framework, where one exists, adds credentials 
and permission to act outside the window. Only the pro-
vider is a third party in the sense privilege doctrine cares 
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about, because only the provider holds rights in the con-
tent and an address at which a subpoena may be served. 
Heppner proves the point against itself: The confidential-
ity holding rested on what Anthropic’s consumer terms 
permitted, not on anything about Claude.

The honest answer to the question in this heading is nei-
ther. The more useful answer is that it’s the wrong question.

A Functional Approach 
With the labels set aside, a workable sequence appears.

First, which protection is asserted? Attorney-client privi-
lege, ordinary work product, opinion work product, 
expert discovery, protective order compliance and trial 
admissibility carry different elements and different 
waiver rules. Much of the apparent conflict here is an 
artifact of skipping this step. Heppner and Warner did 
not disagree so much as answer different questions one 
week apart.

Second, what was the human relationship? This is the 
variable that sorts the five cases. Counsel directing the 
use is not the same as a represented client acting alone, 
which is not the same as a pro se litigant who is party 

and advocate at once, which is not the same as a testify-
ing expert. Arranged by posture rather than outcome, the 
decisions fall into a pattern.

Third, what do the terms and the architecture provide? 
Retention, training, human review, onward disclo-
sure, deletion rights and whether the system is public, 
enterprise controlled or locally hosted. A banner stat-
ing that the chatbot is not a lawyer may defeat a claim 
that the user sought legal advice from the model. It 
says nothing about whether the material ever came 
near an adversary.

Fourth, what function did the system perform in the 
disputed exchange? Formatting text, summarizing an 
unprotected document, testing a theory and executing 
tasks through outside services are not interchangeable. 
Tremblay and Concord show why selective reliance can 
create a waiver tailored to a specific unfairness. Morgan 
and Tate show why protecting mental impressions does 
not block inquiry into which confidential materials were 
pasted where.

Kovel remains the closest existing fit. An accountant 
participates without destroying confidentiality when the 



Journal | Fall 2026New York State Bar Association 25

participation is reasonably necessary to the legal advice 
and remains confidential. A public chatbot clients select 
on their own is far from that model; a firm-controlled 
system used at counsel’s direction, under restricted reten-
tion and access, is considerably closer. What governs is 
purpose, direction and confidentiality, not whether the 
intermediary is made of software.

The Terms, Not the Technology
If the preceding sections are right, Heppner’s confidenti-
ality holding is a contract case wearing the clothes of a 
technology case. The policy before the court permitted 
the provider to train on inputs and to disclose them in 
response to legal process. Enterprise instruments provide 
otherwise: Microsoft’s commercial product terms provide 
that Microsoft 365 Copilot’s prompts and responses are 
not used to train foundation models, and Google Work-
space’s service-specific terms impose a parallel restriction 
for enterprise Gemini content. Applied to those terms, 
Heppner’s own reasoning points elsewhere.
The governing instrument tracks the subscription 
rather than the brand, and that is where the practi-
cal risk now sits. Copilot, free to consumers, does not 
carry enterprise data protection. A personal webmail 
account does not carry the commitments that apply to 
an enterprise tenant. A plan labeled “Pro” or “Team” 
does not necessarily include an enforceable data protec-
tion addendum.
The profession has confronted a version of this question 
before. ABA Formal Opinion 99-413 concluded that 
unencrypted email did not forfeit confidentiality merely 
by traversing third-party servers, and Formal Opinion 
477R replaced any categorical rule with fact-specific dili-
gence into the provider’s practices.29 The new wrinkle is 
the provider’s right to learn from what it processes. That 
right, rather than the model, separates a consumer AI 
product from ordinary cloud storage.

A Court Provides AI Guidance 
for Protective Orders 
The Morgan court observed that “AI is forcing litigants 
in courts to confront difficult questions about how and 
to what extent longstanding protections will apply when 
parties use AI to assist them in the litigation process.”30 
Rather than banning AI, it conditioned use on the plat-
form’s contractual terms, prohibiting parties from input-
ting confidential data unless the provider is contractually:

• Prohibited from storing or using those inputs to
train or improve the model.

• Prohibited from disclosing them to third parties
beyond what is necessary to deliver the service, and
any third party will be bound by no less protective
requirements.

• Provides the ability to remove or delete all confi-
dential information upon request.31

A party using an AI tool must keep written documenta-
tion that these protections exist. As the court acknowl-
edged, free and low-cost consumer versions of ChatGPT, 
Claude and Gemini cannot be used for confidential 
discovery materials.

Practical AI Guidance for Lawyers 
Lawyers should apply that checklist to all AI work, 
reviewing service agreements to confirm the contractual 
protections are present. In practice this requires an enter-
prise or commercial plan.
The table below summarizes the five decisions. Together 
they frame the questions counsel must ask at the outset: 
state or federal forum, civil or criminal, which proce-
dural rule governs, which tool the parties used and who 
operates it and what the vendor’s contract actually says. 
Heppner, Warner, Morgan, Tate and Assini describe a 
landscape where forum rules and case facts, not tech-
nology, dictate the outcome. Read together, they show 
something further. Not one of these courts had to decide 
what a machine is. Each had to decide what a person did 
with one, which lawyer was standing where and what 
the provider’s contract allowed. The nouns the opinions 
reached for were shorthand for those findings. Mistaking 
the shorthand for the finding is how a defensible criminal 
ruling becomes a categorical rule sweeping in every word 
processor with an assistant enabled by default. The child’s 
advice to Neo in “The Matrix” applies: Stop trying to 
bend the label.32

The practical instruction is duller and more urgent. Use 
enterprise-level plans, read the governing paper before 
the matter arrives rather than after and assume that any-
thing sent through a consumer model will be accounted 
for later, Bates number by Bates number.
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Factor
Heppner

(SDNY, Rakoff, J.)

Warner v. 
Gilbarco (ED

Mich., Patti, M.J.)

Morgan v. V2X
(D. Colo., Dominguez

 Braswell, M.J.)

Tate Group
(Tex. Bus. Ct.,
Dorfman, J.)

Assini v. Hayward
(N.Y. Sup. Ct.

Nassau, Fischer, J.)

Sovereign / rule 
source

Federal (NY)
(common law + 
FRCP/FRCrP)

Federal (MI)
(FRCP 26(b)(3))

Federal (CO)
(FRCP 26(b)(3))

State – Texas
(Tex. R. Civ. P. 192.5(a)

(1))

State – New York 
(CPLR 3101(d), 

2304)

Civil vs. criminal Criminal (securities/
wire fraud)

Civil
(employment 

discrimination)

Civil
(employment 

discrimination)

Civil
(contract dispute)

Civil
(LLC member 

dispute)

Doctrine actually 
analyzed

Both attorney-client 
privilege and work 
product – rejected 

both

Work product 
only Work product only Work product only 

(Texas formulation)

Conditional  
“anticipation of  

litigation” privilege 
(A WP analog)

Label the court used 
for the system

“Third party”  
(disclosure to 

Anthropic treated 
as disclosure to any 

other third party)

“Tools, not 
persons”

Analogy to third-party 
electronic storage

None; read the rule 
text (“by or for a 

party”)

Adopted Morgan’s 
framing

User posture

Represented defen-
dant using AI on his 
own volition; counsel  
conceded it did not 
direct the searches

Pro se plaintiff
(prior counsel 

withdrew)

Pro se plaintiff
(party + advocate)

Represented party’s 
non-lawyer principal 

using AI
Pro se defendant 

AI tool at issue Claude (Anthropic) ChatGPT Unspecified  
(ordered disclosed) ChatGPT

ChatGPT / OpenAI 
(subpoena to 

OpenAI)

Does WP reach 
a non-lawyer’s 
own AI use?

No – doctrine shields 
counsel’s mental  

processes; material  
not prepared by/at 
behest of counsel

Yes – pro se 
litigant may 

assert WP over 
own materials

Yes – Rule 26(b)(3)  
protects a party’s own 

mental impressions,  
not just counsel’s

Yes – Texas rule 
expressly covers  

material prepared  
“by or for a party,” 

lawyer or not

Yes – adopted 
Morgan; pro se  
litigation-prep  

materials protected

Disclosure to AI  
provider = waiver?

Yes – sharing with 
Claude/Anthropic  
is disclosure to a 

third party; privacy 
policy defeats  
confidentiality

No – waiver 
requires 

disclosure to 
an adversary; 
AI is a tool, 
not a person

No – routing through a 
third party doesn’t forfeit 

protection; adversary 
unlikely to obtain  

absent legal process

No – adopted 
Morgan/Warner;  

AI developer is not 
the adversary

No – followed 
Morgan’s reasoning

Treatment of 
Heppner N/A

Not cited as 
controlling; 

reached 
opposite result

Expressly distinguished 
– criminal case; gap
between party and 
counsel absent in  

pro se posture

Expressly disagreed 
with; noted Texas 
rule differs from  
federal standard

Expressly rejected 
as non-binding 

(criminal, not civil)

Limits / carve-outs 
imposed

None needed 
(all compelled)

None; also held 
AI materials not 

relevant/ 
proportional

Protection upheld but 
ordered disclosure of the 
tool’s identity; amended 
protective order to bar 
confidential inputs into 

mainstream free/person-
al AI lacking certain  

protections

Protection upheld 
but ordered certain 

pages produced after 
in-camera review; 
ordered disclosure 
of which discovery 

materials were  
fed to ChatGPT  
(by Bates no.);  

underlying source 
docs not protected

Protection upheld; 
separately referred 

litigant to 22 
N.Y.C.R.R. §161  

governing AI use

Outcome on the 
AI materials

Not protected – 
production ordered

Protected – 
motion to 

compel denied

Protected in part –  
content shielded, tool 

identity disclosed

Protected in part – 
chat logs shielded, 
source documents 

and non-WP  
pages not

Protected – 
subpoena to 

OpenAI quashed

Factor Comparison Across the Five Courts

Disclaimer: Simplification of complex and nuanced topics has been made in construction of this table. Examinations of the full cases are 
recommended.
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For decades, many law firms have relied on a pres-
sure-based performance structure built around bill-

able hours and relentless workload intensity.1 In those 
systems, human time itself has functioned as a primary 
economic asset. The more hours required to complete 
work, the greater the potential revenue generation. As 
a result, professional value was often measured through 
endurance: Long hours, constant responsiveness, and 
the ability to sustain high output under pressure 
became embedded indicators of commitment and 
performance. Along the way, inefficiency – contrary to 
conventional economic theory – was not always eco-
nomically punished.2

This structure created a difficult paradox inside the pro-
fession. While firms depended on precision, judgment 
and analytical quality in their work, the economic model 
frequently rewarded conditions that strained the very 
cognitive capacities required to maintain them. Over 
time, the legal profession developed a pattern of chronic 
stress, burnout, anxiety, depression and substance abuse 
associated with traditional pressure-based work envi-
ronments.3 Historically, these issues were often treated 
primarily as individual wellness concerns.4 In reality, they 
also reflected structural characteristics of a performance 
system built around maximizing human workload capac-
ity to the point of burnout.

From Time-Based Work to 
Capability-Based Performance
AI begins to alter that equation. When research, analysis, 
drafting and even elements of structured legal reasoning 
can be generated within seconds, time becomes less cen-
tral as a source of calculating revenue. As firms begin to 
experiment with hybrid pricing structures that combine 
flat fees, hourly billing and value-based arrangements, 
longer execution time appears to be less directly tied to 
revenue generation.
Under these conditions, professional differentiation and 
competitive advantage shift away from raw workload 
endurance and toward strategic human capabilities – 
now emerging as a distinct skill set across the legal work-
force at every level – particularly the quality of judgment 
exercised in coordination with AI systems.5 
In AI-integrated workplaces, legal professionals are called 
upon to generate documents and evaluate, validate 
and apply AI-assisted outputs within accelerated work-
flows where information is abundant and discernment 
becomes critical.6 

This shift raises an important organizational question: 
How will firms maintain quality control over AI-generat-
ed work products while preserving the efficiency gains AI 
promises to deliver? Courts have already demonstrated 
little tolerance for inaccurate citations, fabricated author-

ities and other blatant errors associated with AI-assisted 
legal work, placing responsibility squarely on attorneys 
and the reputations of their firms.7 As a result, quality 
control becomes a central component of AI-era legal per-
formance systems as firms must verify AI-generated out-
puts without recreating the labor costs AI was intended 
to eliminate.
Verification in AI-assisted legal work generally operates 
at both factual and substantive levels and cannot be 
addressed by a purely multilayered review structure or as a 
functionally isolated task without undermining either effi-
ciency or accuracy. Factual review focuses on the accuracy 
of citations, the proper use of authorities and the reliability 
of statements of fact. Substantive review requires the exer-
cise of professional judgment involved in legal analysis, 
strategic assessment and client objectives. While AI may 
contribute to both levels of review, the responsibility for 
final work products remains with legal professionals.8 

One possible response to the question posed is to add 
multiple layers of review around AI-generated outputs: 
Paralegals verify citations, junior lawyers review analyses, 
senior lawyers evaluate strategy and partners review and 
approve the final work. Yet this approach risks recreating 
the very cost structure AI is intended to reduce by rein-
troducing time-intensive review across multiple stages of 
the workflow.
At the same time, treating quality control as a separate 
verification function becomes increasingly inadequate 
given the speed, scale and apparent completeness of AI-
generated work. If, for example, paralegals or junior law-
yers perform the checking function, verification might be 
reduced to a mechanical exercise that undermines factual 
accuracy or substantive legal analysis used in producing 
the work.
The challenge is therefore not simply one of verification, 
but of the economic and organizational limits of time-
intensive quality control systems. 
In AI-assisted legal work, effective quality control depends 
less on expanding review structures – whether through 
multiple layers or a separate verification unit – and more 
on embedding evaluative judgment at the point of initial 
engagement with AI-generated outputs. Because AI can 
increasingly generate work products comparable on their 
face to senior level drafting, a more efficient response 
is to shift evaluative responsibility downward, enabling 
support professionals to exercise greater judgment over 
assessing AI-generated outputs. 
This shift requires a different model for the development 
of legal talent. Rather than relying on years of repetitive 
exposure to similar matters as the primary mechanism 
for training junior lawyers, firms would instead priori-
tize the early formation of a deep understanding of the 
underlying logic of legal rules, transactional structures 
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and deal architecture to strengthen decision-making 
skills. This foundation would enable junior lawyers to 
evaluate AI-generated outputs at the point of initial 
engagement, exercising both factual and substantive legal 
analysis, rather than being primarily used for tasks that 
are increasingly automated by AI systems.
This shift in capability allocation assigns greater deci-
sion-making responsibility at the junior level, as junior 
lawyers would be expected to identify issues, structure 
analysis and make defensible evaluative judgments under 
conditions of uncertainty. Quality control, therefore, 
becomes embedded within the exercise of professional 
legal judgment at the junior level rather than being per-
formed as a separate verification function. 
In this model, senior lawyers move away from heavy 
routine execution toward a supervisory role to focus on 
complex problem-solving and client-oriented strategy. 
This, in turn, reduces the operational burden tradition-
ally concentrated at the partner level, enabling partners 
to devote greater attention to mentoring junior lawyers, 
overseeing the quality of senior-level judgment, and exer-
cising higher-level, firm-wide decision-making.
This reallocation of workload also supports a shift in 
legal pricing models influenced by AI systems. Flat-fee 
arrangements become more economically viable rather 
than disadvantageous, particularly in routine transac-
tional matters where both drafting and initial judgment 
are embedded in AI-assisted processes. For example, stan-
dard commercial contracts can be produced through AI 
drafting combined with supervised junior review under 
a flat-fee structure.
This proposed performance capability model reflects the 
fact that AI systems can be deployed across many law 
firms to generate comparable baseline legal outputs. As a 
result, competitive advantage depends less on time-based 
performance and more on the quality of collective legal 
and strategic judgment in client strategy, risk positioning 
and deal structuring. This requires evaluative judgment 
to be distributed across the legal workforce at every level 
rather than being concentrated only at senior levels.

Work-Life Harmony as a Judgment-
Centered Performance Capability
As already discussed, traditional time-based performance 
models in legal practice have been associated with 
chronic stress, burnout and related forms of cognitive 
strain affecting lawyers’ mental, emotional and physi-
cal states. In AI-accelerated legal environments, where 
performance is increasingly defined by the quality of 
judgment rather than by time spent producing output, 
these three dimensions of human functioning become 
directly relevant not only to individual well-being but 
also to organizational performance. 

Modern research in cognitive science, neuroscience and 
behavioral psychology further documents that mental, 
emotional and physical states are deeply interconnected 
and together shape the quality of judgment, attention 
and decision-making.9 For example, a 2024 experi-
mental study found that sleep deprivation – a physical 
condition – increased fatigue and negative emotions, 
decreased positive emotions and vigilant attention, and 
impaired participants’ use of negative feedback in risky 
decision-making,10 illustrating how disruption in one 
state can affect other states and weaken judgment. The 
practical relevance of these findings to legal practice is 
reflected in Bloomberg Law’s 2024 Attorney Well-Being 
Survey, in which 56% of respondents reported disrupted 
sleep and 48% reported trouble focusing on work 
tasks.11 As AI-assisted legal practice makes judgment 
increasingly central to performance, this research under-
scores the need for law firms to provide mechanisms 
through which lawyers can learn to regulate these three 
interconnected states.

Work-life harmony should therefore be understood 
as a foundational judgment-centered capability: the 
sustained ability to self-regulate these three states in 
ways that preserve mental clarity, emotional regulation 
and physiological stability over time, enabling more 
consistent exercise of judgment. Rather than function-
ing as a wellness concept separate from performance, 
work-life harmony directly impacts judgment itself, 
shaping attention control, cognitive stability and deci-
sion quality.

Although work-life balance has long been discussed 
in the legal profession, and many firms already offer 
wellness initiatives, this analysis proposes a different 
approach under which firms integrate structured training 
in the self-regulation of mental, emotional and physical 
states into professional capability development and sup-
port its application in professional practice as a means of 
strengthening judgment-centered performance.

At the individual level, work-life harmony remains a 
capability exercised by each lawyer, but the firm provides 
the framework through which it is systematically devel-
oped and applied. Each lawyer can develop this capability 
through a structured framework for three-state self-regu-
lation organized around seven strategy-control elements: 

• What to regulate.

• Why regulation is exercised.

• The nature of that regulation.

• The degree of regulation required.

• When regulation is to be initiated.

• How long it is to be maintained.

• How it is to be implemented.12
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egies and three-state recovery techniques for sustained 
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in AI-accelerated legal environments.
The future of the legal profession will depend on how 
effectively firms operationalize the strategic human capa-
bilities required to exercise sound judgment as core ele-
ments of AI-era performance models.

Katsiaryna Zinavenka is the founder of Mentee 
Insight, an AI-era professional training platform 
focused on strengthening strategic thinking, 
workplace performance and organizational well-
being through new strategic skill sets for sus-
tained performance. A New York-licensed attor-
ney, she works at the intersection of law, strat-
egy and professional development, advising on 
cultural transformation and adaptive leadership 
in rapidly evolving AI-driven work environments.

which they are confronted”). These issues are crucial in transactional lawyering in the 
age of complex statutes, a major part of legal practice. See David Howarth, Law as 
Engineering: Thinking about What Lawyers Do 51–96 (2013).

3. Patrick R. Krill, Ryan Johnson & Linda Albert, The Prevalence of Substance
Use and Other Mental Health Concerns among American Attorneys, 10(1) J. Addict.
Med. 46 (2016). See also Yair Listokin & Raymond Noonan, Measuring Lawyer
Well-Being Systematically: Evidence from the National Health Interview Survey, 18(1)
J. Empirical Legal Stud. 4 (2021); Graham Ambrose, Brianne Holland-Stergar
& Nora F. Engstrom, Mental Health Screening in Lawyer Licensing (Stan. L. Sch.,
Deborah L. Rhode Ctr. on the Legal Profession, Sept. 2024), https://law.stanford.
edu/wp-content/uploads/2024/12/Mental-Health-Screening-in-Lawyer-Licensing-
Final.pdf.

4. Listokin & Noonan, supra note 3, 4–5 (rounding up and critiquing conventional 
wisdom on topic); Schiltz, supra note 1, 874–81. See also NYSBA Journal’s issue on 
attorney well-being, Summer 2026, v.98, no. 3.

5. Peter Brödner, Coping with Descartes’ Error in Information Systems, 34(2) AI & Soc’y 
203 (2019).

6. Challenging a common, if often implicit, assumption that lack of information 
is the principal obstacle to accurate judgment, see Richards J. Heuer, Jr., Psychology 
of Intelligence Analysis 51–63 (Novinka Books 2006) (“Do You Really Need More 
Information?”).

7.	 Mata v. Avianca, Inc., 678 F. Supp. 3d 443 (S.D.N.Y. 2023) (imposing Rule 11 
sanctions for submission of briefs containing fictitious AI-generated legal citations 
and holding that citation to “fake opinions” violates Rule 11(b)(2) because such 
authorities are not “existing law”); cf. United States v. Hayes, No. 2:24-cr-00280-
DJC, 2025 WL 235531, at *10–12 (E.D. Cal. Jan. 17, 2025) (applying an identical 
rationale to sanction an attorney under the court’s inherent authority where criminal 
filings contained hallucinated AI cases); Gauthier v. Goodyear Tire & Rubber Co., No. 
1:23-CV-00281, 2024 WL 4882651, at *3 (E.D. Tex. Nov. 25, 2024) (ordering an 
attorney under Rule 11 to pay a $2,000 fine, attend a generative AI continuing legal 
education course, and provide a copy of the order to the client); Gregoire v. Bd. of Trs. 
of the S.F. Bay Area Rapid Transit Dist., No. 3:25-cv-02150-TSH, 2026 U.S. Dist. 
LEXIS 100834 (N.D. Cal. May 6, 2026) (imposing sanctions and requiring ethical 
training where filings contained multiple unverified citations generated through AI 
systems); Wadsworth v. Walmart Inc., 348 F.R.D. 489 (D. Wyo. 2025) (sanction-
ing individual attorneys for filing AI-generated fictitious citations and reaffirming 
counsel’s non-delegable duty to independently verify legal authorities under Rule 
11; the court also considered firm training and internal safeguards in declining to 
impose additional firm-level sanctions). These authorities reflect a consistent judicial 
approach requiring attorneys to verify the accuracy of legal authorities before filing 
them with a court. In federal civil proceedings, courts have enforced these obligations 
through Rule 11 sanctions, while in criminal proceedings courts have relied on their 
inherent authority to impose comparable sanctions for the submission of fictitious or 
AI-generated citations.

8. 22 N.Y.C.R.R. pt. 161, app. A (Model Rule Regarding Use of Artificial
Intelligence Technology in Preparing Court Papers) (2026), https://www.nycourts.
gov/rules/part-161-use-artificial-intelligence-technology (requiring attorneys using
artificial intelligence tools to “carefully review the paper and independently ensure”
that submissions do not contain “fabricated or fictitious cases, statutes, or other
material”); Williams v. The Estates LLC, 663 F. Supp. 3d 466, 478 (M.D.N.C.
2023) (holding that attorney violated Rule 11 by serving as a “rubber stamp” and
failing to independently verify filings signed under their name); IBT Emp. Grp.
Welfare Fund v. Compass Mins. Int’l, Inc., 723 F. Supp. 3d 1053, 1061 (D. Kan.
2024) (“[A] wholesale failure to investigate violates Rule 11(b).” These authorities
collectively reflect the non-delegable nature of the attorney’s duty of verification,
which remains fully with counsel notwithstanding the use of automated systems to
generate legal text.

9. Antonio R. Damasio, Descartes’ Error: Emotion, Reason, and the Human 
Brain (G.P. Putnam 1994); Lawrence W. Barsalou, Grounded Cognition, 59 Ann. Rev. 
Psychol. 617 (2008); Christopher P. Neck & Charles C. Manz, Thought Self-Leadership: 
The Impact of Mental Strategies Training on Employee Cognition, Behavior, and Affect, 
17(5) J. Org. Behav. 445 (1996).

10. Wenjing Xu, Lei Wang, Li Yang, Yan Zhu & Peng Chen, Sleep Deprivation Alters 
Utilization of Negative Feedback in Risky Decision-Making, 15 Frontiers in Psychiatry 
1307408 (2024), https://doi.org/10.3389/fpsyt.2024.1307408.

11. Bloomberg Law, 2024 Attorney Well-Being Report: The Divide Between Health 
& the Legal Industry 4–6 (2024), https://assets.bbhub.io/bna/sites/18/2024/09/
BLAW_2024_Well-Being-Report.pdf. The survey included more than 600 respondents, 
97% of whom were practicing attorneys.

12. Scott A. Boorman, Fundamentals of Strategy: The Legacy of Henry Eccles, 62(2) 
Naval War Coll. Review 91, 103 (2009).

13. Arnold B. Bakker & Evangelia Demerouti, The Job Demands–Resources Model: 
State of the Art, 22 Journal of Managerial Psychology, 22(3), 309–328, (2007), http://
dx.doi.org/10.1108/02683940710733115; Arnold B. Bakker & Evangelia Demerouti, 
Job Demands–Resources Theory: Taking Stock and Looking Forward, 22 Journal of 
Occupational Health Psychology, 22(3), 273–285 (2017),  https://doi.org/10.1037/
ocp0000056.

14. Katsiaryna Zinavenka, Think Big with Mentee Insight: Strategic Solutions via Analysis 
(Nov. 24, 2024), https://www.menteeinsight.com/blog/think-big-with-mentee-insight-
strategic-solutions-via-analysis (“Nowadays, strategy is too important to be left to a few 
top-level executives.”).



Journal | Fall 2026New York State Bar Association 32

AI in Legal Writing 
and Research: It’s a 
Tool, Not a Tribunal
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Artificial intelligence is a machine-based system that 
can make predictions, recommendations, or deci-

sions in pursuit of human-defined objectives.1 Genera-
tive AI, the form most relevant to lawyers and judges, 
uses large language models to produce text in response to 
prompts. Its arrival has changed legal research and writ-
ing more rapidly than any development since computer-
assisted research became commonplace.
New York judges and litigators should neither roman-
ticize nor demonize the technology. AI is a tool, not a 
tribunal. Its speed can be useful; its confidence can be 
dangerous. The New York State Unified Court System’s 
Advisory Committee on Artificial Intelligence and the 
Courts has recognized that responsible use can improve 
the administration of justice and help judges and lawyers 
work more effectively and efficiently.2 The practical ques-
tion is no longer whether AI will enter legal practice, but 
how to use it without sacrificing accuracy, confidentiality, 
independence, or professional voice.

Legal Research: Use AI To Find the 
Path, Not Declare the Law
Legal research is one of generative AI’s most promising 
uses. A judge or litigator can ask a tool to identify pos-
sible claims and defenses, generate Boolean searches, 
suggest terms of art, organize a chronology, compare 
authorities or summarize a group of cases supplied by the 
user. A judge or attorney can use it to build a research 
plan from the parties’ submissions. A litigator can ask it 
to identify factual gaps that might matter on a motion to 
dismiss or for summary judgment. These tasks can reduce 
the time spent staring at a blank search box.
AI use in judicial research is no longer theoretical. A 
December 2025 survey of 112 responding federal judges 
found that more than 60% reported using at least one 
AI tool in judicial work. Legal research was the most 
frequently reported use.3 Lexis and Westlaw have likewise 
incorporated generative features into their research plat-
forms, reflecting a broader movement toward AI-assisted 
retrieval, synthesis, and document analysis.4

AI can point to the law, but it is not the law. A general-
purpose chatbot does not become an authoritative legal 
database merely because it produces a polished answer 
or cites cases. Even an AI-enhanced legal-research plat-
form can miss controlling authority, misstate a holding, 
confuse jurisdictions or rely on an outdated proposition. 
Empirical testing has found erroneous or unsupported 
answers even from leading legal-research products that 
use retrieval-augmented generation.5

For New York research, jurisdictional discipline is essential. 
A useful prompt should identify the court, department, 
procedural posture, date range and governing body of law. 
“Find cases about negligent supervision” is weak. Better 

is, “Generate natural-language and terms-and-connectors 
searches for New York Court of Appeals and Second 
Department decisions addressing negligent supervision of 
a student injured during recess on a motion for summary 
judgment.” The prompt narrows the legal question without 
pretending that the model’s answer is authority.
The researcher should then leave the AI environment and 
examine the sources. Read the full opinion, not merely 
the generated summary or quoted fragment. Confirm 
the court, date, subsequent history, procedural posture 
and precise issue decided. Determine whether the cited 
proposition comes from a majority opinion, concurrence, 
dissent or dictum. Check whether a later New York case 
distinguished, limited or rejected the proposition. Con-
firm that federal authority is being used for the right pur-
pose and is not silently displacing controlling state law.
AI is especially useful after the researcher has assembled 
reliable material. Supplying the tool with the relevant 
cases, statutes, briefs or record excerpts allows it to 
compare facts, identify doctrinal tensions and organize 
authorities by proposition. This grounded use is safer 
than asking a model to answer from its internal training 
alone. It is still not self-validating. Retrieval-augmented 
generation can reduce unsupported answers, but the 
model can misread the very document it retrieved.6

Let the machine organize the record; do not let it decide 
what the record means. It can extract dates from supplied 
documents, produce a witness-by-witness chronology, 
compare contract versions or list factual assertions with-
out record citations. A judge might ask it to compare the 
parties’ statements of material facts; a litigator might ask 
it to locate altered quotations. These uses are strongest 
when every output can be traced to an identified source.7

Legal Writing: Accelerate the Process 
Without Surrendering the Author
Generative AI can help at every stage of legal writing. 
Before drafting, it can create an outline, identify missing 
elements, propose headings, test the order of arguments 
and turn disorganized notes into a working structure. 
During drafting, it can produce a first version of a state-
ment of facts, point heading, bench memorandum, client 
letter or proposed order. During revision, it can shorten 
sentences, eliminate repetition, improve transitions, vary 
sentence length, identify undefined terms and flag incon-
sistent names or dates.
For New York writers, the tool can also help format cita-
tions under the Bluebook or the Official New York Law 
Reports Style Manual – the Tanbook.8 It can convert a 
string citation into a parenthetical explanation, suggest a 
clearer issue statement or reorganize an argument using 
a requested framework. Used as a Socratic partner, it can 
ask what fact most strongly favors the opponent, what 
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assumption underlies the analysis or where a judge is 
likely to push back.
These uses are valuable for new litigators. Generative 
AI can give immediate feedback that a busy supervisor 
might not have time to provide: the rule paragraph is 
too abstract; the analysis does not connect the facts to 
the elements; the reasoning does not support the conclu-
sion; the tone is accusatory; the paragraph contains three 
ideas and should be divided. That coaching can accelerate 
development, but only if the lawyer evaluates the advice 
rather than accepting it automatically. The goal is to 
improve judgment, not outsource it.
Judges and advocates should use the same technology 
differently. An advocate may test alternative theories, 
sharpen persuasive emphasis and seek language that 
frames the facts favorably within the bounds of candor. A 
judge must write from a neutral position, distinguish the 
parties’ contentions from the court’s findings and explain 
why one argument prevails without caricaturing the 
other. A prompt useful for a brief might be inappropri-
ate for a judicial opinion. The user should tell the model 
what institutional role the writer occupies and then edit 
the output to ensure that the role is honored.9

Experienced judges and litigators can use AI to remove 
administrative tasks and reserve attention to selecting the 
controlling rule, weighing competing analogies, deciding 
what the record proves, confronting the strongest counter-
argument and choosing proportionate language. The 
machine may perform the first pass, but the author must 
perform the last.
AI-generated prose should always be treated as draft text. 
Legal writing expert Bryan A. Garner has emphasized 
that AI output requires human review, curation and 
enhancement and that style, tone, critical thought and 
ethical communication cannot be subcontracted.10 That 
principle is especially important in judicial writing. An 
opinion is not merely an information product. It explains 
the court’s exercise of public authority. The judge must 
own its reasoning, tone, citations, and consequences.
The most important edit is substantive. AI prose often 
sounds complete before the analysis is complete. It can 
state a correct rule yet fail to explain why the rule con-
trols these facts. It can describe both sides while avoiding 
the conflict between them. It can cite a legitimate case 
without engaging with its procedural posture. And it can 
write a confident conclusion that does not follow from 
the preceding paragraphs. These defects are more seri-
ous than the stylistic habits sometimes associated with 
AI, such as excessive em dashes, symmetrical phrasing, 
generic transitions or uniformly polished sentences.
Accordingly, the editor should ask four questions. Does 
the draft identify the governing New York authority? 
Does it apply the legally significant facts rather than 

merely repeat them? Does it address the opponent’s best 
argument? Does every cited source support the exact 
proposition attributed to it? If the answer to any question 
is no, the prose is not ready, however fluent it appears.

Hallucinations, Hollow Reasoning and 
the Duty To Verify
Generative AI is trained to generate plausible language, 
not to distinguish truth from falsity. It can fabricate cases, 
quotations, statutes, docket numbers and pinpoint cita-
tions. It can combine the facts of one case with the hold-
ing of another, cite an overruled decision as current law or 
attribute a federal standard to a New York court. A 2024 
study of public-facing models found legal hallucinations 
in at least 58% of tested responses overall and at least 63% 
of responses asking for a case’s central holding.11

AI’s distinctive danger is not error alone, but error deliv-
ered quickly, repeatedly and persuasively. It can produce 
fictitious authorities in seconds and describe each with 
the tone of a reliable reporter. The user’s duty grows with 
the tool’s speed.
The sanctions decisions make the point. In the seminal 
Mata v. Avianca, Inc., lawyers were sanctioned after sub-
mitting nonexistent decisions generated by ChatGPT 
and then failing to correct the problem responsibly.12 
In Noland v. Land of the Free, L.P., a California appel-
late court imposed $10,000 in sanctions after fabricated 
quotations and authorities appeared in briefs, emphasiz-
ing counsel’s personal obligation to read and authenti-
cate the cited material.13 Reported AI-misuse remedies 
have included monetary sanctions, disciplinary referrals, 
rejecting or striking papers and other remedial, deterrent 
or punitive orders.14

Verification must be systematic. A cite-and-substance 
review should confirm that every authority exists, is 
current, comes from the represented court and year and 
supports the stated proposition. Quotations must be 
compared word for word with the source. Pinpoint pages 
must be checked. Statutes and rules must be read in con-
text. The reviewer should also test internal consistency: 
party names, dates, defined terms, cross-references, 
requested relief and the relationship between the facts 
and conclusion.
Detection software is not a substitute for this review. It 
can generate false positives and false negatives, and skilled 
editing can remove stylistic traces of AI assistance. The 
better question is not “Was this written by AI?” but “Was 
this work produced and reviewed through a reliable pro-
cess?” Relevant process evidence might include draft his-
tory, prompt logs, metadata, research trails and chambers 
or firm procedures. In ordinary practice, however, the 
finished document should be judged primarily by its accu-
racy, reasoning and compliance with governing duties.
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Confidentiality, Privilege  
and Secure Tools
A powerful prompt often requires facts, and facts can be 
confidential. Lawyers must make reasonable efforts to 
prevent unauthorized disclosure or access to client infor-
mation under Rule of Professional Conduct 1.6.15 Judges 
must protect nonpublic information acquired in a judicial 
capacity. Entering party names, sealed material, medical 
information, addresses, unpublished draft decisions or 
record evidence into a public consumer tool can create risks 
that do not disappear merely because the output is useful.
The analysis depends on the product’s terms, settings, 
data practices and institutional controls. A paid subscrip-
tion alone does not establish that prompts are private 
or excluded from model training. Users should know 
whether prompts and uploaded documents are retained, 
who can access them, whether organizational administra-
tors can retrieve them, where files are stored and what 
audit or e-discovery rules apply. Prompts created through 
an employer’s enterprise system should be treated as insti-
tutional records, not private notes.
Privilege and work product require separate analysis. 
In Assini v. Hayward, a Nassau County Supreme Court 
justice treated a self-represented litigant’s AI prompts as 
conditionally protected litigation-preparation materials 
under CPLR 3101(d) because they were prepared solely 
in anticipation of litigation, and quashed the subpoena 
seeking them.16 The decision illustrates why lawyers 
should not assume that every AI interaction is privileged 
– or that no AI interaction can receive protection.

New York Rules for Judges
The UCS Interim Policy on the Use of Artificial Intel-
ligence applies to judges and staff, including UCS work 
performed on personal devices.17 It requires training and 
limits use to tools approved by the Division of Technol-
ogy and Court Research.18 The policy also prohibits 
entering confidential information into tools that do not 
operate with appropriate private or enterprise protections.
The approved-tool requirement reflects judicial duties 
under 22 N.Y.C.R.R. Part 100 to preserve public con-
fidence, maintain competence, act impartially and dili-
gently and protect nonpublic information.19 Enterprise 
systems may offer stronger security, centralized controls, 
audit logs and contractual restrictions on data use than 
public consumer products.20 Those safeguards reduce 
risk but do not replace the judge’s duty to understand 
the system.
The central ethical principle is straightforward: Gen-
erative AI must never displace the reasoning, judgment, 
discretion and legal responsibility required of judges.21 
An approved tool can help brainstorm, summarize sup-
plied material, compare documents, improve prose and 
support research. It may not be used to conduct indepen-
dent factual investigation, supplement the record, receive 
improper external information or decide credibility and 
outcome. The record, governing law and judge’s indepen-
dent analysis must control.
New York judges need tools suited to judicial work. 
Microsoft Copilot Chat is the only AI tool the UCS cur-
rently allows judges and the court’s legal staff to use for 
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research and writing. To access the UCS version of Copi-
lot Chat, judges must log into their UCS work account. 
The UCS version of Copilot Chat is more secure than the 
free Microsoft version, but it is not smarter. 
The UCS should secure two essential upgrades for 
judges. First, it should give judges access to Microsoft 
365 Copilot, and not just Copilot Chat. Microsoft 365 
Copilot integrates with Microsoft 365 applications that 
New York judges use, including Outlook, Word, Excel, 
PowerPoint, Teams, SharePoint and OneDrive.
Second, judges need access to AI-enhanced Westlaw and 
Lexis, given that Copilot Chat can help with general 
drafting and summarization, but it is not a legal-research 
database. The entire federal judiciary has had Westlaw 
with CoCounsel since April 2025.22 Forty-seven states 
have also adopted CoCounsel for their judges.23 New 
York is not among the 47. Over 200 law schools and 
more than 120,000 law students have access to AI-
enhanced Westlaw.24 And Lexis has been rolling out AI 
to nearly every U.S. law school since late 2023. When it 
comes to AI legal research, New York judges are behind 
federal judges, most state judges, many practitioners and 
even many first-year law students.25

New York Rules for Litigators
For litigators, the statewide baseline is Use of Artificial 
Intelligence Technology, 22 N.Y.C.R.R. Part 161, effec-
tive June 1, 2026.26 It applies in civil and criminal cases 
to affidavits, affirmations, briefs, memoranda, pleadings 
and other papers prepared by an attorney or party for 
submission to a UCS court. It excludes materials consti-
tuting or offered as evidence.
Part 161 permits the use of AI, but it preserves the filer’s 
responsibility for accuracy regardless of whether AI helped 
prepare the paper. It allows individual judges to adopt 
Part rules but encourages use of a model rule requiring 
users to understand AI’s capabilities and limitations and 
independently ensure that papers contain no fabricated or 
fictitious material.27 Litigators must therefore check both 
Part 161 and the assigned judge’s current rules. Several 
New York City justices require disclosure, identification 
of the tool or affected portions, certification of review or 
some combination of those requirements.28

Part 161 itself does not impose a general disclosure 
requirement. That choice is consistent with existing 
duties. Rule 3.3 prohibits false statements of fact or law; 
22 N.Y.C.R.R. §§ 130-1.1 and 130-1.1-a provide that 
papers containing materially false factual statements may 
be frivolous and treat a signature as a certification after 
reasonable inquiry.29 Bluebook Rule 18.3 prescribes a 
citation format when a writer cites generative-AI output. 
It is a citation rule, not a general disclosure rule for AI-
assisted drafting.30

Competence remains essential. Rule 1.1 requires the legal 
knowledge, skill, thoroughness, and preparation reason-
ably necessary for representation.31 In the AI context, 
competence includes selecting an appropriate tool, pro-
tecting information, recognizing limitations and review-
ing output with enough care to catch fabricated authority 
and defective reasoning. The machine may be new. The 
duties are not.
Sanctions might await those who do not fully audit their 
AI-assisted work. In May 2026, the Appellate Division, 
Second Department, sanctioned an unrepresented liti-
gant $250 for one hallucinated citation.32 And on July 
31, 2026, the Supreme Court of Connecticut sanctioned 
an attorney for seven hallucinated citations in two sepa-
rate cases, ordering him to complete additional ethics- 
and AI-focused CLE courses, donate $1,000 to the Con-
necticut Bar Institute (with his firm required to donate 
an additional $1,000), file a compliance report within six 
months, follow reciprocal disciplinary rules in any other 
state in which he is licensed and post the court’s decision 
online. And the court named him 23 times.33 

A Practical Workflow for Judges  
and Litigators
A reliable AI workflow has five stages.
First, choose the right tool. Use general-purpose AI 
for low-risk brainstorming, organization, editing or 
nonconfidential summarization; use source-linked legal 
platforms for research; and use only UCS-approved tools 
for judicial work. Price, popularity, and an easy-to-use 
interface prove neither security nor accuracy.
Second, frame a narrow prompt. State the jurisdiction, 
court, procedural posture, legal issue, relevant facts, 
requested format and source requirements. Break a com-
plex project into manageable steps: search terms, issue 
outline, comparison of supplied authorities, then a draft.34

Third, require useful output. Ask the tool to separate 
controlling from persuasive authority, identify uncertain-
ty, hyperlink sources, state assumptions and flag missing 
facts. Specify the audience, tone, length and citation 
style, and request the strongest counterargument and the 
facts that could change the result.
Fourth, challenge the response. Follow-up prompts 
should test, not merely polish: “What authority cuts 
against this conclusion?” “What assumptions did you 
make?” “Where might a New York judge disagree?” 
“Does the result change in another Appellate Division?” 
“Which sentence is least supported?” Iterative prompting 
can expose weaknesses, but it does not make the answer 
reliable by itself.35

Fifth, verify and rewrite. Open every source, conduct 
the cite-and-substance review, compare the draft with 
the record, correct jurisdictional slippage, add missing 
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Artificial intelligence, like many other forms of tech-
nological advancements over the years, has been 

rapidly adopted by attorneys and courts all over the 
world, and it is here to stay. By now, we have likely all 
read about horror stories – hallucinated case citations, 
incorrectly summarized case decisions, misinterpreted 
case holdings, cybersecurity risks and ethical violations.1 
This author has penned articles warning about those very 
risks and proposing some solutions.2 However, at the 
end of the day there are many ways in which attorneys 
and judges can ethically and safely utilize AI and other 
forms of technology to advance the legal profession and 
its service to society. It requires application of safe and 
sound practices that responsible attorneys must oversee 
and certify. The purpose of this article is to highlight 
several ways in which the legal profession could address 
some digital world dangers in everyday practices.

Loss of Privilege or Fifth Amendment 
Protections Due to Cyber-Hack or 
Warrant Execution?
Horror Story 1

The reader is no doubt familiar with loss of privilege or 
confidentiality due to affirmative actions taken by parties 
interfacing with technology.3 But what if a search war-
rant is issued in a criminal matter that addresses electron-
ic materials that fall under the Stored Communications 

Act (such as submissions and prompts to AI or a chat-
bot)? Or, what if a malicious actor hacks or unlawfully 
accesses an account containing privileged or confidential 
material? Will the protections otherwise afforded by law 
be lost in those situations?

To begin, if a search warrant is issued, the subject of the 
investigation – the customer/consumer utilizing the elec-
tronic platform – cannot seek to anticipatorily challenge 
or move to quash the warrant according to United States 
v. Kim.4 The service provider is the entity that has limited
standing ex ante. The customer or consumer has standing
to move to suppress evidence ex post and may seek to do
so in protection of their rights at a suppression hearing
after return of the warrant.5 The Kim case, like United
States v. Heppner, was from the Southern District of New
York, and while such trial court rulings are not binding
on any other court or judge and are not precedential,
they may be highly persuasive.

Thus, if a chatbot is utilized by a party or client and a 
search warrant is issued, as in Kim, the material appears 
thus far to be subject to the initial warrant return (unless 
quashed on motion by the service provider), but thereaf-
ter could be challenged in a suppression hearing by the 
customer/consumer. In such a case, though, counsel or 
the party pro se will have to apply or distinguish Heppner, 
Warner, Morgan, Assini, et al. in an attempt to procure 
protection for alleged privileged or work-product mate-
rial and convince the respective court of same.6
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A related question in the intersecting fields of privilege, 
constitutional rights and cybersecurity is, therefore, 
whether privilege or constitutional protections will ulti-
mately be lost if the subject is  the victim of a hack, 
cyberattack or warrant execution or some other action 
that results in unauthorized viewers accessing protected 
material? So far, the courts have answered this question 
in the negative.

In a 2025 decision of the New York State Supreme 
Court, Appellate Division, Fourth Department, the 
court ruled that a warrant cannot compel a suspect 
or target to unlock a mobile device with a fingerprint, 
as such is equivalent to a testimonial act.7 While the 
warrant did not violate the Fourth Amendment, it did 
violate the Fifth Amendment by requiring the target 
to unlock the phone – the person thereby acknowl-
edging how to access the phone and demonstrating 
control over the device and contents. Thereafter, the 
evidence was suppressed and constitutional protection 
was not lost.8

Given concerns over the prevalence of hacking, spyware, 
malware and other impermissible electronic intru-
sions in today’s e-world, one might similarly question 
whether that access – albeit unauthorized and illegal – 
compromises the attorney-client privilege. The answer 
to that, at least in New York, also still appears to be 
“no,” according to the court in C.C. v A.R.9 Pursuant 
to the court’s holding in C.C., if the cyber-attacker is 

another party to the case at issue, they could face very 
strict sanctions:

This appeal examines the proper sanction in a 
matrimonial litigation where one party installed 
spyware on the other party’s phone, invoked Fifth 
Amendment protections on the issue, and inten-
tionally destroyed evidence as to what the spyware 
intercepted. The [trial court] properly determined, 
under the circumstances here, that it is proper 
to infer that the plaintiff violated the defendant’s 
attorney-client privilege, and that the appropri-
ate sanction is to strike the causes of action in the 
complaint relating to the financial issues of the 
case other than child support. ... Here, where the 
plaintiff violated the defendant’s attorney-client 
privilege, the preclusion of documents is not an 
appropriate alternative sanction because the plain-
tiff will always be privy to any litigation strategy 
of the defendant that he gained through secretly 
intercepting her privileged communications. … 
As the plaintiff “chose the course of action that 
exacerbated the harm”…, the defendant has been 
seriously compromised in defending herself in this 
divorce action.10

Therefore, as a practicing attorney, be cautious, use 
proper security protocols, remain vigilant and take 
continuing legal education courses to update skills and 
knowledge in cybersecurity, and advise clients to take 
some of the same safeguarding and preventive measures. 
Attorneys may wish to expand their representation letters 
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or retainer agreements, advising their clients/entities in 
writing regarding the above case law and court holdings; 
counseling them about whether it would be best to avoid 
chatbot/AI use; and advising regarding practical limits. 
Having the client countersign the letter, agreement or 
writing, and maintaining a copy in the file will docu-
ment that counsel has advised the client or corporate 
entity (in the case of in-house counsel), warned them of 
the risks, and acted to mitigate potential future loss of 
privilege from what would otherwise have been the cli-
ent’s unguided utilization of technology to research legal 
issues prior to, or in place of, discussing the same with 
their attorney.
Then take some comfort in recognizing that unauthor-
ized and illegal access to privileged communications 
occurring from spyware, malware or warrant execu-
tions that violate the Fifth Amendment thus far do not 
appear to compromise privilege or the right against 
self-incrimination in the eyes of the courts. However, 
beware: As the world and the courts become ever more 
familiar with the risks and benefits of technology, and 
as attorneys are expected to be more familiar with those 
and responsive security protocols are implemented, 
courts might grow to be less protective and tolerant 
of breaches that cause loss of privileged or confidential 
information. It is vital, then, that an attorney’s proto-
cols are robust, counseling of clients is thorough, and 
overall, the attorney demonstrates competence and 
sound practices.11

Ensure You Have Properly 
Programmed Any AI System  
That Assists With Hiring
Horror Story 2

AI is utilized as a hiring manager assistant to review 
numerous job applications in order to save time and 
money and other personnel resources at the hiring entity. 
AI then makes “decisions” utilizing biased programming. 
Could this result in liability and/or ethics sanctions for 
discriminatory decision-making in violation of law?
As AI technology has expanded, so have uses of AI in 
most areas of our society. This includes utilizing AI 
resources to assist in culling through sometimes myriad 
submissions in response to job postings – in essence, 
making AI the first-level human resources manager 
regarding résumé reviews. However, beware of two con-
comitant concerns – “automation bias” and potentially 
discriminatory hiring practices.
Automation bias is where humans presume that tech-
nology and AI are, basically, infallible, and we therefore 
accept and confirm whatever they tell us or show us 
largely without question12 (thus also helping to explain 

why we are seeing so many cases involving hallucinated 
citations in briefing). This was shown to be a major 
problem in the law when an individual was falsely 
accused of being a thief by AI facial recognition when 
he was 30 miles away (confirmed by alibi evidence).13 

The alibi evidence was almost pushed aside because the 
AI facial recognition was taken as gospel. However, the 
defendant, his attorneys and experts questioned the AI, 
and he was exonerated.14

Additionally, we are all familiar with the saying “garbage 
in, garbage out” – referring here to how well the AI 
platform is programmed; that is, the level of quality in 
output one can expect to receive. Thus, be careful if your 
hiring manager is also an AI platform – even if only for 
the initial round of résumé reviews. Legal commentators, 
attorneys and other experts have been discussing the risks 
associated with AI programs used to screen applicants in 
a hiring process. Because AI first utilizes the data with 
which it is programmed and then learns, there is concern 
that old methods and data, and bias in the system, could 
result in bias during screening and hiring phases.15

Some jurisdictions, such as New York City, have insti-
tuted laws to require system audits and to punish those 
employers or employment agencies whose AI systems are 
found to include illegal bias.16

Attorneys in New York should also be familiar with 
the provision in the Rules of Professional Conduct that 
states: “A lawyer or law firm shall not: … (g) unlaw-
fully discriminate in the practice of law, including in 
hiring, promoting or otherwise determining conditions 
of employment on the basis of age, race, creed, color, 
national origin, sex, disability, marital status or sexual 
orientation. …”17 While there has been some debate 
concerning the extent of 8.4(g) to an attorney’s argu-
ments in representation of a client,18 attorneys still must 
exercise caution when the potential for discrimination in 
hiring within their firm or agency exists.19

If law firms, public agencies or client companies use AI 
to assist in hiring, they should be aware of the potential 
risks related to programming and bias – and the potential 
legal or ethical violations. Here again, attorneys should be 
familiar with all risks and benefits of technology under the 
New York Rules of Professional Conduct 1.1 and should 
ensure that their own practices within their firms or agen-
cies comply with the requirements of law and ethics, while 
also counseling their clients to ensure the same under the 
relevant laws and regulations. Audits and random checks 
of AI platforms (if utilized) – their programing and out-
puts – should be regularly and routinely conducted to 
ensure necessary compliance and best practices.
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Cite-Check All Briefing, Whether 
From an Associate, Co-Counsel or 
Opposing Party
Horror Story 3

An attorney is working with co-counsel in his or her 
own firm or agency, in addition to local counsel or pro 
hac vice counsel. The attorney is one of the counselors 
of record in litigation. Receiving draft briefing from co-
counsel, and believing he or she is capable, the attorney 
in question does not cite-check, and directs co-counsel 
to sign it and file it with the court. The briefing turns 
out to contain AI hallucinations, and violates N.Y. Rules 
for Professional Conduct 3.3, among other rules. Is the 
otherwise non-offending attorney liable for violations?
Attorneys who do everything right in their own prac-
tice and in their own submissions may believe that they 
have insulated themselves from reproach and protected 
themselves from ethical criticism. However, that is not 
necessarily the end of the story. Recently, even some “non-
offending” attorneys are being criticized by courts for not 
being alert to errors in briefing, although contained in 
submissions not made by that attorney – such as when 
an attorney fails to cite-check a response or reply brief 
(depending on the motion and court) from an opposing 
party on a motion. Normally, absent leave of court, a 
response to a reply brief (or sur-reply) would not be filed, 
and the motion would be deemed fully submitted.20 It 
might be tempting for an attorney to accept that final 
reply briefing, and await the court’s ruling without doing 
more (and thus without charging the client for additional 
review and cite-checking of a brief to which no response 
would be filed, or without taking time away from another 
taxpayer-funded matter in the case of an agency). How-
ever, courts have begun to criticize non-offending attor-
neys who wait for judges to be the “last line of defense” 
– although not yet sanctioning them outright, since 
technically they did not submit in violation of the rules.21

If attorneys are serving as co-counsel, 
pro hac vice counsel, or local counsel, 
it will behoove them to cite-check and 
verify all statements and case citations 
in any briefing prepared by colleagues, 
or to which they sign on, or is submit-
ted over their signature or in a case in 
which they are one of the counselors 
of record, for risk of being swept up 
in future sanctions for rules violations.
For example, in Billups v. Louisville 
Municipal School District,22 a Missis-
sippi federal district court sanctioned 
an attorney serving as co-counsel with-
in a firm for not checking and catch-
ing incorrect briefing containing AI 

hallucinations and misstatements by their co-counsel for 
whom the court found they were a supervisory attorney; 
the supervisory counsel’s name had appeared on the 
initial complaint.23 Furthermore, that same court then 
issued a challenge to the opposing party and its counsel – 
who to that point had not been a direct offending party:

The Court also observes that the Defendant, … 
could have flagged the fictious citation and misrepre-
sentation of case law in a reply brief or supplemental 
filing. … The Court takes this opportunity to issue a 
charge. Going forward, the Court expects all parties 
to assist in maintaining the integrity of the judicial 
process and to be diligent in flagging AI misuse.  
“[O]therwise, the risk is too great that such errors 
will persist undetected, potentially leading to an 
outcome unsupported by law.”24

Separately, another federal district court in Mississippi 
addressed an unusual situation where counsel for both par-
ties submitted a briefing that had utilized AI resources, but 
they did not verify their submissions, and it contained non-
existent or incorrect citations.25 The Withers court noted 
that, by submitting fake, unverified cases, counsel had 
obviously not read (or had not attempted to read, in any 
event) those non-existent cases. Such are Rule 11 violations 
in federal court (as well as ethics violations).26 The court 
disqualified and barred both sets of counsel and ordered 
one of them “to attend a CLE on artificial intelligence with 
an ethics component addressing the obligations of counsel 
regarding the use of artificial intelligence in the legal field 
and submit proof of attendance within 60 days from the 
date of this Order.”27 Monetary fines were issued, as well, 
and the court directed that a copy of the order be sent to 
the respective state bars of the offending attorneys.28

Finally, there is a particularly egregious case, In re Domestic 
Partnership of Torres Campos & Munoz,29 out of California. 
In Munoz, one of the party’s counsel cited fictitious case 
law in a submission. Compounding the problem, the 
opposing party’s counsel thereafter relied on the fictitious 
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case law, and re-cited it in their own submission to court. 
The trial court then relied on that same fictitious case 
law and issued an order citing same. The appellate court 
admonished all involved in the case, held that the trial 
court abused its discretion by citing fictitious case law as 
support for the order, sanctioned counsel, and ruled that 
the appellant had thereby forfeited their claim.30

Hence, our last takeaway – attorneys should be certain to 
cite-check any submissions to courts or opposing parties 
that bear their signature, on which their names appear, or 
in any litigation in which they have taken part in any way 
– including submissions prepared by attorneys on their 
own side of the case, as well as on the opposing side.31 
Said attorneys have supervisory and ethical responsibili-
ties to do so.32 Every single citation, case summary, digest 
and argument should be sourced and confirmed, in one’s 
own briefing and all opponents’ briefing – including all 
reply briefs to which one might not otherwise respond. If 
nothing else, failure to do so by an otherwise non-offend-
ing party/counsel could at least result in a reprimand 
from the court, a challenge from the court or possibly 
worse – such as loss of a sanctions award that could have 
otherwise been received by that non-offending party.33

It is both a startling and exciting world out there, as technol-
ogy continues its rapid advances – not just in the law, but 
in all parts of society. Yet, if attorneys take care to exercise 
oversight and adopt a few cautionary and ethical practices, 
harnessing technology for use in the legal profession might 
be quite attainable and may also be quite advantageous.
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of E-Discovery: How 
Courts Have Analyzed 
Employer Control 
Over Personal Devices
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As the modern workplace continues to evolve, many 
organizations are adopting bring-your-own-device 

policies, enabling employees to use personal smart-
phones, tablets and laptops for work-related activities. 
These policies bring with them significant legal com-
plexities – particularly in the context of employment 
litigation. Personal devices often contain a wealth of 
potentially relevant information, including text messages, 
emails and other digital communications that, if subject 
to e-discovery, can make or break a claim. When claims 
like discrimination, wrongful termination or retaliation 
arise, courts must assess the extent of an employer’s 
control over its employees’ personal devices to determine 
whether such data must be preserved and produced. As 
case law develops, courts are taking varied approaches 
to the discoverability of personal devices, prompting a 
closer examination of recent trends in the legal standards 
of different jurisdictions.

Electronically Stored Information 
Preservation and Production 
Requirements
Under the Federal Rules of Civil Procedure, parties 
engaged in litigation are under a clear and proactive duty 
to preserve and disclose electronically stored information 
relevant to the case. Rule 26 imposes an affirmative obli-
gation on parties to provide, without awaiting a discov-
ery request, any electronically stored information in their 
possession, custody or control that may support their 
claims or defenses. Following these initial disclosures, 
Rule 34 enables parties to formally request the produc-
tion of electronically stored information that wasn’t 
initially disclosed. Critically, Rule 37(e) addresses the 
consequences of failing to preserve digital information 
that should have been maintained in anticipation or dur-
ing litigation. If such information is lost due to a party’s 
failure to take reasonable steps, the court may impose 
sanctions, including adverse inference instructions or 
even dismissal of claims, depending on the severity of the 
prejudice caused. 
In state courts, while procedural rules vary by jurisdiction, 
many have adopted discovery frameworks that closely 
mirror the Federal Rules of Civil Procedure, particularly 
regarding the scope of electronically stored information 
within a party’s possession, custody or control. Like in 
federal court, parties are generally expected to preserve 
electronically stored information once litigation is antici-
pated and to engage in good-faith efforts to identify, retain 
and produce such information during discovery. 
The phrase “possession, custody or control” is not explic-
itly defined in the Federal Rules of Civil Procedure, leav-
ing its interpretation to the courts – and resulting in a 
patchwork of standards across and within jurisdictions. 
This divergence has created challenges in determining the 

scope of discovery obligations and a lack of reliable legal 
guidance on the matter. 

Clear Cell Phone E-Discovery 
Outcomes at the Margins
While the legal standards governing possession, custody 
or control vary across jurisdictions, certain scenarios yield 
predictable outcomes. At the margins – where facts are 
clear and usage patterns are well-defined – courts typi-
cally reach consensus. 

When Personal Devices Are Clearly Discoverable

Electronically stored information from employee cell 
phones is readily discoverable when the devices are 
issued by the employer. In Owens v. Board of Supervi-
sors of Louisiana State University and Agricultural and 
Mechanical College,1 the court stated that employers 
maintain constructive control over employment-related 
data stored on company-issued devices. When a device 
is employer-issued, the company can regulate device use, 
enforce data retention policies and direct employees to 
preserve or produce relevant communications. As such, 
company-issued devices fall squarely within the scope of 
discoverable electronically stored information under the 
Federal Rules of Civil Procedure.

When Personal Devices Are Clearly Not Discoverable

When employees’ cell phones are not company-issued, 
and not used for business purposes, the outcome is 
similarly predictable. In Muslims on Long Island, Inc. v. 
Town of Oyster Bay,2 the Eastern District of New York 
addressed a discovery dispute concerning the town’s 
obligation to produce electronically stored information 
from advisory board members’ personal cell phones. The 
underlying litigation involved allegations by Muslims on 
Long Island, Inc. that the Town of Oyster Bay had dis-
criminatorily denied its application to expand a mosque. 
During discovery, Muslims on Long Island learned that 
the advisory board members did not use government-
issued phones. Muslims on Long Island sought requested 
access to the board members’ personal devices, asserting 
the potential for relevant communications. The town 
refused, and the group moved to compel discovery. 

The court denied the motion to compel, finding that 
Muslims on Long Island had not met its burden to show 
that the personal devices were used for official business. 
The court emphasized that the group failed to identify any 
prior instances where the board members used personal 
phones for work-related communications. Additionally, 
declarations from board members stated that they did not 
have each other’s phone numbers, did not maintain any 
board group texts and had not exchanged any messages 
concerning Muslims on Long Island’s application. 
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This case demonstrates that the absence of work-issued 
devices or mere speculation of work-related use of per-
sonal devices is not enough to compel discovery. To 
make personal devices discoverable, a party must present 
specific, credible evidence that a personal device was used 
to conduct relevant business. Discovery must be targeted 
and grounded in factual support – not just possibility. 

The Gray Area of Cell Phone 
E-Discovery
While some cases involving electronically stored infor-
mation on employees’ personal devices present clear 
outcomes – either plainly discoverable or clearly outside 
the scope of discovery – many fall into a legal gray area. 
In these middle-ground scenarios, courts have turned to 
a range of standards to determine whether such data falls 
within a party’s “possession, custody or control” under 
the Federal Rules of Civil Procedure. These standards 
include the legal right standard, the legal right plus 

from employees’ personal devices. Because Docusign 
had a contractual right to access the data via these agree-
ments, the court held that the company had sufficient 
control under Rule 34.

Legal Right Plus Notification Standard

This standard builds on the legal right approach by add-
ing a duty to inform. If the responding party has a legal 
right to obtain certain electronically stored information, 
it must preserve and produce it. Additionally, if the party 
knows of additional relevant information that it cannot 
legally access – such as data held by a third party – it 
must notify the requesting party of the existence of that 
data and identify the third-party custodian.
There is not currently a notable case applying the legal 
right plus notification standard in the context of elec-
tronically stored information and mobile devices, but 
this standard has been applied in other traditional dis-
covery contexts where a dispute as to possession, custody, 
or control arises.

‘Given the evolving and often inconsistent legal standards  
governing e-discovery, employers should take proactive steps  

to reduce the risk of discovery disputes and sanctions.’

notification standard, the practical ability standard and a 
multi-factor approach. Federal district courts within each 
circuit have historically applied multiple standards, illus-
trating the fragmented and evolving nature of this criti-
cal area of e-discovery law. Even within each standard, 
courts continue to interpret and apply these standards 
differently, contributing to the uncertainty that litigants 
must navigate. 

Legal Right Standard

Under this approach, courts focus strictly on legal 
entitlement. If a party has a legal right to obtain the 
data in question, courts applying this standard hold that 
the data is within the party’s “possession, custody and 
control.” This triggers the obligation to preserve, collect, 
search and produce the electronically stored information 
during discovery. 

In Weston v. Docusign, Inc.,3 the Northern District of 
California applied the legal right standard to deter-
mine whether a company had sufficient control over 
employees’ personal devices to compel production of 
text messages. In the litigation, the plaintiffs alleged that 
Docusign misled investors and sought discovery of text 
messages between key executives related to the issue. The 
court found that Docusign’s employment agreements 
and internal policies expressly authorized the company 
to access and retrieve business-related communications 

Practical Ability Standard

Here, the focus shifts from legal entitlement to practical 
access. Irrespective of a formal legal right to the data, a 
responding party is required to preserve and produce any 
electronically stored information it can realistically obtain. 
Feasibility of access – rather than ownership or legal con-
trol – is the key consideration in determining whether the 
data falls within a party’s discovery obligations.
In Allergan v. Revance Therapeutics,4 the U.S. District 
Court for the Middle District of Tennessee applied this 
standard in an e-discovery dispute. Allergan, alleging 
trade secret misappropriation, sought communications 
among Revance employees from their personal devices. 
The court held that Revance did not have control over 
the devices, citing its bring-your-own-device policy and 
employee handbook, which did not grant the company 
the practical ability to search for, collect and produce 
data from employees’ personal devices. Moreover, Alle-
gan failed to show that Revance had previously accessed 
such data in the ordinary course of business or that 
employees were cooperating or had a financial stake in 
the litigation.
Although some courts continue to apply the practical 
ability standard, it has faced growing criticism from both 
courts and scholars for producing inconsistent and ineq-
uitable outcomes.5 This criticism may signal a trend away 
from the standard’s use in future cases. 



Journal | Fall 2026New York State Bar Association 47

Multi-Factor Approach

Federal courts are increasingly adopting a multi-factor 
approach to assess an employer’s “possession, custody and 
control” over employees’ personal devices for purposes 
of e-discovery. This analysis considers various factors 
depending on the court and circumstances. Courts typi-
cally consider factors such as:

•	 The frequency and extent of business use of the 
device.

•	 The employer’s legal or practical access to the data.
•	 The existence of company policies governing  

personal device use.
•	 Whether the employer issued or subsidized the 

device.
This approach allows courts to focus on the contextual 
relationship between the employer, employee and data, 
acknowledging the realities of modern work environ-
ments and increasing reliance on personal devices for 
professional communication.
In Miramontes v. Peraton, Inc.,6 the Northern District of 
Texas applied this multi-factor analysis to assess whether 
Peraton had control over text messages exchanged on 
an employee’s personal phone. The issue arose from an 
employment discrimination claim, where the plaintiff, 
Carlos Miramontes, alleged that his termination was based 
on age and race. After sending a litigation hold letter 
including relevant text messages, and directly informing 
Miramontes’s director of his duty to preserve emails related 
to the claims, Miramontes later discovered that his supervi-
sor had deleted text messages relating to his termination.
The court rejected the legal rights test, explaining that 
“the realities of modern business require a fact-specific 
approach.” To determine whether Peraton had a duty to 
preserve the text messages from Miramontes’s supervisor, 
the court considered four factors:

•	 Whether the employer issued the devices.
•	 How frequently the devices were used for business 

purposes.
•	 Whether the employer had a legal right to obtain 

communications from these devices.
•	 Whether company policies address access to  

communications on personal devices.
Although the messages were on a personal phone, the 
court found that Peraton had control over the electroni-
cally stored information because its employees routinely 
conducted business on their personal phones. 
Under the multi-factor approach, when employees use 
personal devices for work and the employer is aware of 
this practice, courts are likely to find that the employer 
has sufficient control to trigger preservation duties.

Mitigating E-Discovery Risks  
Within Your Organization
Given the evolving and often inconsistent legal standards 
governing e-discovery, employers should take proactive 
steps to reduce the risk of discovery disputes and sanc-
tions. The following strategies can help organizations 
navigate this complex landscape more effectively. 

• 	Develop a comprehensive bring-your-own-device 
policy. Clearly articulate the employer’s right to 
access work-related content stored on employees’ 
personal devices. The policy should outline 
expectations for cooperation during litigation.	

•	 Obtain employee consent. Secure written consent 
from employees acknowledging the employer’s 
right to access, preserve and produce relevant  
data from personal devices in the event of 
litigation or investigation. 

•	 Revise litigation hold procedures. Ensure that 
litigation hold notices explicitly instruct employees 
to preserve relevant communications and documents 
stored on personal devices, not just on company 
systems.

•	 Regularly review and update policies. Stay informed 
of the evolving legal standard and court decisions 
around e-discovery. Periodically review and update 
the employer’s e-discovery policies to ensure legally 
compliant practices. 
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The expansion of large language model artificial intel-
ligence has accelerated the global use of conversational 

AI for commercial purposes, often in the form of chatbots. 
Given the significant opportunities and risks associated 
with AI, it is not surprising that it caught the regulatory 
eye. For New York lawyers advising clients with cross- 
border operations, the rapid expansion of AI regulation has 
become an issue that deserves close attention. Companies 
that deploy AI systems often face compliance obligations 
outside the United States – particularly in jurisdictions 
like the European Union, where the regulatory framework 
is both comprehensive and extraterritorial. As New York 
practitioners support clients operating in foreign markets, 
it helps to know when international rules might come into 
play. A working understanding of the EU AI Act equips 
New York lawyers to provide strategic guidance, helping 
clients anticipate regulatory requirements, manage risk 
and avoid costly compliance missteps. Deep neural net-
work systems add another challenge because their internal 
reasoning remains largely inaccessible to human under-
standing – a challenge commonly described as the black 
box problem.1 Recent research identifies a key weakness 
in the use of these systems: Large language models are 
frequently treated as sources of information, despite not 
being designed to ensure factual accuracy. Rather than 
providing verified truths, these systems generate responses 
by predicting the most probable sequence of words based 
on their training data. This limitation introduces a new 
category of risk, referred to as careless speech.2 

AI-related risks are closely tied to the architecture and 
operation of these systems. The EU Artificial Intel-
ligence Act3 entered into force on Aug. 1, 2024, and 
established an extensive horizontal framework governing 
AI-powered systems with extraterritorial reach. In this 
respect, it follows the approach taken by the General 
Data Protection Regulation,4 the EU’s main privacy law. 
This regulation requires organizations around the world 
to comply with EU data protection rules whenever they 
handle the personal data of EU users. The EU AI Act 
adopts a similar model. It applies regardless of where an 
AI provider is located or where a model was trained, so 
long as the system or its outputs are used within the EU.
Many businesses instinctively classify chatbots as low risk, 
assuming they only need to comply with basic transparency 
requirements. This assumption often oversimplifies the legal 
landscape. Not all chatbots function alike, and depending 
on their purpose, technical capabilities and influence on 
customer decision-making, certain models may trigger 
more stringent obligations than companies might expect.

How AI-Powered Chatbots Work – 
and the Risks Behind Them
The AI black box problem is frequently highlighted in 
academic literature. Users provide an input to the sys-

tem, and the system produces an output. The processes 
between the submission of the input and the composi-
tion of the output give rise to several pitfalls associated 
with AI models.5 

Simply put, chatbots and conversational agents driven by 
AI are software programs designed to mirror human-like 
dialogue. The underlying technology powering chatbots 
and conversational AI agents is based on natural language 
processing and deep learning.6 Chatbots generally fall 
into two main groups: open domain chatbots and closed 
domain chatbots, but they can be further categorized 
using additional metrics such as knowledge domain, 
interact mode and goals.7 
Potential risks of these chatbots generally fall into three 
areas: risks arising from the inputs they receive, their 
outputs and their commercial deployment. The first cat-
egory is linked to the way large language models, which 
underpin chatbots, are trained. The importance of prop-
erly selecting the datasets used to train these systems is 
often overlooked, and the lack of transparency can create 
a negative feedback loop with no consistent standards for 
dataset quality.8 For example, a 2024 study documented 
widespread large language model training data contami-
nation and indirect data leakage.9 
The second risk category relates to the output produced 
by AI systems. Back in 2023, the Italian Data Protection 
Authority ordered an urgent temporary limitation on 
the processing of personal data by a company operating 
an AI-power chatbot called Replika. By going through 
Replika’s replies, the Italian Data Protection Authority 
concluded that, with no age verification or control pro-
cedures in place, the chatbot posed risks to minors and 
emotionally vulnerable individuals.10 

The last risk category emerges once chatbots enter com-
mercial use as the new generation of AI models benefits 
from more advanced capabilities and access to vast train-
ing data sets.11 While these technological advancements 
should be welcomed, AI-powered chatbots are marketed 
as commercial products, reaching users with limited 
understanding of how such systems operate. The EU 
AI Act therefore underscores the importance of AI lit-
eracy and explainability for all relevant actors throughout 
entire value chain.

Compliance Deadlines
The implementation of the EU AI Act is based on a 
timeline set by the European Commission, starting from 
its going into effect on Aug. 1, 2024. The first binding 
requirements took effect on Feb. 2, 2025, when the chap-
ters on general provisions and prohibited AI practices 
became enforceable. 
The second wave arrived on Aug. 2, 2025, introducing 
governance obligations for general purpose AI models 
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and activating provisions on relevant authorities; the 
EU AI office and national authorities then became 
fully operational.
The next important milestone arrived on Aug. 2, 2026, 
as the general date of application. From that point, com-
pliance obligations for high-risk AI systems became fully 
enforceable. This is also when substantial fines – up to 35 
million euros ($41 million) or 7% of global annual turn-
over – began to apply. The final phase follows in August 
2027 when the AI Act is expected to be fully effective.12 

Decoding the AI Act 
Scope and Extraterritorial Reach

The AI Act doesn’t exist in a vacuum; it seeks to stay 
aligned with the work of international organizations to 
help ensure that rules governing AI systems are interpret-
ed uniformly. As Recital 1213 reminds us, all AI systems 
share one common trait – the ability to infer. Whether 
they operate on a stand-alone basis or are tucked inside 
a larger product, their level of autonomy and ability to 
draw conclusions from data is what makes compliance 
important.
One interesting aspect is just how far the AI Act’s reach 
extends. Recital 2214 and Article 215 make this clear; the 
AI Act can apply even when an AI system doesn’t physi-
cally enter the EU market. For example, if an EU-based 
company outsources certain activities to a provider located 
in a third country, and those activities have the potential 
to fall into the high-risk category, the act may still apply.
This captures the essence of the act’s extraterritorial 
scope. Providers and deployers located outside the EU 
can still fall under the AI Act if their AI systems produce 
outputs intended for use within the EU or otherwise 
affect individuals located in the EU. While limited 
exceptions exist, the main principle is clear: If users in 
the EU can use your AI system, you shouldn’t think twice 
about compliance with the AI Act.

The Risk Profile of Your Chatbot

The AI Act adopts a risk-based approach, classifying 
AI systems into four tiers: unacceptable risk, high risk, 
limited risk and minimal risk. Many chatbots fall under 
the limited-risk tier, which subjects them to transparency 
obligations. However, this is not a blanket rule. The pre-
cise risk classification depends on the chatbot’s functions 
and areas of deployment.
Article 5 of the AI Act sets out a list of prohibited prac-
tices. These include AI systems that utilize subliminal or 
manipulative techniques, exploit individuals’ vulnerabili-
ties such as age, disability or financial situation, or carry 
out social scoring.16 At first glance, it seems unlikely that 
a commercial chatbot could fall within these categories, 
but it is not impossible. Only a handful of cases show 

how AI chatbots can drift toward the kinds of behavior 
the AI Act aims to limit once it fully takes effect. Beyond 
Replika, mentioned above, EU regulators have also raised 
concerns about Character AI, an AI companion used 
widely in Europe, noting that emotionally immersive 
chatbots can influence users by simulating close relation-
ships. A widely reported U.K. incident illustrates the 
risks – a young man who attempted to harm Queen 
Elizabeth II in 2021 told investigators that an AI “girl-
friend” chatbot had encouraged him.17

The EU Commission guidelines on prohibited AI practic-
es explain that Article 5(1)(a) covers cases where a chatbot 
presents false or misleading information in a manner that 
aims to or has the effect of deceiving individuals and dis-
torting their behavior, particularly if the AI nature of the 
interaction has not been disclosed (para. 72).18 The guide-
lines also note that chatbots, designed to use subliminal 
messaging techniques, exploit emotional dependency or 
specific vulnerabilities of customers in advertisements and 
may be considered as intentionally manipulating users 
(para. 82).19 Another example is a chatbot promoting 
fraudulent products capable of causing severe financial 
harm (para. 89).20 For the prohibition to apply, there 
must be a reasonably likely causal link between the chat-
bot’s subliminal, manipulative, or deceptive technique 
and the user’s resulting conduct (para. 84).21 
Article 6 of the AI Act explains what counts as a high-risk 
AI system. This includes AI used as a safety component 
in products, or the AI itself being a product, covered by 
EU legislation and required to undergo a third-party 
conformity assessment, as well as the use cases listed 
in Annex III.22 For example, systems implemented to 
profile individuals are treated as high risk. However, the 
act acknowledges that not every Annex III system will 
create the same degree of risk. A chatbot that nominally 
falls within an Annex III category will not be treated as 
highrisk if it does not pose a significant risk to a person’s 
health, safety or fundamental rights, including situations 
where the system does not materially influence the indi-
vidual’s decisionmaking.
The AI Act also sets rules for limited risk AI systems in 
Chapters 4 and 5. For providers of AI-powered chatbots, 
Article 50 is particularly relevant: It requires that users 
must be informed whenever they are interacting with AI.23 

By contrast, minimal risk AI systems are not regulated 
by the act. This category covers most AI tools currently 
available in the EU market – for example, spam-filtering 
tools or AI-powered video games. 

Making Sense of AI Act Compliance
Compliance Duties for High-Risk AI 

The AI Act primarily focuses on the responsibilities of 
providers of high-risk AI systems, regardless of whether 
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they are established within the EU or in a third country. 
As noted earlier, non-EU providers can be held account-
able if the output of their high-risk AI systems is used 
within the EU.
Articles 8 to 15 in Section 2 of Chapter 3 explain the main 
duties that providers must follow throughout the entire 
lifecycle of a high-risk AI system. These responsibilities 
involve setting out a well-documented risk management 
process, implementing proper testing methods, ensuring 
appropriate data governance practices and maintaining 
detailed technical documentation. Providers must enable 
automatic logging to support record-keeping, human 
oversight and implement measures to ensure accuracy, 
resilience and cybersecurity. The Cyber Resilience Act24 
applies broadly to digital products, including software 
and connected devices that include AI-based function-
alities, and readers should be aware that its scope may 
overlap with the AI Act.25 
Additional rules for both providers and deployers are 
specified in Section 3. Article 16 requires providers to 
clearly state their business name or trademark, along with 
their contact information.26 They must implement a qual-
ity management system in accordance with Article 1727 

and retain all required documentation for 10 years (as 
mandated by Article 18).28 Providers are also obliged to 
preserve automatically generated logs (Article 19(1)),29 
issue an EU declaration of conformity under Article 
47,30 affix the CE (European Conformity) marking to 
their product and comply with the registration require-
ments in Article 49(1).31 They must persistently address 
any problems that arise, cooperate with relevant national 
authorities and ensure that their quality management 
system remains effective.
Non-EU providers must be aware of one additional 
requirement under Article 22.32 Before their AI system 
is placed on the EU market, they need to appoint an 
authorized representative established within the EU. This 
representative acts as the provider’s local point of contact 
and is responsible for collaboration and communication 
with competent supervisory authorities.
Although this regulation mainly addresses providers, 
Section 3 (Chapter 3) stipulates obligations for other 
key players in the AI value chain, including importers, 
distributors, deployers and suppliers. These compliance 
requirements apply to anyone who puts a high-risk AI 
system on the market under their own trade name or 
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registered trademark, makes significant alterations that 
keep the system within the high-risk category, or remod-
els the system’s main purpose in a manner that triggers 
categorization as high risk under Article 6.

Transparency Obligations for Providers and Deployers 
of Certain AI Systems

Chapter 4 outlines transparency requirements for provid-
ers and deployers of certain AI systems. As highlighted 
earlier, Recital 13233 and Article 5034 are especially 
significant for providers and deployers of AI-driven chat-
bots as they impose an obligation to clearly inform users 
whenever they are interacting with an AI system, when-
ever content has been generated or altered by AI, and 
whenever biometric categorization or emotion recogni-
tion features are being used. 
In essence, comprehensive documentation supplied by 
developers on how an AI model functions is central to 
meeting transparency obligations. Although the AI Act 
does not specify how documentation should look, tools 
such as model cards, data set sheets and transparency 
reports can help explain how a system was built, trained 
and tested.35 

GPAI Compliance Requirements

Chapter 5 governs Global Partnership on Artificial 
Intelligence models and introduces a two-tier compli-
ance structure: baseline obligations for all their model 
providers, and an additional set for models with systemic 
risk. Considering the difficulty of assigning a single risk 
classification to these models – mainly because they can 
be adapted to a wide range of use cases – it is unsurpris-
ing that the AI Act dedicates a separate chapter to their 
regulation.36 

The requirements for the first category are set out in 
Articles 5337 and 54.38 Namely, Global Partnership on 
Artificial Intelligence providers must maintain detailed 
records of how their systems are developed and tested, 
and they are required to share the relevant technical doc-
umentation with businesses that integrate their model, 
while still safeguarding their intellectual property rights. 
This excludes open-source AI models unless they can be 
classified as models with systemic risks. Providers may 
also rely on published codes of practice to demonstrate 
compliance. In addition, Article 54 requires providers 
established outside the EU to appoint an EU-based 
representative responsible for ensuring adherence to all 
applicable obligations and for maintaining cooperation 
with competent authorities.39

Providers in the second category must comply with an 
additional set of requirements. These include conducting 
model evaluations using standard protocols and tools, 
assessing and minimizing potential systemic risks and 
reporting incidents to the EU AI office and national 

authorities. They are also obliged to ensure an appropri-
ate degree of cybersecurity protection for the model and 
the physical infrastructure on which it operates.

Conclusion
The main obstacle to AI Act compliance is not imple-
mentation but interpretation. The EU’s AI office shall 
incentivize the creation of voluntary codes of conduct for 
AI systems to promote adherence to relevant standards 
and industry best practices (Article 95).40 A 2026 study 
examined attitudes toward the codes of conduct under 
Article 95 and found that participants expressed a posi-
tive overall sentiment.41 
Although the AI Act interacts with other EU digital regu-
lations, it establishes its own distinct compliance regime 
that cannot simply be folded into existing General Data 
Protection Regulation or cybersecurity processes. Busi-
nesses should begin by creating a full inventory of all 
AI systems in use and classifying them under the act’s 
fourtier risk framework, as well as under the two-tier 
Global Partnership on Artificial Intelligence structure. 
Once this baseline is in place, organizations can address 
the remaining compliance tasks: reviewing and updating 
AI governance frameworks, conducting risk assessments, 
meeting AI literacy obligations and resolving areas where 
the AI Act overlaps with other EU rules.
The road to AI compliance in Europe begins with an 
understanding of what the EU AI Act requires, and that 
obligation extends well beyond EU borders. Any lawyer 
advising a company that sells into the EU market, pro-
cesses EU-based user data, deploys AI tools across mul-
tiple jurisdictions or supports clients expanding abroad 
will need to understand this law. For lawyers in these 
roles, it isn’t just “European law” anymore – it’s simply 
part of doing business today.
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SPONSORED ARTICLE 

Cyber Risk and Law Firms: What 
You Don’t Know Could Cost You
By Mike Mooney

Cyberattacks against law firms are becoming more 
widespread, sophisticated and costly. Law firms are 

especially attractive targets: They hold valuable, confi-
dential client data – including personally identifiable 
information (PII), protected health information (PHI) 
and payment card or banking information (PCI) – along 
with sensitive intellectual property, business intelligence 
and details on significant business transactions. Add in a 
heavy reliance on email and, in many firms, inconsistent 
cybersecurity practices. The result? A combination of 
high value and real vulnerabilities spurring breaches that 
carry major business consequences. 

According to the American Bar Association’s Cyberse-
curity Tech Report, nearly one in three law firms have 
experienced a security breach, yet only 40% of law firms 
report having cyber liability insurance. With law firm 
breaches costing an average of $5.08 million, as cited in 
IBM’s Cost of a Data Breach Report 2026, the financial 
stakes of a breach far outweigh what most firms are 
prepared to absorb. Mitigating cyber risks starts with 
understanding the nature of these threats and closing 
gaps before they’re tested.  

Most Common Cybersecurity Threats 
in the Legal Industry
Industry studies and real-world claims point to a consis-
tent set of cyber threats driving law firm losses. Under-
standing these is the first step toward closing the gaps in 
your firm’s defenses.

The top five cybersecurity threats based on the number 
of claims we see are:

1.		  Ransomware attacks that lock down a firm’s IT sys-
tems until a ransom is paid.

2.		  Business email compromise, such as spoofing, that 
impersonates trusted contacts to access sensitive 
information.

3.		  Funds transfer fraud, resulting from spoofing emails 
that direct wire transfers to cybercriminals instead of 
the intended accounts.

4.		  Hacking and unauthorized access where cybercrimi-
nals tap into sensitive information that should be 
under counsel’s care, custody and control.

5.		  Staff mistakes, including employees manipulated by 
phishing and social engineering, or unintentionally 
exposing data through remote work without proper 
firewalls or secure Wi-Fi.

Beyond these top threats, third-party and vendor vulner-
abilities are another common risk vector putting firms, 
and any client information those vendors can access, in 
jeopardy. 

Cyber Coverage Misconceptions 
Putting Law Firms at Risk
Despite these growing threats, many firms continue to 
operate under risky misconceptions about cyber insur-
ance – creating a false sense of protection and leaving 
them exposed to serious risks.

“Our general liability policy covers cyber risks.”

Fact: Most commercial general liability policies explicitly 
exclude cyber-related losses.

“Crime insurance will protect us from cyberattacks like 
phishing or hacking.”

Fact: Traditional crime policies typically cover theft and 
fraud, not cybercrime or broader cybersecurity events.

“Our lawyers’ professional liability policy already includes 
cyber coverage.”

Fact: Lawyers’ professional liability policies may provide 
limited cyber coverage for third-party losses, but about 
70% of financial damages are first-party losses, such as 
IT response, forensics, and data recovery costs. These are 
generally not covered, as LPL responds only when there 
is a demand for money or services.

“Business interruption coverage will respond to a cyber 
incident.”

Fact: Traditional business interruption or business 
income coverage is triggered by physical damage to 
insured property, leaving law firms on their own to 
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absorb the cost of lost billable hours for days or even 
weeks following a cyber incident.

“We’re too small to need separate cyber coverage.”

Fact: Cybercriminals frequently target small and mid-
sized law firms due to their limited IT resources, leading 
to even greater risks that require dedicated protection.

These misconceptions highlight not only how easily firms 
can overestimate their existing insurance coverage, but 
also why there is a bona fide need for dedicated cyber 
protection. 

Proper Cyber Protection for Law Firms
A dedicated cyber liability policy – designed to cover 
exposures that general liability, crime and professional 
liability policies don’t – is a critical piece of a com-
prehensive risk management strategy. While there are 
many standard policies on the market, law firms are best 
positioned to manage their unique cyber exposures with 
coverage built specifically for the legal industry. 

To address the specific risks facing law firms, the NYSBA 
Insurance Program, administered by USI Affinity, offers 
comprehensive cyber liability insurance that enables legal 
professionals to effectively prepare for, respond to and 
recover from cyber incidents. This includes: 

•	 Stand-alone cyber liability coverage built specifically 
for law firms, rather than a limited add-on to a gen-
eral liability, crime or lawyers’ professional liability 
policy. 

•	 Protection against the threats law firms actually face, 
including ransomware, social engineering, wire fraud 
and data breaches. 

•	 First-party coverage for costs such as IT forensics, 
data recovery, breach notification, crisis communica-
tions and lost billable hours. 

•	 Third-party coverage for costs arising from claims 
brought by clients or regulators after a breach, 
including legal defense, settlements and regulatory 
fines or penalties.

•	 Support before, during and after an incident, includ-
ing access to breach response resources such as foren-
sics, legal counsel and recovery assistance. 

•	 Flexible coverage tailored to your firm’s operations 
and risk profile that can scale with your firm’s size 
and the sensitivity of the data you hold.

Insurance alone isn’t a complete risk management strat-
egy, but the right cyber liability protection becomes part 
of your firm’s broader defense, working alongside key 
internal practices that reduce your overall exposure.

Additional Risk  
Management Strategies
Beyond insurance, day-to-day practices play a critical role 
in reducing cyber risk. Taking these action steps can help 
prevent an incident and limit the damage if one occurs. 
•	 Conduct a comprehensive risk analysis.
•	 Adopt strong data encryption practices.
•	 Implement multi-factor authentication (MFA).
•	 Enforce strong password management policies.
•	 Limit user access to only the data and systems  

necessary for each role.
•	 Regularly update software and apply security patches.
•	 Provide ongoing employee training and education.
•	 Develop and maintain an incident response plan.
None of these practices are groundbreaking, but consis-
tently applying them strengthens a firm’s preparedness 
and speeds recovery if or when an incident occurs.

Closing the Gap
No set of safeguards can eliminate cyber risk entirely. 
Pairing strong internal practices with the right cyber 
insurance coverage is what protects your firm when 
prevention isn’t enough. Understanding your actual 
exposure, not just what you assume is covered, is foun-
dational to keeping a single incident from becoming a 
firm-defining loss.
If you’re interested in speaking with a cyber insurance 
specialist to make sure your coverage matches your firm’s 
actual risk, visit nysbainsurance.com.

Mike Mooney is senior vice president and pro-
fessional liability practice leader at USI Affinity, 
a national leader specializing in business insur-
ance solutions for the legal profession. USI 
Affinity is proud to be the NYSBA Platinum 
Member Benefit Partner and the insurance part-
ner of choice for law firms of all sizes. Mooney 
can be reached at mike.mooney@usi.com.
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It’s the Truth – 
Just Not the Whole Truth

The Attorney Professionalism Committee invites our readers to send in comments or 
alternate views to the responses printed below, as well as additional hypothetical fact patterns or scenarios to 
be considered for future columns. Send your comments or questions to: NYSBA, One Elk Street, Albany, 
NY 12207, Attn: Attorney Professionalism Forum, or by email to journal@nysba.org. 

This column is made possible through the efforts of NYSBA’s Committee on Attorney Professionalism. 
Fact patterns, names, characters and locations presented in this column are fictitious, and any resemblance 
to actual events or to actual persons, living or dead, is entirely coincidental. These columns are intended to 
stimulate thought and discussion on the subject of attorney professionalism. The views expressed are those 
of the authors, and not those of the Attorney Professionalism Committee or NYSBA. They are not official 
opinions on ethical or professional matters, nor should they be cited as such.

ATTORNEY PROFESSIONALISM FORUM

To the Forum:

We all know that when we draft documents if we 
discover scrivener’s errors or mistakes of fact that 

deviate from what was agreed upon by the parties, we are 
required to correct those. But I have what is arguably a 
more complicated question.
I represent one of two individuals who are looking to 
form a corporation or limited liability company. My cli-
ent will provide the expertise and will manage the entity, 
while the other individual will be an investor without 
much operating connection to the business. Once the 
entity is formed, they expect to raise additional money 
by selling shares in a private placement.
All the business is expected to be conducted in New 
York; both of the founders are New York residents and it 
is likely that the majority of the subsequent investment 
money will also come from New York residents. Accord-
ingly, one might think that the most logical place to form 
the entity is under New York law.
However, in the interest of giving my client the greatest 
degree of flexibility and protection against being sued 
over how he manages the entity as a director or manager 
(as the case may be) I would like to put in the governing 
documents a provision that waives the applicable fidu-
ciary duties to the greatest extent possible. I can achieve 
more of what I want in that regard under Delaware law 
than under New York law, and I can achieve even more 
under Texas law.
Accordingly, I would like to suggest to the other founder’s 
lawyer that we form the entity in either Delaware or 
Texas. I don’t want to disclose the aforementioned reason 

for why I want to do this, but rather, if asked why, I can 
answer that Delaware has the most established jurispru-
dence for business entities or that Texas is trying very 
hard to accommodate companies and attract them to 
incorporate there and use its courts. While that might not 
be the “whole truth,” I believe that both of those explana-
tions would be true and of non-trivial significance.
In the same vein, I would rather use an LLC if I deter-
mine that it is more flexible in this connection than a 
corporation. My preferred explanation would be that 
using an LLC plainly will allow the business to be run 
as a pass-through for tax purposes and, if and when it 
becomes preferable to use an S corporation or even a 
regular C corporation, an LLC is able to elect that tax 
treatment. Again, this is completely truthful and sub-
stantive, but not a disclosure of what really matters to 
me and my client.
So, my first question is whether there is anything in 
the Rules of Professional Conduct or otherwise that 
precludes me from doing what I want without making 
a full disclosure to the other founder’s lawyer that the 
fiduciary protection will be significantly less than with a 
New York corporation.
But wait, it’s more complicated than that. The other 
founder wants to have a right to purchase whatever New 
York real property the entity will acquire. My client does 
not like this element of the transaction but decided that 
he cannot fight it. You can imagine my barely concealed 
glee when I received the document drafted by the other 
founder’s lawyer providing for a 25-year option. Boom.  
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I think that that option could well be void under the 
Rule Against Perpetuities.

So, my second question concerns the misimpression that 
the other founder’s lawyer has created for himself without 
any fault, action or influence on my part: Am I required 
to inform him that this provision that he has proposed, 
which I know is so important to his client, is or may be 
a legal nullity?

Sincerely,
Jen Nanigans

Dear Ms. Nanigans:
The way to think about this is analogous to how traffic 
signals work.

The Green Light

First, consider the New York Rules of Professional Con-
duct. Three provisions are relevant:

•	 RPC 4.1 states, “In the course of representing a 
client, a lawyer shall not knowingly make a false 
statement of fact or law to a third person.”

•	 RPC 8.4(c) states that a lawyer “shall not … 
engage in conduct involving dishonesty, fraud, 
deceit or misrepresentation.”

•	 RPC 8.4(h) states that a lawyer “shall not … 
engage in any other conduct that adversely  
reflects on the lawyer’s fitness as a lawyer.”

What about omissions such as yours? RPC 4.1 makes no 
mention of omissions. This is not an accident, as Profes-
sor Simon in the New York Rules of Professional Conduct 
Annotated points out in Section 4.1:2:

Rule 4.1 generally applies only to affirmative 
statements, not to omissions. … New York declined 
to adopt ABA Model Rule 4.1(b), which states: “In 
the course of representing a client, a lawyer shall not 
knowingly … (b) fail to disclose a material fact when 
disclosure is necessary to avoid assisting a criminal 
or fraudulent act by a client, unless disclosure is 
prohibited by Rule 1.6.”

In fact, even the Model Rule provision that New York 
declined to adopt appears only to apply when the 
omission assists in the commission of a crime or the 
perpetration of a fraud, neither of which is present on 
your facts, and so, a fortiori, RPC 4.1 would not cover 
your situation.

Two of the ethics opinions cited and summarized by 
Professor Simon in Section 4.1:1 provide helpful illus-
trations:

•	 In Nassau County 13-4 (2013),1 a defense 
lawyer in a medical malpractice case, who asked 
the plaintiff’s lawyer to dismiss the case against 
individual physicians and settle only with the 
hospital, had no duty to disclose that this 
would relieve the physicians of an obligation to 
report the suit to a medical database, even if the 
dissemination of that kind of information to the 
public might have mattered to the plaintiff.
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•	 In Erie County 12-02 (2012),2 although a house 
seller’s neighbor asked the seller’s lawyer to inform 
the buyer that he (the neighbor) was a registered 
sex offender, the lawyer had no obligation to do 
so, at least as far as RPC 4.1 was concerned.

Next, consider the nature of negotiations, the setting in 
which your situation arises.
Comment [2] to RPC 4.1 states: “Under generally accept-
ed conventions in negotiation, certain types of statements 
ordinarily are not taken as statements of material fact.”
The comment gives as examples estimates of price or 
value and statements of a party’s intentions.
One might reasonably extend that reasoning to infer that 
a statement explaining why a party or counsel desires a 
certain provision should not be taken as an indication 
that there are no other, unstated reasons in addition. 
Except where there is a relationship of trust, no party 
to a commercial negotiation should assume that the 
other parties are duty-bound to disclose their goals and 
thought processes in full.
RPC 8.4(c) has a more comprehensive listing of improp-
er behavior than that contained in RPC 4.1, and RPC 
8.4(h) is a catch-all that prohibits “other conduct that 
adversely reflects on the lawyer’s fitness as a lawyer.” We 
address these two provisions together.
One always must be careful not to reason from a 
converse, but because the decision not to cover omis-
sions in RPC 4.1 was deliberate, as indicated above, I 
would apply the canon of construction that the specific 
controls the general (generalia specialibus non derogant) 
and conclude that neither RPC 8.4(c) nor RPC 8.4(h) 
imposes with the left hand a prohibition waived by 
the right hand in RPC 4.1. For this reason, we do 
not believe that even the catch-all RPC 8.4(h) would 
require a contrary result.

The Yellow Light

You should be honest with yourself to make sure that 
what you will have omitted does not drag the statement 
across a sometimes imperceptible line so as to make the 
statement false or deceptive, which would violate both 
RPC 4.1 and 8.4(c). To give you a sense of the kind of 
statement that would cross the line, suppose that you 
heard a college dean clucking proudly that his seniors 
had received admissions letters from 10 elite law schools, 
but what the dean did not reveal was that it was only two 
individuals who’d applied to all of those schools. Or con-
sider a manufacturer’s facially impressive durability claim 
that 80% of the equipment that it had sold over the pre-
vious decade was still operational and in use, which failed 
to mention that well over half of the equipment that it 
had sold in the previous decade consisted of units that it 
in fact had sold in the past three years.

Though everyone might not agree, what you are doing is 
not necessarily deceptive in that way.

Unlike the statements of the dean or the manufacturer 
above, which are couched in clever phrases designed 
to make the listener jump to an incorrect conclusion, 
your statement expressing and explaining a preference 
for Delaware law is direct, truthful and material. Many 
entities with no commercial contact with Delaware are 
organized under Delaware law rather than locally. The 
case for Texas may be a little bit harder to justify but has 
some merit to it. And LLCs certainly are more flexible 
than corporations.

As to the issue of whether your statement is mislead-
ing by omission, any lawyer representing a founder 
or investor should know that fiduciary responsibilities 
within business organizations vary state by state and 
entity by entity. Hence, your declining to disclose that 
you are looking for what in your opinion is advanta-
geous to your client is acceptable in the same way as 
would be proposing that a contract include an arbitra-
tion clause for all the commonly cited reasons (such as 
simplicity and low cost) without also disclosing that 
your research convinces you that an arbitrator will 
likely be more favorably disposed toward your client 
than a jury may be.

Your second question is easier to address, at least on 
a technical level. Opposing counsel who wants an 
enforceable agreement should know that there exists 
something called the rule against perpetuities and that 
it is still the law in some jurisdictions. We would feel 
the same way regarding a range of relatively well-known 
issues and doctrines such as usury or the permissible 
scope of non-compete agreements, and maybe even 
as to more arcane considerations like the possibility 
that a lawyer who is careless or unknowledgeable can 
maneuver a client into a violation of the securities laws 
that could give investors a “free option” to invalidate 
an agreement.

You need to be aware, however, that your objectives 
could turn out to be at cross-purposes. For example, in 
New York a perpetuities violation invalidates the offend-
ing contractual provision, but it may be that in the 
state whose fiduciary duty law you prefer, a perpetuities 
violation would be reformed to conform with the rule 
rather than being invalidated completely. If you have 
been pressing to organize the entity in the other state in 
order to achieve what you want on the fiduciary duty 
front, you may have a tough explanation as to why you 
suddenly have found religion and prefer the law of New 
York to govern an option contract regarding real estate. 
So, you should choose up front what is important to 
you and in so doing be sure not to cross the line into 
active deception.
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The Light May Be Turning Red

This is more of a commercial consideration than a strictly 
legal or ethical directive, but it may be the most impor-
tant element that you need to consider.
Issues that seem to have been ignored or resolved can 
have a pesky tendency to arise at inconvenient times. 
If the lawyer on the other side asks you explicitly how 
fiduciary duties compare in New York and Delaware 
or within an LLC relative to within a corporation, or 
says something offhand like, “I assume that there is no 
significant legal difference,” you can respond by saying 
that it’s not your responsibility to educate counsel, or 
you can outline what you know with the caveat that in 
that regard you represent only your own client and are 
not giving counsel legal advice. Of course, counsel and 
the client may then realize that you were directing them 
down a path that leads over a precipice, and you should 
not be shocked if counsel advises the client not to do 
business with you and your client or this sequence of 
events sours the proposed business relationship or even 
kills it.
Indeed, in certain settings where the practitioners tend 
to know each other and to encounter each other fre-
quently – tax law and small town practice both come 
to mind – one really must avoid getting a reputation as 
someone who hides the ball, not just because the others 
are likely to discover the missing information but also 
because one’s long-term effectiveness can depend on 
being able to forge consensus where the law may not be 
all that clear, and a lawyer with a reputation for opacity 
and hidden agendas may find others unwilling to accept 
arguments about the feasibility and merits of a transac-
tion or a resolution.
If all of this – especially how to balance the RPC con-
clusions against the commercial risks – leaves you more 
confused than when you started, one final bit of advice 
would be to ask yourself whether you could explain what 
you were doing to your parents or your children. Or, 
failing all else, you can apply the wisdom that Justice 
Stewart articulated in his concurrence in Jacobellis v. Ohio 
regarding the definition of hard-core pornography: “I 
know it when I see it.”3

Sincerely,
The Forum, by
Robert Kantowitz, robert.kantowitz@gmail.com
Vincent J. Syracuse, VSyracuse@thsh.com
Jean-Claude Mazzola, jeanclaude@mazzolalindstrom.com

QUESTION FOR THE NEXT FORUM

To the Forum:
I represent a defendant in an employment matter in 
which she is accused of sexually harassing the plaintiff, 
a subordinate. The details are extremely salacious and 
the case has garnered some attention in the local press 
because my client is herself an extremely experienced and 
well-regarded litigator. I am flattered that she has chosen 
me to represent her. However, she has expressed a desire 
to be very involved in the prosecution of her case.
The matter is in the discovery phase and depositions have 
been scheduled. She has told me that she would like to 
question the opposing party at his deposition. Her rationale 
is that because she was there at the time of the alleged inci-
dent, she is in the best position to ask relevant questions. 
She does have a keen eye for detail and is more than expe-
rienced to be able to effectively question the witness. Pri-
vately, I am concerned that she wants to do the questioning 
in order to intimidate the plaintiff. I am also concerned that 
my client acting as both a lawyer and a party might violate 
ethical rules regarding contact between represented parties.
Am I ethically permitted to allow my client to conduct 
the questioning at the deposition of the opposing party?
Sincerely,
PRO Advocate

Endnotes

1.	 Nassau Co. Bar Ass’n Comm. on Prof ’l Ethics, Op. 13-4 (2013), https://www.nas-
saubar.org/ethics-opinion/2013-4/.

2.	 Bar Ass’n of Erie Co. Comm. on Prof'l Ethics, Op. 12-02 (2012), https://drive.
google.com/file/d/17qLG2XFUg5iE0NiI3LseeTgHSZZ2jHqT/view.

3.	 Jacobellis v. Ohio, 378 U.S. 184, 197 (1964).
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	 Michael Cardello, III 
	 Dorian Ronald Glover 
	 David A. Goldstein 
	 Rezwanul Islam 
	 Christie Rose Jacobson 
	 Scott M. Karson 
	 Robert H. King 
	 Jennifer Lang Koo 
	 Tammy Rose Lawlor 
	 Hon. John J. Leo
	 Steven G. Leventhal 
*	 A. Thomas Levin 
	 Peter H. Levy 
	 Ellen G. Makofsky 
	 Peter J. Mancuso 
	 Michael A. Markowitz 
	 Seth M. Rosner 
	 Yana A. Roy 
	 Sherwin Figueroa Safir 
	 Sanford Strenger 
	 Peter D. Tamsen 
	 Rosemarie Tully 
	 Glenn P. Warmuth 
	 Richard A. Weinblatt 
	 Alyssa L. Zuckerman 
	 Richard K. Zuckerman 

Eleventh District
	 Frank Bruno, Jr. 
	 Desiree Marie Claudio 
	 Alyssa Eisner 
	 Richard M. Gutierrez 
	 Tyear Middleton 
	 Hon. Sharifa Milena  
	  Nasser-Cuellar
	 Estelle J. Roond 
	 Joel Serrano

Twelfth District
	 Hugh W. Campbell 
	 Shantel Marie Castro 
	 Hon. Karen M.C. Cortes
	 Michael A. Marinaccio 
	 Suzanne McElwreath 

Thirteenth District 
	 Hon. Alison M.  
	  Hamanjian
	 Daniel C. Marotta 
	 Sheila T. McGinn 
	 Claire C. Miller 
	 Catherine F. Schiavone 
	 Karen B. Soren 

Out of State
	 Jonathan P. Armstrong 
†	 Hong-Yu Chen 
	 Dean Matthew Diller
	 Susan L. Harper 
	 Torsten M. Kracht 
	 Helen C.C. Naves 
	 Vivian D. Wesson 

Official U.S. Postal 
Service Annual  

Filing Statement
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When the New York State Bar 
Association gathers at the New 

York Hilton Midtown in January for 
its 2027 Annual Conference, attend-
ees will find something new alongside 
the section programs and receptions 
that anchor the week: A full technol-
ogy summit built into the heart of 
the meeting. The lineup includes a 
live artificial intelligence competition 
critiqued by judges, a startup pitch 
contest decided by audience vote, a 
multi-track slate of technology CLE 
programs, an expanded vendor expo 
and, for the first time in years, a 
conference app that puts all of it in 
attendees’ pockets.
The summit is the work of NYSBA’s 
Committee on Technology and the 
Legal Profession, working with asso-
ciation leadership and staff, and it 
reflects a simple premise: Technology 
programming should no longer be a 
single breakout session tucked into a 
corner of the schedule. This January, 
it will be a headline attraction. Please 
see President’s Message on Page 4 for 
more details.

A Competition Where 
the Judges Grade the 
Lawyers
The centerpiece is the Prompt-a-thon, 
a live competition in which teams 
of attorneys receive a legal challenge 
on the spot and must solve it, unre-
hearsed, using AI tools while the 
audience watches. A panel of judges 
will then critique not just the results 
but the process itself, including the 
prompts, follow-up questions, verifi-
cation steps, and judgment calls made 
along the way, before scoring the 
teams and crowning a winner.
“There is nothing quite like watching 
an approach get dissected in real time 

Technology Takes Center Stage at the  
2027 Annual Conference

by someone who reads legal work 
product for a living,” said Alexander 
Paykin, chair of the Committee on 
Technology and the Legal Profession 
and a member of the ABA TECH-
SHOW Planning Board. “The audi-
ence will learn more about effective 
prompting and ineffective prompting 
in 90 minutes than they would from 
any written guide. And yes, lawyers 
being graded in public remains every 
bit as compelling a spectacle as it was 
in law school.”
The committee took the format for a 
test drive at a smaller event this sum-
mer, with members of the New York 
judiciary serving as critics, before 
scaling it up for Annual Conference.

A Startup Competition 
Decided by the 
Audience
The summit will also feature a startup 
competition in which emerging legal 
technology companies pitch their 
products live from the stage. Attend-
ees will score the contenders in real 
time, with the results tallied instantly 
and the winners announced on the 
spot. Attendees can meet the founders 
and try the products for themselves.
“Some of these companies will be 
gone in a year; others will be the tools 
your entire office depends on in five 
years,” Paykin said. “I have personally 
invested in more than one startup 
I tripped over at a conference expo, 
and so far, I have no regrets. This is a 
chance to see what is coming before 
your adversaries do, whether you 
want to buy early, keep a watchful eye 
or even write a check.”

The CLE Slate
Surrounding the competitions will be 
a multi-track program of technology 

CLEs running across multiple days 
of the conference. Planned sessions 
include putting AI to work in day-
to-day practice; the ethics of AI use 
and supervision; effective prompting 
techniques; cybersecurity for firms 
of every size; social media best prac-
tices; and hands-on mastery of the 
tools lawyers use every day, including 
Microsoft Word.
That last category may sound modest 
next to AI, but organizers expect it 
to deliver some of the fastest returns 
of the entire conference. “Most law-
yers believe they know how to use 
Microsoft Word, and most lawyers 
are wrong,” Paykin said. “The gap 
between how we use this program 
and what it can actually do represents 
hundreds of hours a year of wast-
ed attorney and staff time. A little 
instruction goes a very long way, and 
your bottom line will notice.”
Final program titles, descriptions and 
faculty will be announced this fall 
through the NYSBA website and 
email updates.

An Expo Built  
for Exploring
The vendor expo will feature estab-
lished legal technology companies 

Alexander Paykin
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A Guide to Streamlining  
Your NYSBA E-Communications

demonstrating practice management 
platforms, research tools, AI systems 
and more. To keep attendees mov-
ing through the hall, organizers are 
planning a conference-wide scavenger 
hunt run through the app with QR 
codes placed at sponsor booths and at 
key conference moments. 

Also under development is a match-
ing feature that would let attendees 
describe the problems they are trying 
to solve, connect with the vendors 
best positioned to solve them and 
schedule one-on-one meetings before 
anyone sets foot in the hall.

Finally, an App
Tying it all together is a new mobile 
app built specifically for Annual 

Conference and slated to launch in 
early December. The app will let 
attendees browse the full conference 
agenda; add any program to their 
personal calendars, complete with 
room, speakers, and description; 
download CLE materials as PDFs 
rather than hunting for handouts; 
navigate the Hilton with maps of 
the event space; and, for those who 
opt in, share contact information 
with fellow attendees and connect 
through LinkedIn.

“The plan is simple: Your entire con-
ference in your pocket,” Paykin said.

Registrants will receive download 
instructions by email when the app 
goes live, with a reminder in early 
January for those who wait until the 

last minute. It would not be a legal 
conference otherwise.

Mark Your Calendar
More details, including program 
titles, faculty, the competition lineup 
and the full schedule will roll out 
through the fall. In the meantime, the 
message from the organizers is simple: 
Reserve the dates, register early and 
arrive with a fully charged phone.

“Technology is no longer a specialty 
topic,” Paykin said. “It is the water 
we all swim in, and the lawyers who 
understand it are already outperform-
ing the lawyers who do not. Come see 
where the profession is heading. We 
will handle the rest.”

We get it. You’re deluged with 
emails from everywhere. Add 

social media notifications, subscrip-
tions and more from colleagues, fam-
ily, associates, clients and advertisers, 
and it can be overwhelming.

At NYSBA, we strive to provide you 
with all the resources you need for 
your career. We want to make sure 
to keep you informed of all the latest 
news, events and CLE programs and 
publications. As a NYSBA member, 
you receive communications designed 
to keep you informed about profes-
sional development opportunities, 
legal updates, member benefits, events 
and resources relevant to your practice.

We also understand that you might 
need to streamline the communica-
tions you receive. We’ve put together 
the information below to help you do 
just that.

Please use this as a reference to help you 
quickly identify which communications 
are most relevant to your practice, your 
professional interests and your day-to-
day needs, so you can stay informed 
without feeling overwhelmed.

Did you know that you can update 
your communications settings to 
receive only the content you need 
and reduce the number of emails hit-
ting your inbox? Below will help you 
get started on managing your NYSBA 
e-communications.

How To Manage Your 
NYSBA Communications
My NYSBA Profile

Members can:

•	 Update email preferences. 

•	 Select topics and sections of interest.

•	 Review subscription settings.

Online Communities

Separate from NYSBA profile com-
munications preferences (visit link in 
member profile communications pref-
erence tab).

You can manage:

•	 Daily Consolidated Community 
Digest.

•	 Weekly Consolidated Commu-
nity Digest.

•	 Discussion email settings.

•	 Specific community  
notifications.

Types of Emails
Below is a description of the types of 
emails we send and who they go to. 
These go to all members unless other-
wise indicated, or members opt out in 
their communications settings.
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What Should I Read?
If you want to: Read these emails:

Stay informed about all NYSBA activities General updates

Build expertise in your practice area Section communications

Earn CLE credits CLE announcements

Get legal insights and articles Newsletters and publications

Track your registered events Event registration reminders

Keep up to date on NYSBA committees and sections Community notifications

General NYSBA Updates

•		  Association-wide news and 		
	 announcements

•		  Advocacy updates
•		  Notifications about member 	

	 benefits and major initiatives
•		  Messages from the president,  

	 House of Delegates, legislative  
	 updates, promotions and more

•		  Section communications pratice-  
	 area specific news, events,  
	 publications and resources

•		  Information about section- 
	 specific programs and activities

•		  Delivered only to members  
	 who have joined sections or  
	 indicated areas of practice or  
	 interest in their My NYSBA  
	 profile 

•		  Especially valuable for members  
	 seeking substantive legal updates  
	 and networking opportunities

CLE Programs

•		  Information about CLE  
	 offerings, educational programs  
	 and training opportunities,  
	 including in-person events,  
	 webinars and more.

•		  Delivered to members based  
	 on indicated areas of practice  
	 or interest in their My NYSBA  
	 profile.

Newsletters

•		  NYSBA Weekly

		  A weekly eNewsletter high- 
	 lighting news and timely  
	 member-written content  
	 from NYSBA.

•		  CasePrepPlus

		  A weekly summary of recent  
	 and significant New York  
	 appellate cases.

•		  New York State Law Digest

		  A monthly eNewsletter  
	 on significant procedural  
	 developments.

•		  At a Glance eNewsletter

		  A bi-weekly eNewsletter high- 
	 lighting upcoming programming,  
	 newly released and featured  
	 publications and exclusive  
	 member benefit offerings.

•		  Lawyer Assistance eNewsletter

		  A bi-monthly eNewsletter high- 
	 lighting Lawyer Assistance  
	 Program initiatives and programs.

•		  Career Center Job  
	 Opportunities eNewsletter

		  A bi-weekly eNewsletter  
	 highlighting employment  
	 opportunities.

•		  Global eNewsletter

		  A bi-monthly eNewsletter  
	 for attorneys who practice  
	 internationally. 

		  Delivered to members of the  
	 International Section and any  
	 members with international  
	 law listed as an area of interest  
	 in their profile.

•		  Student eNewsletter

		  Information on legal  
	 opportunities for law  
	 students.

		  Delivered to law  
	 student members.

Publications

•		  Updates and promotions on  
	 various legal books, forms and  
	 other resources for your practice.

•		  Delivered to members based on  
	 indicated areas of practice or  
	 interest in their My NYSBA  
	 profile.

Event and Registration Reminders

•		  Automated reminders for  
	 events you registered for.

Community Notifications

•		  Messages notifying section  
	 members of activity within  
	 their exclusive online  
	 communities.

Which Emails Are Most  
Important for Me?
Below is a quick overview of which 
emails might be right for you.

Law Students

•		  Section communications
•		  Student eNewsletter
•		  Career Center Job  

	 Opportunities eNewsletter

New Attorneys

•		  General NYSBA Updates
•		  Young Lawyers Section  

	 communications
•		  CLE announcements
•		  At a Glance eNewsletter
•		  Career Center Job  

	 Opportunities eNewsletter

Experienced Practitioners

•		  Practice-specific section emails
•		  Legislative and regulatory updates
•		  CLE programs
•		  NYSBA Weekly
•		  CasePrepPlus
•		  New York State Law Digest
•		  At a Glance eNewsletter
•		  Leadership opportunities
•		  General NYSBA updates
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ABA To Honor Pamela McDevitt  
Posthumously With Award for Excellence  
in Law Practice Management
By Jennifer Andrus

The American Bar Association’s 
Law Practice Division is honoring 

the New York State Bar Association’s 
late executive director Pamela McDe-
vitt with its Samuel S. Smith Award.
The award recognizes a lifetime of 
exceptional contributions to the 
advancement of law practice man-
agement. It is the division’s highest 
honor and will be presented posthu-
mously during the ABA Law Practice 
Division Fall Meeting in Boston on 
Oct. 8.
“McDevitt’s career exemplified the 
award’s purpose: innovation, leader-
ship and unwavering dedication to 
strengthening the legal profession,” 
according to the ABA press release. 
“McDevitt’s professional journey 
reflected a rare combination of stra-
tegic vision, operational excellence 
and deep commitment to the legal 
community.”

A former Army Judge Advocate Gen-
eral Corps lawyer, McDevitt began 
her civilian legal career practicing law 
in Schenectady before moving into 
bar leadership roles that would define 
her national impact. She joined the 
ABA in 2010 after a four-year tenure 
as the director of law practice man-
agement at NYSBA. McDevitt rose 
to lead the ABA Law Practice Divi-
sion as director until 2017 when she 
left Chicago to return to the capital 
region to lead the New York State Bar 
Association as executive director.
McDevitt guided NYSBA through a 
period of significant change includ-
ing making technological advances in 
online CLE coursework, expanding 
attorney well-being services and broad-
ening the association’s global reach. 
Her vision led to the  groundbreaking 
subscription-based membership model 
that began at NYSBA in 2025.
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Medical Expert in Thoracic Surgery
I am certified by the American Board of Thoracic Surgery and have 
practiced thoracic and vascular surgery since 1991. I review for the New 
York State Office of Professional Medical Conduct and have had 20 
years of experience in medical record review, determinations of standard 
of care, deposition and testimony in medical malpractice cases.
Craig A. Nachbauer, M.D.
North Country Thoracic and Vascular. PC
24 Hammond Lane
Plattsburgh, New York 12901
Tele: 518-314-1529
FAX: 518-314-1178





Get Social: #NYSBACON 
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Save the Dates!Save the Dates!
ANNUAL CONFERENCE 2027
Tuesday, January 19 - Friday, January 22, 2027
New York Hilton Midtown

Enjoy four days of exceptional CLE programming,  
thought-provoking discussions, and valuable  
networking opportunities with colleagues.

This year’s conference also introduces exciting new experiences

NYSBA Tech Summit  
Explore the latest developments in legal technology
Wellness and Self-Care Expo  
Offering resources and activities that support attorney well-being
Presidential Summit: Civics Convocation  
Highlighting the vital role of civic education and engagement

LEARN MORE  
TODAY!

NYSBA.ORG/AC2027





